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Abstract: Cloud storage services have become
commercially popular due to their tremendous
advantages. To provide everywhere always-on-
access, a cloud service provider maintains multiple
replicas for each piece of data on geologically
distributed servers. A key problem of using the
replication technique in the clouds is that it is very
posh to achieve strong consistency on a global scale.
In this project, | first present a consistency as a
service model, which consists of a large data cloud
and multiple small audit clouds. In the consistency as
an service model, a data cloud is maintained by a
cloud service provider, and a group of users that
constitute an audit cloud can verify whether the data
cloud provides the promised level of consistency or
not. We propose a two-level auditing architecture, in
the audit cloud. Which are an auditor and the
administrator for validation. The auditor will be
validating the user data and check on the violations
on the user side. The administrator will be monitoring
the auditor and the user of the system. In this project,
to implement the secure transfer and auditing, the
data uploaded by the user will audit and then upload
in the cloud storage. To meet the promise of
everywhere 24/7 access, the cloud service provider
store data replicas on multiple geographically
distributed servers. A key problem of using the
replication technique in the clouds is that it is very
expensive to achieve strong consistency on a
worldwide scale, where a user is ensured to see the
largest updates. This project providing the highest
level of security of information stored in the cloud
using local level as well as global level auditing.
Local level auditing is done by using the auditor and
global level auditing done by using the admin of the
system.

Key words : Cloud storage, consistency as a service
(CaaS), two-level auditing.

I. INTRODUCTION
Cloud computing has become commercially

accepted, as it promises to ensure scalability,
flexibility, and high ease of use at a low cost. Guided
by the tendency of the everything-as-a-service (Xaas)
model, data storages, virtualized infrastructure,
virtualized platforms, in addition to software and
applications are being provided and consumed as
services in the cloud. Cloud storage services can be
regarded as a classic service in cloud computing,
which involves the providing data storage as a
service, including database-like services and network
attached storage, often billed on a utility computing
basis. By using the cloud storage services, the
customers can access data stored in a cloud anytime
and wherever, using any tool, without caring about a
large amount of capital investment when deploying
the underlying hardware infrastructures. To meet the
word of everywhere 24/7 access, the cloud service
provider (CSP) stores data replicas on multiple
geologically distributed servers. A key problem of
using the replication technique in clouds is that it is
very expensive to achieve strong stability on a
worldwide scale, where a user is ensured to see the
latest updates.

In reality, different applications have
different consistency requirements. For example,
mail services require monotonic-read consistency and
read-your-write consistency, but social network
services require underlying consistency . In cloud
storage, consistency not only determines correctness
but also the genuine cost per transaction. In this
paper, we hand over a novel consistency as a service
(CaaS) model for this spot. The CaaS model consists
of a huge data cloud and various small audit clouds.
The data cloud is preserved by a CSP, and an audit
cloud consists of a group of users that cooperate on a
job. A service level agreement (SLA) will be engaged
between the data cloud and the audit cloud, which
will specify what level of consistency the data cloud
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should provide, and how much will be charged if the
data cloud violates the SLA.

Il. PURPOSE OF THE PROJECT

Audit for Outsourced data the TPA is able to check
the integrity of outsourced data without retrieving all
data contents. Computational overhead for data
outsourcing and update at handler’s side as well as
the ones for auditing at the TPA should be low. The
handler can access the data Ubiquitous 24/7. Every
data can be secure without any impairment. This
project is reducing the cost of the database. These
processes are carefully done using our proposed
storage space measurement and space comparison
algorithm. Among various candidates, e.g., the least
expensive one that still provides adequate
consistency for the user’s applications. Choose the
correct cloud service provider (CSP). The
consistency as a service is maintained by the cloud
service provider. The user can access the quality of
cloud service. The cloud service will secure and less
expensive. Do not require a global clock among all
users for total ordering of operations.

Il. SYSTEM STUDY
Existing system

The infrastructures under the cloud are much more
powerful and reliable than personal although
computing devices; they are however facing the
broad range of both internal and external threats for
data integrity. Second, there do exist various
motivations for CSP to behave disloyally toward the
cloud users regarding their outsourced data status. In
particular, simply downloading all the data for its
integrity verification is not a practical solution due to
the expensiveness in 1/O and transmission cost across
the network. Besides, it is often insufficient to detect
the data corruption only when accessing the data, as
it does not give users correctness assurance for those
un accessed data and might be too late to recover the
data loss or damage. Encryption does not entirely
solve the problem of protecting data privacy against
third-party auditing but just reduces it to the complex
key management domain. Unconstitutional data
leakage still remains probable due to the potential
exposure of decryption keys. By using the cloud
storage services, the customers can access data stored
in a cloud anytime and anywhere using any device,
without caring about a large amount of capital
investment when deploying the underlying hardware
infrastructures. Where a user can study stale data for
a period of time. The domain name system (DNS) is

one of the trendiest applications that implement
eventual consistency. Updates to a name will not be
observable immediately, but all clients are ensured to
see then eventually. The cloud service provider
(CSP) stores data replicas on multiple geologically
distributed servers. Then stored data will be
maintained by the cloud service provider (CSP).

Disadvantages:

The replication technique in clouds is that it is very
expensive to achieve strong consistency.

Hard to verify replica in the data cloud is the latest
one or not.

Although the infrastructures under the cloud are
much more powerful and reliable than personal
computing devices, they are still facing the broad
range of both internal and external threats for data
integrity.

Second, there do exist various motivations for CSP to
behave unfaithfully toward the cloud users regarding
their outsourced data status.

In particular, simply downloading all the data for its
integrity verification is not a practical solution due to
the expensiveness in I/O and transmission cost across
the network.

Besides, it is often insufficient to detect the data
corruption only when accessing the data, as it does
not give users correctness assurance for those un
accessed data and might be too late to recover the
data loss or damage.

Encryption does not completely solve the problem of
protecting data privacy against third-party auditing
but just reduced it to the complex key management
domain.

Unauthorized data leakage still remains possible due
to the potential exposure of decryption keys.

Proposed system

We propose a heuristic auditing strategy (HAS)

which adds appropriate reads to reveal as many

violations as possible. Our key contributions are as
follows:

v The users can ubiquitous 24/7 access.

v get efficient item set result based on the ssao.

v As a rising subject, cloud consistency is playing
an increasingly important role in the decision
support activity of every walk of life.

v' We present a novel stability since an overhaul
(SsaO) model, where a group of users that
constitute an audit cloud can verify whether the
data cloud provides the promised level of
consistency or not.
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v' We propose a two-level auditing structure, which

only requires a loosely synchronized clock for
ordering operations in an audit cloud. Assistance

Advantages:

Do not require a global clock among all users for
total ordering of operations.

The users can assess the quality of cloud
services.

Choose a right cloud service provider (CSP) for
the maintained the data cloud.

CLOUD
Storage

e Among various candidates, e.g., the least
expensive one that still provides adequate
Consistency for the users’ applications.

e As arising subject, cloud consistency is playing
an increasingly important role in the decision
support activity of every walk of life.

e  Get efficient item set result based on the stability
since an overhaul (SsaO).

IV. ARCHITECTURE

V. IMPLEMENTATION

Member

In this module, user should register their details and
create a new page for them. At the time of login into
their page user can use the secret key in addition to
their username and password. That secret key may
generated by the auditor and send to user mail id.
After the successful login user can upload or
download their images. At the time of uploading, the
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image only in waiting state after validation of the
auditor only state changes to accepted and stored in
the cloud storage. A user may get notification at their
mail either the image state change to accepted or
deleted.

Auditor

This module consists of the auditors who allows user
to access cloud storage. They only generate the secret
key and send that key to user mail and also validate
username and secret key at the time of login. The
auditor may monitor user activities. They can view
all the registered user details and their uploaded
image details. If an auditor accepts, then only images
are allowed stored in the cloud storage they send the
notifications to user mail id regarding the state of
their images. Number of auditors increases
dynamically based on the members count.

Admin

The administrator may monitor the overall system.
They can view all the registered member details and
their image details. Admin also monitor the auditor
operations they also have the rights to delete the
images if they found invalid and intimate the user
about that deletion. The admin display a graph which
shows number of users and the size of memory used
by them.

File Upload

In the file upload module user can upload their
images after verify their identity. At the time of
uploading the image state only in waiting after the
validation of auditor only it changes to accept. The
user may get notification about state of their image to
their mail id.

File Download

User can download the images which is already
uploaded by them and they can also view which
server may take less time to download via a graph.
VI. CONCLUSION AND FUTURE
WORK

In this paper, we present a secure and efficient audit
mechanism for shared dynamic data in cloud storage.
It makes possible for the TPA to correctly audit
outsourced data which can be updated in a secure
manner. With simple index table management by the
TPA and identifier renewal by the CSP, any user in a
group can update shared data block efficiently.
Furthermore, making the auditing operations simple
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leads to less computational overhead for the whole
auditing process. Performance evaluation and
security analysis show that the proposed scheme is
best suited to the cloud storage where multiple users
share and update the outsourced data frequently. The
committee notes the following opportunities for
gaining additional insight:

There is potential for further research to
determine and enable better alignment of
internal audit activities alongside the
organization’s adoption of  cloud
computing.

e There is an opportunity to further assess
training needs to enable internal auditors to
gain the correct perspective of cloud
computing and its associated risks.

e The study can be expanded to include a
wider population of internal auditors
outside the DFW region.

e New ways to provide services, compose

them and get the best deals, both for users

and organisations.

References

[1]M. Armbrust, A. Fox, R. Griffith, A. Joseph, R. Katz, A.
Konwinski, G. Lee, D. Patterson, A. Rabkin, I. Stoica, et al.,
“A view of cloud computing,” Commun. ACM, vol. 53, no. 4,
2010.

[2] P. Mell and T. Grance, “The NIST definition of cloud
computing (draft),” NIST Special Publication 800-145
(Draft), 2011.

[3] E. Brewer, “Towards robust distributed systems,” in Proc.
2000 ACM PODC.

[4] , “Pushing the CAP: strategies for consistency and
availability,” Computer, vol. 45, no. 2, 2012.

[5] M. Ahamad, G. Neiger, J. Burns, P. Kohli, and P. Hutto,
“Causal memory: definitions, implementation, and
programming,” Distributed Computing, vol. 9, no. 1, 1995.

[6] W. Lloyd, M. Freedman, M. Kaminsky, and D. Andersen,
“Don’t settle for eventual: scalable causal consistency for
wide-area storage with COPS,” in Proc. 2011 ACM SOSP.

[7] E. Anderson, X. Li, M. Shah, J. Tucek, and J. Wylie, “What
consistency does your key-value store actually provide,” in
Proc. 2010 USENIX HotDep.

[8] C. Fidge, “Timestamps in message-passing systems that
preserve the partial ordering,” in Proc. 1988 ACSC.

[9] W. Golab, X. Li, and M. Shah, “Analyzing consistency
properties for fun and profit,” in Proc. 2011 ACM PODC.

[10] A. Tanenbaum and M. Van Steen, Distributed Systems:
Principles and Paradigms. Prentice Hall PTR, 2002.

[11] W. Vogels, “Data access patterns in the Amazon.com
technology platform,” in Proc. 2007 VLDB.

, “Eventually consistent,” Commun. ACM, vol. 52, no. 1,
2009.

[13] M. Brantner, D. Florescu, D. Graf, D. Kossmann, and T.
Kraska, “Building a database on S3,” in Proc. 2008 ACM
SIGMOD.

[14] T. Kraska, M. Hentschel, G. Alonso, and D. Kossmann,
“Consistency rationing in the cloud: pay only when it
matters,” in Proc. 2009 VLDB.

[15] S. Esteves, J. Silva, and L. Veiga, “Quality-of-service for
consistency of data geo-replication in cloud computing,”
Euro-Par 2012 Parallel

[12]

ISSN: 2348 — 8387

www.internationaljournalssrg.org Page 33




SSRG International Journal of Computer Science and Engineering (SSRG-1JCSE) — volume 2 issue 3 March 2015

Processing, vol. 7484, 2012.

[16] H. Wada, A. Fekete, L. Zhao, K. Lee, and A. Liu, “Data
consistency properties and the trade-offs in commercial cloud
storages: the consumers’ perspective,” in Proc. 2011 CIDR.

[17] D. Bermbach and S. Tai, “Eventual consistency: how soon is
eventual?” in Proc. 2011 MW4SOC.

[18] M. Rahman, W. Golab, A. AuYoung, K. Keeton, and J.
Wylie, “Toward a principled framework for benchmarking
consistency,” in Proc. 2012 Workshop on HotDep.

[19] D. Kossmann, T. Kraska, and S. Loesing, “An evaluation of
alternative architectures for transaction processing in the
cloud,” in Proc. 2010 ACM SIGMOD.

[20] L. Lamport, “On interprocess communication,” Distributed
Computing, vol. 1, no. 2, 1986.

[21] A. Aiyer, L. Alvisi, and R. Bazzi, “On the availability of non-
strict quorum systems,” Distributed Computing, vol. 3724,
2005.

[22] J. Misra, “Axioms for memory access in asynchronous
hardware systems,” ACM Trans. Programming Languages
and Systems, vol. 8, no. 1, 1986.

[23] P. Gibbons and E. Korach, “Testing shared memories,” SIAM
J. Computing, vol. 26, no. 4, 1997.

[24] G. DeCandia, D. Hastorun, M. Jampani, G. Kakulapati, A.
Lakshman, A. Pilchin, S. Sivasubramanian, P. VVosshall, and
W. Vogels, “Dynamo: Amazon’s highly available key-value
store,” in Proc. 2007 ACM SOSP.

[25] T. Gormen, C. Leiserson, R. Rivest, and C. Stein, Introduction
to Algorithms. MIT Press, 1990.

ISSN: 2348 — 8387 www.internationaljournalssrg.org Page 34




