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Abstract- Phishing is a lawless activity using social
work techniques information such as online banking
secret codes and credit card drive information from
end users. Phishers attempt to fraudulently acquire
sensitive information, such as secret codes and credit
card drive details, by disguising as a trustworthy
person or business in an electronic communication ”,
new approach which is used as a safe way against
phishing which is named as “ Captcha based
security”. Server cross verifies its login details and
proves that it is a genuine website before the end
users and make both the sides of the system secured.
Visual Cryptography (VC) is a method of encipher a
hidden image to some fragment, such that it reveals
the encipher image.

Index Terms — Online banking, Random Grid,
Visual Cryptography Technique, Authentication,
Advanced Phishing Detection System.

l. INTRODUCTION

Phishing is a lawless activity using social work
techniques information such as online banking secret
codes and credit card drive information from end
users. The new approach of phishing websites
classification is proposed to solve the problem of
phishing. Secure browser based authentication
comprise a variety of cues within its content. A
browser-based security indicator is provided.
Original hidden image into two some fragments that
are stored in separate database servers. Once the
original hidden image is revealed to end user it can
be used as the secret code.

An anti-phishing technique aims to resolve the
end user from the scam WebPages. The feature of the
system is to distinguish phishing websites from
legitimate ones and access. Rule-based data mining
classification techniques are in predicting phishing
websites.

Related Work. Phishing web pages are fraudulently
scammed web pages that are created by mischievous
people to mimic Web pages of real web pages.
Moreover all web pages have high visual similarities
to scam their victims. Casualty of phishing web pages
may expose their bank account, secret code, credit
card drive number, or other important information to
the phishing web page end users. It includes
techniques such as deluding customers through email
and spam messages related links, information, and
terms.

EXISTING SYSTEM:

No system is in existence for detecting original or
fake website, before accessing url will not be
verified. Duplication of website is done by hackers,
end user details can be accessed in ease. Casualty of
phishing web pages may expose their bank account,
secret codes, credit card drive number, or other
important information to the phishing web page end
users. In existing system, hidden image is already
used but it is visible to all the end users and it is just
for Al verification. Their drawbacks are, the system
is not having the efficient security system for
protecting the end user confidential detail. Data can
be revealed by the end user itself without having
knowledge in phishing sites.

1. PROPOSED WORK

Visual Cryptography (VC) is a method of
encipher a hidden image to some fragment, such that
stacking a sufficient number of some fragments
reveals the encipher image. VCS is a cryptographic
technique that allows for the enciphering of visual
information such that deciphering can be performed
using the mortal observed system. We can achieve
this by one of the following access structure schemes.

» {2,2} - VCS scheme- The simplest threshold
scheme that takes a secret directive and
enciphers it in two different some fragments
that reveal the secret image when they are
overlaid.
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In the case of {2,2} VCS, each picture element
dot P in the original image is enciphered into two sub
picture element dots called some fragments. Fig 2
denotes the some fragments of a white picture
element dot and a black picture element dot. Note
that the choice of some fragments for a white and
black picture element dot is randomly determined
(there are two alternative available for each picture
element dot). Neither fragment provides any clue
about the original picture element dot since different
picture element dots in the secret image will be
enciphered using independent random alternatives.

When the two fragments are superimposed, the
value of the original picture element dot P can be
determined. If P is a black picture element dot, we
get two black sub picture element dots; if it is a white
picture element dot, we get one black sub picture
element dot and one white sub picture element dot.

A.ARCHITECTURAL DETAILS:

A system exemplary is the one which
describes the overall view of this work. It is the
visual representation of the entire work which is to be
carried out. A system exemplary consists of four
modules. All the inputs are converted into a browser
based format. The goal of scheming input data is to
make data entry easier and free glitch as possible.

It provides an analytical, materialistic
representation of the individual elements and content
in a page with methods for reclaiming and setting the
properties of those objects. Knobs are having click
event property, in login page we have knobs here we
have entered the correct end user name and secret
code in quotation boxes and desire role selection in
dropdown list by clicking the knobs, we can enter to
the next page. Clear knob is used to clear the
quotation boxes field and dropdown list values.

Similarly we have label box which we can
reclaim the values from database by selecting the
dropdown list field we can visible the label and
quotation boxes in the form which we want to show
in the current form.
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I1. SYSTEM ANALYSIS

System  scrutiny is the process of
assemblying and defining facts, diagnosing problem
and using the facts to improve the system. The
objectives of the system analysis aspect are the
establishment of the requirements for the system to
be captured, developed and equipped. Fact finding or
assemblying is essential to any analysis of
requirement.

A detailed study of the system is done by
making use of various techniques. The data collected
must be scrutinized to arrive at a conclusion. The
conclusion is an understanding of how the system
functions. This system is called existing system.
Now, the existent model is to be deals with the
system and the problem areas are identified. The
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solutions are given as a proposal. The expected
system is presented to the end user

A. ALGORITHM SPECIFICATION:

1) RANDOM PATTERN ALGORITHM:

Random pattern algorithm is to encipher a
binary secret image. The input of the algorithm isa w
x h image, denoted by A, and the outputs are two
images R1 and R2.

One of their algorithms is shown as below.

Generate a w x h random grid G1// 3(G1) = 1/2
for(i=0;i<w;i++)
for(j=0;j<h;j++)

if( B[i]{] < G1[i][])
G2[i][j] = G1[il[i];
Else

G2[i][j] = BLi]0] - G[iLI;

Based on the above method, this work
proposal a new algorithm, process one gray-level
secret image, denoted by B, and generates two gray-
level enciphered images, denoted by G1 and G2, that
all picture element dots are classified into two
badges. When end user overlaps those two
enciphered images G1 and G2, the hidden secrets of
the gray-level image will shown. According to the
range of RGB value, two methods below are
concluded to encipher every picture element dot on
the gray-level secret image.

2) VCS SCHEME:

In the case of {2,2} VCS, each picture
element dot P in the original image is enciphered into
two sub picture element dots called some fragments.
Note that the choice of some fragments for a white
and black picture element dot is randomly determined
(there are two alternatives available for each picture
element dot). Neither fragment provides any clue
about the original picture element dot since different
picture element dots in the secret image will be
enciphered using independent random alternatives.

When the two some fragments are
superimposed, the value of the original picture
element dot P can be determined. If P is a black
picture element dot, we get two black sub picture
element dots; if it is a white picture element dot, we
get one black sub picture element dot and one white
sub picture element dot.
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Fig 3. Example Image For Splitting Into Picture
element dots.

Gray scale conversion:
The Captcha image first converts into gray
scale using luminance method.

Luminosity:
The gray level will be calculated as
Luminosity =0.21 x R+ 0.72x G +0.07 x B

3) LINEAR PROGRAMMING:

Regular form is the typical and most
perceptive form of describing a linear programming
problem.

It consists of the following three parts:
e Alinear state to be maximized

eg. f(x1,72) = c171 + 7

e  Problem condition of the following form
e.q.
11T + a1y = by
311 + ATz =< bo
311 + dzaTy < by
® positive variables
e.q
1 = 0
2 = 0
e The problem is usually expressed in grid
form, and then becomes:

max{c'z | Az < bAx >0}

e Other forms, such as minimization
problems, problems with constraints on
alternative forms, as well as problems
involving negative variables can always be
rewritten into an equivalent problem in
standard form.

&
£

B. MODULE DESCRIPTION:

The modules which are to be used in the
proposed schemes are:

1) Registration With Secrete Code:
In the registration aspect, the end user
details end wuser name, secret code, email-id,
communication details, and a key string code are
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asked from the end user at the time of registration to
provide the protected connection. The key string can
be a combination of hieroglyphs and folio to provide
more secure environment. Key string code is
integrated with randomly generated string in the
server.

2) Hidden image Generation:

A key string is converted into image using
java classes Buffered Image and Graphics2D. The
secret image aspect is 260*60.Quotation hue is red
and the background hue is white. Quotation genesis is
set by Genesis class in java. After secret image
creation it will be inscribe into the end user key
folder in the server using Image class.

3) Fragments Creation (VCS):

The hidden image is divided into two some
fragments such that one of the fragment is stored with
the end user and the other fragment is conserved in
the server. The end user's fragment and the original
hidden image are sent to the end user for later
verification during login aspect. The hidden image is
also stored in the actual database of any confidential
website as confidential data.

4) Login Aspect:

When the end user logs in by entering his
confidential information for using his account, then
first the end user is asked to enter his end user name
then the end user is asked to enter his fragment which
is kept with him. This fragment is sent to the server
where the end user's fragment and fragment which is
stored in the database of the website for each end
user, is stacked together to produce the hidden image.
The hidden image is displayed to the end user. Now,
the ultimate user can check whether the displayed
hidden image matches with the secret image created
at the time of enrollment. The end user is required to
enter the quotation displayed in the hidden image and
this can serve the purpose of secret code and using
this, the end user can log in into the website. Using
the end username and hidden image generated by
stacking two some fragments one can verify whether
the website is legitimate/authenticate website or a
phishing website.
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Fig 4. Comparison Graph

V. CONCLUSION

The cyber trickery is increasing day by day.
The brainy assailant are creating fictitious websites
same as of the authentic/legitimate websites and
hence capture and store end user’s confidential
information. By using this system it is possible to
conquer the above place of activity. The system helps
to perceive the system is legitimate or not and if it is
not then the end user’s confidential information will
not be confess to the phishing website. The use of s
fragments as a security key will increases the aegis
level. This system can be used in the sectors like
banking, finance and online shopping.

V. FUTURE ENHANCEMENT

In future we can increase the aegis by
adding many algorithms to encipher the secret image.
Enciphering Aspect contains many algorithms like
Blowfish, Splitting and Rotating innovations and
{2,2} Visual Cryptography Scheme. By using the
above specified Innovations we can develop more
legitimate and authentic secret hidden image to the
proposal.

VI. REFERENCES

. “The Effectiveness of Security Images in Internet
Banking”, Joel Lee and Lujo Bauer Carnegie Mellon
University Michelle L. Mazurek University of
Marylandhttp://www.internationaljournalssrg.org/1JCS

E/2016/Special Issues/ICEIET/IJCSE-ICEIET-
P129.pdf
. “Authentication Protocol For Security Based Captcha

As A Countersign On Hard Ai Problems”, International
Journal of Technology and Engineering System (IJTES)

ISSN: 2348 — 8387

www.internationaljournalssrg.org Page 41



www.internationaljournalssrg.org

SSRG International Journal of Computer Science and Engineering (SSRG-1JCSE) — volume 3 Issue 5-May 2016

Vol 7. No.2 2015 Pp. 118-123 ©gopalax Journals,
Singapore

. “Online Banking End user Interface: Perception and
Attitude”,2015 IEEE 2015 International Conference on
Computer,Communication, and Control Technology
(14CT 2015), April 21 — 23 in Imperial Kuching
Hotel,Kuching,Sarawak, Malaysia.

. “E-Mail Phishing-An open threat to everyone”, Gori
Mohamed .J, M. Mohammed Mohideen, Mrs.Shahira
Banu. N/International Journal of Scientific and
Research Publications, Volume 4, lIssue 2, February
2014 1 ISSN 2250-3153

. J. Kirk, “Study: End users ignore bank security
features,” Computerworld,Feb. 2007,
http://www.computerworld.com/s/article/9010283/.

. Bank of America, “SiteKey FAQs,”
https://www.bankofamerica.com/privacy/fag/sitekey-
fag.go, 2013.

. PNC, “Online security information,”
https://www.pnc.com/webapp/unsec/Solutions.do?siteA
rea=/pnccorp/PNC/Security+Information, 2013.

. Santander Bank, “SSA makes online banking even
more
secure,”’https://www.santanderbank.com/us/personal/ba
nking/online-and-mobilebanking/security-center/ssa-
learn-more, 2014.

e S. Schechter, R. Dhamija, A. Ozment, and |. Fischer,
“The emperor’s new security indicators: An evaluation
of website authentication and the effect of role playing
on usability studies,” in Proceedings of the 28" IEEE
Symposium on Security and Privacy, Berkeley, CA,
USA, 2007,pp. 51-65.

. R. Biddle, S. Chiasson, and P. C. van Oorschot,
“Graphical secret codes: Learning from the first twelve
years,” ACM Comput. Surveys, vol. 44, no. 4, 2012.

e (2012, Feb.). The Science BehindPassfaces[Online].
Available: http://www.realend
user.com/published/ScienceBehindPassfaces.pdf

. Jermyn, A. Mayer, F. Monrose, M. Reiter, and A.
Rubin, “The design and analysis of graphical secret
codes,” in Proc. 8th USENIX Security Symp., 1999, pp.
1-15.

AUTHORS

£ _ﬂﬂ Ms. AMEERABANU .B ™ was born
in 1992. She received the B.E. degree in Computer
Science and Engineering from Anna University,
Chennai, in 2014 and she is pursuing M.E. Degree in
Computer Science and Engineering in Mohamed
Sathak AJ College of Engineering.

A 4 Mr. NIAZ AHAMED. V. M @ was
born in 1984. He received the B.E. degree in

Computer Science and Engineering from Anna
University, Chennai, and he received M.Tech.
Degree in Computer Science and Engineering from
SRM University. Since 2010, he has been with
Mohamed Sathak AJ College of Engineering, where
he is currently an Assistant Professor.

ISSN: 2348 — 8387

www.internationaljournalssrg.org Page 42



www.internationaljournalssrg.org

