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Abstract: 

                Now a day’s almost everything can be 

shared through the cloud and also provide more 

security. Before sharing everything we can stored 

into cloud servers and the servers are manager or 

process their data. They can easily maintaining and 

storing data into cloud servers, to provide an efficient 

service without paying too much money  and energy, 

as one of the most attractive feature of cloud 

computing. So that large number of people worry 

about this technology for provide security of data. If 

cloud server gets direct access to all these users’ 

data, it may try to analyses the documents to get 

private information. The initial purpose of this action 

may be kind. The server wants to provide better 

service by digging into these data and then 

displaying customer-oriented advertisement, which 

could be convenient but also annoying. Besides, when 

we consider sensitive data such as personal health 

records and secret chemical ingredients, the situation 

becomes even more serious. Theoretically, the server 

is not supposed to have access to sensitive data at all; 

therefore we should ensure the server has no access 

to leaking these data to an untrusted third party. 

Thus, sensitive data have to be encrypted before 

being outsourced to a commercial public cloud. 

However to provide security of sensitive data we can 

encrypt and processing of the data. We can retrieve 

the encrypted data is difficult process because the 

amount outsourced files can be large and traditional 

search patterns cannot be deployed to cipher text 

retrieval directly. To overcome this, we are proposed 

an encrypted searchable query domain while 

preserving user’s privacy.  In this paper we are 

proposed an efficient one to many orders preserving 

encryption technique for searching query related 

documents in the cloud. By implementing this process 

we can retrieve out sourced large files easily and 

download required documents.   
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I. INTRODUCTION 
 

Now a day almost everything is moving to cloud. 

Cloud has been the most scalable and cost effective  

 

 

way to store our data. No extra work is required 

to store the data on cloud as almost everything on 

cloud is automatic. But the real concern of cloud is 

that cloud is managed by the cloud service providers 

and everyone is now thing of store the data on the 

cloud making cloud too much available for public. 

Even if a person is having data securely in the laptop 

a person prefers to take the back up of data on the 

cloud for the reason that if data is lost or get crash in 

his own laptop or system. Another reason for 

preferring cloud is that data is increasing so fast that 

there is problem of storage on personal system and 

organization. Thus if sensitive data such as chemical 

formulae, combinations, patents, medical history of 

data, bank statements, password etc. are store in 

cloud it may prone to attack by the attackers so it is 

very necessary to address the security of the system. 

In this paper we will discuss different techniques to 

search the encrypted data over the cloud so that 

others can search over the data and get the result in a 

relevant manner. This will eliminate the need to 

download the data and then decrypt it 

 

Data or file sent to cloud is in encrypted form and 

downloaded in the encrypted form only and then it is 

decrypted by the owner. But what if user or a 

particular system wants to search something on 

cloud? Manually or traditionally we can say 

download all the files that are relevant for the search 

and then decrypt it. If the item that is to be searched 

in not found then again the same process will be 

repeated. But this eliminates the security and privacy 

of the data and there is more irrelevancy of 

document. Thus we need a technique where user can 

search an item in the cloud when the file is in 

encrypted form only i.e. no need to download each 

and every file and then decrypt it. Also searching 

should be in such way that it should return the user 

the most relevant search first same as google does. 

Traditional encryption search techniques such as 

Searchable Encryption, OPE are good and preserves 

security of the document but have limitation with 

ranked search. For this reason we proposed a system 

that will effectively return the search result according 

to the most relevant document. For ranked search in 

encrypted cloud data, order preserving encryption 

(OPE) is an efficient tool to encrypt relevance scores 
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of the inverted index. When using deterministic OPE, 

the cipher texts will reveal the distribution of 

relevance scores. We will implement an advanced 

form of OPE to eliminate above limitation. Also in 

the paper it is analyzed that the security over one-to-

many order preserving is more prone over the 

differential attack so we will propose a system where 

it will ensure the security over the differential attacks. 

II. RELATED WORK 

         Many techniques are developed so far now to 

search encrypted data over cloud such as searchable 

encryption, PEKS, OPE etc. Searchable encryption is 

a technique to search encrypted cloud over the cloud. 

There are two types of searchable encryption one is 

searchable public key encryption abbreviated as SSE 

and searchable symmetric encryption abbreviated as 

SPE. SSE scheme was first introduced in [8] that 

successfully search encrypted data but it supports 

only single keyword, multi keyword search is not 

possible with SSE. [9] Proposed a searching 

technique for multi keyword search. [10] Introduced 

a technique to retrieve match files in the order of the 

relevance with the help of indexing technique. This 

will enable the quick search of documents that 

contain a given keyword. [11] Introduced a technique 

for spelling error during the keyword search. The 

proposed scheme achieves fuzzy matching through 

algorithmic design rather than expanding the index 

file. This eliminates the need for predefined 

dictionary and also supports multi-keyword fuzzy 

search without increasing the complexity or index 

file.  

 

Boolean search is the traditional method of searching 

which meets the effective data utilization. This was 

introduced by Cong Wang [12] which assures 

security guarantee. Relevance score is explored from 

retrieval to build a secure searchable 

index and develop a one-to-many order preserving 

mapping technique. Though the SSE helps in faster 

computation, but the security of the data is not sure 

since the shared key is used for both sender and 

receiver. [1] Proposes a scheme called as 

Randomized Order Preserving Encryption 

abbreviated as ROPE, a novel OPE scheme that leaks 

nothing beyond the order. SQL queries can be easily 

employed on encrypted data. Order-preserving 

symmetric encryption is proposed in [2] for 

permitting effective range queries upon encrypted 

data. The first conventional cryptographic discussion 

of OPE appeared in the recent past in [3], where they 

formulated a security necessity for OPE and 

suggested a scheme that meets their security 

definition in an obvious and provable manner. In [3], 

they include that OPE schemes cannot meet the 

standard notion of security called in distinguishability 

against chosen-plaintext attack 

(IND-CPA), as OPE scheme is not only 

deterministic, but also leak the order-relations among 

the plaintexts. In [4] a scheme called mutable order-

preserving encoding (mOPE) is proposed, to attain 

perfect IND-OCPA security. In [4], it is shown that 

IND-OCPA in reality is complishable with mutable 

cipher texts with respect to encodings. In [5] a new 

scheme called DOPE is proposed, which adopts 

mOPE scheme with few changes in the security 

model. In [5], the performance of DOPE scheme is 

compared with querying on plain text database and 

observed that there is a time overhead. 

III. PROPOSED SYSTEM 

In the proposed system we are implementing an 

efficient one to many orders preserving encryption 

over the cloud data. Before performing the searching 

process each user or group member will verify by the 

data owner. The data owner will generate secret key 

and send that key to all verified by members in a 

group. After sharing the secret key the data owner 

will encrypt the data by using cipher format key and 

secret key. By using those two keys the data owner 

will encrypt the data and stored into cloud. After 

completion of encryption process each user or group 

member will retrieve secret key and enter the search 

query for performing searching operation. Before 

retrieve the query related documents the search 

engine will decrypt the file or data and download the 

required file. By implementing those concepts we can 

improve the privacy of data or file and also provide 

an efficient search process.  

 

Users Registration and Verification process: 

 

 In this module each user will enter the 

personal information for the registration process. 

After completion of registration process each user 

will get his usernames and passwords. By using those 

usernames and passwords we can provide login 

credential to each user in the group. The data owner 

will see the group member details and generate 

universal key (Ui) for each group members. The data 

owner will randomly generate universal key and send 

that key to individual group members. Each group 

member will login by using username and password, 

getting universal key. Each group member or user 

will choose his own two prime numbers Pi ,Gi  and 

also choose one private key (ai). By using those 

values each group member will generate public key 

by using following formula. 

 

              pubi = Gi  
ai  mod Pi 

 

After generating the public keys of each member it 

will send that public key to data owner. The data 

owner will retrieve the public keys of each user and 

generate another public of individual user. Before 

generating public key the data owner will generate 

private keys(privatei) randomly. Using those private 

keys the data owner will generate public keys of 

individual users by following formula. 
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          pubkeyi = pubi 
privatei  mod Pi  

 

After completion of public keys the data owner will 

send those keys to individual users. Each user will 

retrieve public key and generate shared key. The 

generation of shared key is as follows. 

            

          sharedkeyi = pubkeyi  
ai  mod Pi  

 

After generation of shared key, each group member 

will generate signature by using following formula. 

 

           sigi = hash (ID | Ui | pubi | sharedkeyi ) 

The completion of generating signature each group 

member will send that value to data owner. The data 

owner will etrieve signature and verify the each user 

will again generate signature. The generation 

signature can be done by using above formula and 

take that signature and verify. After completion of 

verification process the verification status will send 

to the each group member.  

 

Group Key Generation Process: 

 

 In this module the data owner will generate 

secret key for all users in a group. Before generating 

group key the data owner will get all shared keys of 

each user and perform the xor operation. The 

generation of group key is as follows.  

 

           K= sharedkey1 ® sharedkey2 ® ……. ® 

sharedkeyn  

 

After generating the group key the data owner will 

send that key in the form the secret points. The 

generation of secret points is as follows. 

 

         X= K/ Pi  

         Y=K%Pi   

Take those X, Y values and send those secret points 

to individual users.  

 

Data Encryption and Stored into Cloud: 

 

In this module the data owner will perform the 

encryption process and stored the encrypted file 

format data into cloud server. Before performing the 

encryption process the data owner will use two keys 

and the keys are name of file, group key. By using 

those keys the data owner will encrypt the file or data 

and stored into cloud server. So that the encryption 

process can be done by two times and using those 

two keys. Before performing the encryption process 

the data owner will use first key is name of file. Here 

the name of file will not use the directly for the 

encryption process. So that the data owner will 

retrieve name of file and file key encryption process, 

it will get cipher format first level key. The key 

encryption process is as follows.  

 

1. Get each character from the file name and convert 

into decimal format. 

2. Take the each decimal values and convert into 8 bit 

binary format. [Binary value should be 8 digits (no 

matter how much the length of it, we should 

represent it in 8 digits. (28=256). e.g. for decimal 32 

binary number should be 00100000 (underlined zeros 

are required)]  

 

3. Take the eight bit binary format data and perform 

the reverse process. 

 

4. After completion of reverse process, split the 8 bit 

binary data into two equal parts. 

 

5. Take each part again performs the reverse process 

and performs the xor operation with first part and 

second part. 

 

6. The first part and xor result will be combining to 

get 8 bit binary data. 

 

7. Take those 8 bit binary data and convert into 

decimal value. 

 

8. Take that decimal value and get character and used 

that cipher format data into encryption process. 

 

The data owner will take those cipher 

formats key and perform the encryption process. By 

performing encryption process we are using data 

encryption standard algorithm (DES).  After 

completion of encryption process the data owner will 

take group key and again perform the encryption 

process using des algorithm. After that the data 

owner will stored that data into cloud server.  

 

 

Group key Generation, Decryption and Searching 

process:  

 

 In this module the group members will 

retrieve the verification status and the status if true it 

will retrieve the secret points. If the status is false it 

will not get secret points and do not perform the any 

operation regarding searching process. Suppose to 

status if true get the secret point (Xi, Yi) and generate 

the group key. The generation of group key is as 

follows. 

 

             K= Xi * Pi + Yi  

 

After getting the group key the group member will 

enter search related query. The search engine will 

take that query and perform the searching process. 

Before performing searching process the search 

engine will perform the decryption process. By 

applying decryption process the search engine will 

contains plain format data and perform the searching 
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process. The search engine will take each file name 

and generate first level cipher format key by using 

above encryption process. After generating first level 

cipher format the   search also take group key and 

perform the decryption process first by using group 

key. By applying first level encryption using data 

encryption standard algorithm decryption process. 

After completion of first level encryption the search 

will take cipher format second level key and perform 

the decryption process. Take that plain format file 

and perform the searching process by using following 

process. 

 

CharactershuffleMatch (T, P, Σ) 

 L ← lastOccurenceFunction (P, Σ ) 

 i ← m − 1 j ← m − 1  

repeat  

if T[i] = P[j]  

 

if j = 0 

 return i {match at i } 

 

  else i ← i − 1 j ← j − 1  

 

else  

 

{Character-jump}  

 

l ← L[T[i]] 

 

 i ← i + m – min(j, 1 + l)  

j ← m – 1 

 until i > n − 1  

return −1 {no match} 

 

After finding the each query related file or documents 

those files will be displayed and download the 

required file. By applying those processes we can 

provide more security of stored data and also provide 

efficient searching operation for respected query 

related documents. 

IV. CONCLUSIONS 

In this paper we are proposed an efficient one to 

many orders preserving encryption schema for 

provide more security of data and also perform an 

efficient searching operation. Before performing 

searching process each group member will verified 

by the data owner and the data owner will provide 

group key for all users. In this paper we are proposed 

many order encryption process for provide more 

security of stored data into the cloud server. Before 

perform the encryption process the data owner will 

choose the upload file and also generate the first level 

encryption key based on file name. The data owner 

will take the uploaded file name and perform the 

encryption process. By applying encryption process 

we can get cipher format first level encryption key. 

Take that key perform the first level encryption of 

data and take another group key for second level 

encryption process using data encryption standard 

algorithm. After completion encryption process the 

data owner will stored that cipher format file into 

cloud server. If the user enter search query and the 

search engine will take that query and perform two 

time decryption process using des algorithm. By 

completion decryption process the search will search 

each document and get query related document. After 

completion of searching process the group member 

will choose required document and download it. By 

proposing those concepts we can improve efficiency 

in the searching process and also provide more 

security.  
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