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Abstract

Nowadays ransomware has become the
alarming situation over the internet which attacks the
user’s system over the internet and demands ransom
to get back to the original working state of the user’s
system. Our main idea is to avoid ransomware by
capturing and analyzing the packet which is sent
through the mail server and then block that packet so
as to avoid the ransomware attack. The packet which
is captured is tested for a malware and then blocked.
We also propose an incident plan to avoid the
ransomware attack.  This method of avoiding
ransomware attack might increase the organizations’
performance thereby increasing the business
continuity.
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I. INTRODUCTION

Computer security is the process of
protecting the computer systems from unauthorized
access. This can be done either by preventing or
avoiding the unauthorized access to the computer
system.

Security over the network can be defined as
policies and procedures used to provide safety to the
computer systems over the internet and to provide the
goals of security which are confidentiality, integrity
and availability. This can also be termed as Network
security.  The components of network security
include the data, hardware, software and firmware.
This can also be referred to as Cyber security.

If the security of the systems and the
network is compromised then there will be a huge
loss to the electronic assets of the organization or an
individual. The databases, mail servers, the expert
systems etc. can be compromised. In this paper we
suggest techniques to detect, capture, analyze, and
then plan for avoiding the ransomware attacks.

Il. RANSOMWARE

Ransomware is the latest form of cyber-
attack where the hacker attacks the user’s system and
locks it for a demand of ransom over the network.
This is a type of online crime where the users are
badly affected. Unless and until the users pay the
ransom their systems will not be unlocked for
accessing. This ransomware attacks usually originate
through malicious emails. Once the user tries to
access the email which is sent by the attacker then the
user’s system will be automatically attacked and
locked for ransom thereby displaying intimidating
messages or horrifying links. This email might
redirect the user to click on to a link for making the
payment and this link might be malicious and may
contain more infectious malware which will be active
only for a given period of time or else the user might
lose the data forever.

The protection of electronic assets is to be
given the highest priority in all the organizations by
improving the basic controls of the network security
and information security. There are two categories of
ransomware. They are crypto-based ransomware and
locking. In crypto-based ransomware all the user’s
data or files will be encrypted and demands ransom
for decrypting the original data or files. In locking
based ransomware the user will not be able to use
his/her machine only but full system is locked
without being used. These attacks can be termed as
vulnerabilities that compromise the user’s network.

Once the wuser’s system is prone to
ransomware attack then the malware that affected the
user’s system will make sure that there is
significantly less network traffic so as to make sure
user’s system is compromised.

Our main motto is to mitigate the risk of the
ransomware attacks. In this paper we suggest
techniques and plans to avoid ransomware attacks
through phishing mails. One best way is to capture
the network traffic on the user’s system and try
following the Ransomware Incidence Response Life
Cycle (RIRLC).
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Fig 1: The Ransomware Process

The process of preventing, avoiding and mitigating
cyber-attacks can be referred to as Incident Response.
This Incident Response is a systematic approach that
avoids security breaches by:

o Identifying Vulnerabilities;

e  Strengthening network security parameters;

and
o  Safeguarding access to sensitive data.

The Ransomware Incident Response Life Cycle
(RIRLC) is the method we suggest to avoid the
ransomware attacks. It can be executed in seven
stages.

A) RIRLC Life Cycle Stages:

1. Preparation:

this is the first phase for all the
organizations to be prepared for any incident or attack
that is going to occur. This phase indicates the
trigger of an incident or a ransomware attack,
response and recovery techniques used and
suggested, training the employees to handle the
attacks, modifications in the existing policies and
procedures etc.,

2. Identification:

the most crucial phase is the
identification phase where the identification of the
actual incident, in this case identification of the

ransomware attacks. This phase is used to analyze
the symptoms of the attack. The network traffic will
be monitored if it is regular or looks for any
deviations. Root Cause Analysis can be used to
identify the occurrence of the Ransomware incident.
When the user’s system is compromised for ransom
then the user should know whom to contact for
reporting anomalies. There may be different vectors
that fall under this category of identification of the
incident such as :

Emails

Macros

Attachments

Temporary folders

Patch management and updating
Antivirus protection

Disabling Flash

Disabling Windows Scripting Host

S@hoo0Te

Root Cause Analysis: it is one of the ways to
identify the potential cases how ransomware
attacks a system. The cause of ransomware into
an organization may be thru an unsolicited email
attachment or web browser vulnerabilities.

3. Containment:
once the ransomware infected system is
identified we need to contain it at the beginning of the
incident response itself. This can be done by the
following steps:
a. Disconnect the system from the network;
b. Shutdown the network and the system, then
report to the authorities;
c. Continue the system to be on the network and
monitor the network traffic;
d. Identifying the operational status of the affected
system.

4. Investigation;

this is the step that involves
systematic review of what actually happened to the
affected system or network. The detailed study of the
logs, storage and memory are to be considered.

5. Eradication:

this is the phase that involves the
removal of the Ransomware from the user’s system.
The systems that have been identified and infected
with ransomware should be rebuilt from the scratch.
There are two steps to be followed during eradication
phase. They are:

a. Clean-up:

If the Root Cause Analysis reports that
ransomware is caused due to an email then the
organization should eradicate or exclude all the
messages from that mail source and isolate the system
which is working with that email. If the Root Cause
Analysis reports that ransomware is caused due to a
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web browser those sites should be either blocked or
uninstalled from being accessed. Passwords also
should be changed on a regular basis.

b. Notification;
it includes the notifying authorities to
whom the incident occurrence is to be reported.

6. Recovery:

once the root cause for the ransomware
attack has been identified and contained the
immediate step is the recovery phase. This is the step
that restores the system or the organization to
normalcy. There are two steps for recovery process.

a. Service Restoration:

this  implies restoring the
affected files from the backups or the data warehouse
available.
b. System/ Network Validation:

once  the system

restoration is done the system should be tested for
validating the necessary constraints of security i.e.
confidentiality, integrity and availability.

7. Follow-up:

this can also be referred to as post-
incidence activity that includes the lessons learnt and
the security controls used during the incident
response. This documentation helps to mitigate future
ransomware attacks.
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Fig 2: Incident Response Plan

1. PACKET CAPTURING AND
PENETRATION TESTING

Packet capturing is the process of capturing the
packets over the network and analyse it. It can also
be called as packet analysing. Packet capturing is the
technique used by the network administrators and
network security professionals to troubleshoot the
network problems. It can also be called as packet
sniffing.

Penetration testing is a process of testing a
computer system or a network for any malicious
activity. It can also be referred to as Pen testing. It is
done to test the system’s efficiency over the network.
It is a process of testing for vulnerabilities within the
systems or the networks etc. Some of the famous
penetration testing tools are listed below:

e Wireshark
Metasploit
AirCrack
Kali Linux
TCP Dump
Sglmap
Nmap etc.

IV. METHODOLOGY

A. Packet Capturing

a. Wireshark:

Wireshark is a packet analyser and is
used for network troubleshooting. It provides the
smallest details of network protocols, encryption
types, decryption types, packet information etc.
Earlier it is known an Ethereal. It supports more than
1200 protocols with a wide range of filters. Thisis a
graphical user interface to capture the packets. This
Wireshark provides many options for the network
engineers to perform network traffic auditing.

b. TCP Dump:

it is also a packet analyser that dumps
the traffic onto the network. TCP Dump can be used
to print the headers or the contents of the packets on a
network. It also monitors the network activities. It is
a command line interface packet sniffer. It allows the
user to display different types of packets received
over the network. TCP Dump uses libcap or wincap
to capture the data.
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Fig 3: MAC Dump with pcap

root@kali: ~

:~# tepdump -n
64 tcpdunp: verbose output suppressed, use -v or -vv for full protocol decode
64 listening on ethd, link-type EN16MB (Ethernet), capture size 262144 bytes
6413:43:45.934859 IP 10.6.2.15 > 192.168.43.149: ICMP echo request, id 1436, seq 1
64, length 64
6413:43:45.935201 IP 192.168.43.149 > 10.0.2.15: ICMP echo reply, id 1436, seq 1,
64 length 64
64 13:43:46.937237 IP 10.0.2.15 > 192.168.43.149: ICMP echo request, id 1436, seq 2
64, length 64
6413:43:46.937513 IP 192.168.43.149 > 10.0.2.15: ICMP echo reply, id 1436, seq 2,
64 length 64
64 13:43:47.954049 IP 10.6.2.15 > 192.168.43.149: ICNP echo request, id 1436, seq 3|
64, length 64
64 13:43:47.954495 IP 192.168.43.149 > 10.0.2.15: ICMP echo reply, id 1436, seq 3,
64 length 64
64 13:43:48.978079 IP 10.0.2.15 > 192.168.43.149: ICMP echo request, id 1436, seq 4
*C, length 64
--13:43:48.978318 IP 192.168.43.149 > 10.0.2.15: ICNP echo reply, id 1436, seq 4,
22ength 64
rt'13:43:50.002382 IP 10.6.2.15 > 192.168.43.149: I(MP echo request, id 1436, seq 5
, length 64
13:43:50.002793 IP 192.168.43.149 > 10.0.2.15: ICMP echo reply, id 1436, seq 5,
length 64
13:43:50.961991 ARP, Request who-has 10.8.2.1 tell 16.6.2.15, length 28

GURS) LR HYLery |

Fig 4: TCP Dump screenshot

2793 1P 192.168.43.149 > 10.6.2.15: ICMP echo reply, id 143
length 64
13:43:50.961991 ARP, Request who-has 10.6.2.1 tell 10.8.2.15, length 28
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Fig 5: Pinging of Captured IP Screenshot

B. Techniques for preventing Ransomware Attack

e Regular backup of the entire data is very

important to prevent ransomware;

Disable Macros;

Personalizing the anti-spam settings;

Updating the OS regularly;

Updating the browsers and Adobe Flash Player

in a timely manner;

e Regularly updating the anti-virus and other
system files;

e Conducting Security awareness campaigns inside
and outside the organization;

e Revision of the security procedures and policies

on a regular basis;

Conducting pen testing regularly;

Disabling Windows Script Host;

Disable remote services and file sharing;

Usage of strong passwords to avoid hacking thru

brute-force techniques;

e Turn on Windows Firewall settings on and if
necessary opt for the advance settings;

e Blocking of famous malicious IP addresses.

V. CONCLUSION AND FUTURE WORK

Packet capturing tools such as Wireshark
and TCP Dump are very helpful in analysing,
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detecting and monitoring network traffic for
malicious activities such as ransomware. Penetration
testing plays a vital role in assessing the network
traffic so as to protect the confidential data and
information assets. This paper mainly focuses on
malicious ransomware activities and the Ransomware
Incidence Response Plan to avoid ransomware. This
work can be further extended by deploying the
Incidence Response Plan.
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