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ABSTRACT: Cloud computing is an
increasingly popular technology that involves the
use of networked servers to support centralized
data storage, software as a service (SaaS),
virtualization, and web-services, just to mention a
few. The benefits of the cloud include economies of
scale, overhead and cost savings, simplification of
IT management, and more. Despite the capabilities
and advantages of cloud computing, however, the
technology has not lived up to its billing as
“supposedly” offering superior and even infallible
security. In fact, the cloud computing presents
significant and diverse problems/challenges with
fundamental security issues such as data privacy. A
multi-layered security strategy can, however, help
organizations address this security problem.
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l. INTRODUCTION

The first step in developing a strategy for a
problem like data privacy is to fully define and
understand the problem itself. In this respect, data
privacy risks are higher in the cloud environment
for the simple reason that the data owner does not
physically protect and/or manage the system. In
fact, the cloud subscriber does not typically know
the location of the data center and storage
hardware, and/or “what networks are transmitting
the data.” Perhaps most critically, cloud subscribers
must recognize that moving into the cloud extends
a great deal of trust and responsibility to the cloud
provider.

As Dr. Giles Hogben of ENISA explains, most
risks in the cloud are not new, but they are
amplified by the following factors: “resource
concentration,  trustworthiness  of  insiders,
hypervisors - hypervisor layer attacks on virtual
machines are very attractive, more data in transit
(without encryption), management interfaces — big
juicy targets.” Fig. 1 clearly shows the security as
foremost threat in cloud computing.
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Fig. 1: Concerns in using cloud computing

In sum, data privacy can pose a huge security
challenge/problem if the cloud provider and
subscriber do not take the necessary steps to
manage and secure the system services.

1. ADOPT A GOVERNANCE STRATEGY

Some companies make the mistake of assuming
that the cloud does not require management on the
subscriber’s end. To ensure data privacy cloud
subscribers must, first and foremost, be proactive in
managing the cloud service. Along these lines, a
number of components are essential for an effective
governance strategy/policy. Foremost, the cloud
subscriber should require a vendor agreement that
includes a “contract or service level agreement.”
The contract/agreement should specifically address
data privacy issues with assurances of proper
security policies and implementations. Secondly,
the subscriber must perform a risk assessment. The
risk assessment should identify the potential threats
to data privacy - outside intruders, hackers, cloud
provider employees, and so forth. Based on the
findings of Bisong and Rahman, the cloud
computing governance function should also require
the following: “risk awareness by senior corporate
officers, a clear understanding of the enterprise's
appetite for risk, understanding of compliance
requirements and transparency about the significant
risks to the enterprise and embedding of risk
management  responsibilities into  the IT
organization.”  Summarily, a  well-designed
governance strategy is an essential step in helping

ISSN: 2348 — 8387

www.internationaljournalssrg.org Page 9




SSRG International Journal of Computer Science and Engineering (SSRG-1JCSE) — volumel issue9 Nov 2014

the cloud subscriber be proactive in reducing and
controlling the vast majority of data privacy risks.

1. REQUIRE USER PERMISSION FOR
DATA ACCESS

In cases of intrusion by means of user id fraud, a
simple solution can be offered - namely, requiring
actual user permission for data access. As a security
measure, the cloud must always detect when a user
is attempting to access data. In every instance, the
valid user should be notified of the access request.
A notification message can be sent to the data
owner (i.e., valid user) via email, cell phone, or any
other medium. The valid user can then either grant
or deny data access permission to the requesting
party. Without such permission, however, nobody
can ever access the private/confidential data. Most
importantly, researcher Sonam Singh points out that
this simple data security strategy is both cost
effective and assures the data owner/valid user that
his/her data is always secure.

V. CoMPLY WITH CSA DATA
PROTECTION POLICY RECOMMENDATIONS

In addressing the problem/challenge of data
privacy, the "Cloud Security Alliance"
encourages organizations to view the issue in
the larger context of data loss/leakage. Data in
the cloud is always at risk of being damaged,
lost, or stolen.
Therefore, a strategy must be aimed at reducing
the risk/threat. With this goal in mind, CSA
recommends six steps or measures that cloud
subscribers should include in their data security
policy and strategy. The measures include the
following:
1) Implement strong API access control
2) Encrypt and protect integrity of data in
transit
3) Analyze data protection at both design
and run time
4) Implement strong key generation,
storage/management, and destruction
practices
5) Contractually demand providers to
wipe persistent media before it is
released into the pool
6) Contractually specify provider backup
and retention strategies

Fig. 2: CSA Life Cycle Stages

In the order of presentation, the CSA approach
addresses data security at the presentation layer,
business layer, and data layer. On the front-end,
for instance, simply addresses two key goals:

i) Making sure that users are who they say
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ii) Ensuring that users are allowed to do only

what they are authorized to do.
By encrypting and protecting data in transit, the
cloud subscriber can, at least in some cases,
make interception of private data an
unprofitable undertaking for the hacker. As for
the third element, data protection must be
viewed as a part of the systems life cycle.
Therefore, CSA recognizes that data privacy
issues and security should be never be an
afterthought. Risk assessments and solutions
must be built into the system at design time and
then tested and improved during
implementation and deployment (i.e., run time).
CSA recommendations further reinforce the
need to contractually specify data privacy
expectations with the cloud vendor. Thus,
overall, the CSA framework approaches data
privacy as a matter of proactive policy for
prevention of security breaches before they ever
happen.

V. FORTIFY TRADITIONAL
AUTHENTICATION WITH
IDENTIFIER/PASSWORD FORMAT

A complementary strategy element for protecting
the cloud against intrusions by invalid users
involves one-time password authentication using
device authentication. With one-time password
authentication, the user ‘“enters a temporary
password displayed on a dedicated card or on a
mobile phone into a field on a Web screen as
authentication information.” 1In brief, this
approach eliminates the possibility of a password
being reused after being intercepted or stolen.
Like all security strategies, device authentication
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has its shortcomings. It does not, for example,
preclude the possibility that a hacker/thief could
come into possession of the authenticated cell
phone or other digital device. But, device
authentication does provide a layer of
fortification of one of the biggest risks to data
privacy on the cloud environment — namely, user
identification and password theft.

Finally, many data privacy breaches occur as result
of ghost IDs. Ghost IDs are “leftover IDs of users
who have lost their usage rights [and/or] users who
have been given inappropriate rights.” In most
cases, these types of problems are a result of failed
control mechanisms and poor management. The
solution, therefore, is proactive governance of
systems on the subscriber's end. In other words, IT
managers and security practitioners must make sure
that changes to user roles and privileges are always
reflected immediately in the cloud authentication
system.

VI. CONCLUSION

Despite its many benefits, cloud computing
presents significant problems with fundamental
security issues like data privacy. A multi-layered
security strategy can, however, help organizations
address this security problem. Data privacy is a
composite problem in the cloud computing
environment that requires the cloud provider and
subscriber to take the necessary steps to manage
and secure system services. Some companies make
the mistake of assuming that the cloud does not
require management on the subscriber’s end.
However, a well-designed governance strategy is
an essential step in helping the cloud subscriber be
proactive in reducing and controlling the vast
majority of data privacy risks. In cases of intrusion
by means of user id fraud, a simple solution can be
offered - namely, requiring actual user permission
for data access. The CSA framework approaches
data privacy as a matter of proactive policy for
prevention of security breaches before they ever
happen. A complementary strategy element for
protecting the cloud against intrusions by invalid
users involves one-time password authentication
using device authentication. Finally, IT managers
and security practitioners must make sure that
changes to user roles and privileges are always
reflected immediately in the cloud authentication
system.
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