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Abstract— Many conventional cryptographic systems
have homomorphic properties, yet there was no need
of homomorphisms and little attention was paid to it.
The ability to process encrypted data led to a renewed
interest in Homomorphisms and a new cryptographic
primitive, Fully Homomorphic Encryption (FHE)
emerged. With time, question arose as to whether
FHE is possible or not which has now modified as
whether FHE is applicable or not. This paper
provides a brief survey focusing on the development of
HE to FHE and discussing all relevant research works
in this direction in one section. The second section
discusses the applications of FHE. The last section
describes briefly some of the research works aiming at
Searching/Sorting through FHE.
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I. INTRODUCTION

In recent years, Cloud Computing has emerged as
an efficient service based shared platform where
information is shared to and fro the Cloud Service
Provider (CSP) and the Client very frequently. Due to
the Cloud being public to all users and the plenty of
information, also referred to as Big Data, being kept
on a shared platform, security of the information is at
risk. The need for security in Cloud Computing
environment and Big Data residing in it has been
emphasized by [1,2]. Plentiful security schemes have
been proposed till date and one of the most frequently
used schemes among them is Cryptography.
Cryptography aims at encrypting the data and
decrypting it back when needed. The encrypted test
cannot be understood by the other users except the
authorized ones. The only problem was the inability to
process the encrypted text thereby maintaining
confidentiality with usability. This led to the
emergence of a whole new cryptographic primitive,
Homomorphic Encryption (HE). The need for HE
arose only recently and the research works headed in
this direction at a very fast pace. Some partially
homomorphic schemes are discussed in [3, 4, 5].
However, whether Fully Homomorphic Encryption
could be achieved or not remained a question, the
answer to which was given by Gentry in 2009[6]. FHE
has its own shortcomings, and developments in
overcoming the same and in extending FHE to all

applications became an ongoing research area. One of
the major shortcomings FHE possesses is the
impracticality of the scheme in executing SQL
operations over a cloud database due to high
computational costs as discussed in [7]. This paper
provides an overview of the research works proposed
in the direction of FHE. Section Il discusses the
various FHE schemes proposed till data. Section Il
emphasizes on the various applications where FHE
has proved its usability. However, query processing in
FHE still remains an unresolved issue and very little
work is done in this direction. Section 1V discusses the
few developments aiming at searching and sorting
through FHE.

1. ACHIEVING FHE

The utility of constructing a fully homomorphic
scheme was recognized long before. The first problem
in this direction was proposed by Rivest et al [5], a
convincing solution to which was developed more
than 30 years later. During this period, the best result
achieved was the Boneh-Goh-Nissim cryptosystem [8]
in which evaluation of an unlimited number of
addition operations was supported but was limited to
at most one multiplication. The various FHE schemes
proposed since then are discussed below, arranged
chronologically.

A. Gentry(2009)

The first plausible construction in this direction was
the work of Gentry [6] who used lattice-based
cryptography and supported both addition and
multiplication on ciphertexts, making it possible to
construct circuits for the purpose of performing
arbitrary computations. The public key was used to
encrypt the decrypted circuit and on the growing noise
in the ciphertext beyond an acceptable level, a new
ciphertext was obtained by passing the ciphertext
through the encrypted decryption circuit (called
refreshing procedure). This property of the cipher was
called bootstrappability.

B. Aldar C.F Chan (2009)

Chan [9] aimed to work on privacy homomorphism
which allows operating on encrypted data and hence
proposes two additive homomorphic schemes-Iterated
Hill Cipher (IHC) and Modified Rivest Scheme
(MRS). The two proposed schemes allow security
against cipher-text only attacks. Plus different
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representations of the same data in the encrypted
domain are possible.

C. Smart and Vercauteren (2010)

Smart and Vercauteren [10] followed the work of
Gentry [6] and likewise, developed a simplified and
specialized version of the lattice based scheme of
Gentry. The designed fully homomorphic scheme
from a somewhat homomorphic scheme had
significant improvements to Gentry’s scheme like
relatively small key and ciphertext size and smaller
message expansion. Also, it allowed FHE over any
field of characteristic two and uses elementary theory
of algebraic number fields, thereby not requiring
lattices for the understanding of encryption and
decryption processes.

D. DGHV (2010)

van Dijk, Gentry, Halevi and Vaikuntanathan [11]
in their proposal start by developing a somewhat
homomorphic scheme with the use of only elementary
modular arithmetic and then convert it into fully
homomorphic encryption scheme using Gentry’s
method [6], the difference between the two methods is
using simple addition multiplication over the integers
instead of using ideal lattices over a polynomial ring.
The use of simple addition multiplication operations
makes the resultant algorithm conceptually simpler.

E. GH (2011)

Gentry and Halevi [12] present a new technique of
achieving FHE. They propose a FHE scheme as a
hybrid of SWHE and Multiplicative Homomorphic
Encryption (MHE), purpose of which is to eliminate
the squashing step of decryption circuit of the
Gentry’s SWHE scheme [13] which raises a Sparse
Subset Sum Problem (SSSP) but still relying on
bootstrapping. The main purpose of their proposal is
to express the decryption function of the SWHE
scheme of Gentry as a depth-3 arithmetic circuit of a
particular form.

F. GHS (2011)

Gentry, Halevi and Smart [14] pointed out that the
need for homomorphically evaluating the reduction of
one integer modulo another is the main bottleneck of
Gentry’s FHE scheme [6], done typically by
emulation of a binary modular reduction circuit using
bit operations on binary representation of integers.
The bottleneck was sufficiently reduced by working
with modulus very close to a power of two. Their
scheme was simpler and faster as compared to that of
Gentry’s and also reduced the size of the public key in
some cases.

G. GHPS (2012)

Gentry, Halevi, Peikert and Smart [15] extended the
work of Brakerski, Gentry and Vaikuntanathan [16]
known as the BGV scheme of Fully Homomorphic
Encryption over polynomial rings in the context of
bootstrapping because implementation of such ring

switching is non-trivial, the reason being reliability on
the ring algebraic structure for their homomorphic
properties. Their proposal is able to work on any
cyclotomic ring and is useful in the context of
bootstrapping and also in reducing the computational
overhead achieved in BGV [16] due to the use of rings
of very large dimension. For the reduction in
computational overhead, authors switched to small
ring ciphertexts.

H. Xiao et al (2012)

Xiao et al [17] proposed a non-circuit based
symmetric key homomorphic encryption scheme
which is a faster and a more secure variant of the
Gentry’s scheme [6]. The non-circuit based approach
is more efficient as it does not require additional
circuit computation overhead. The authors propose
that instead of using one master key for retrieval of
data from a server, as is done in existing
homomorphic schemes, different user keys can be
achieved from that one master encryption key. Also,
they propose a protocol using these different user keys
to provide a correct and secure communication
between the server and the users.

I. Coronetal (2013)

The work of DGHV [11] over the integers was
extended by Coron et al [18] for the purpose of
batching FHE to a scheme supporting encryption and
homomorphic processing of a vector of plain text bits
as a single ciphertext. The resultant scheme was based
on various techniques of [6, 11, 19, 20, 21] as it
extends DGHV [11], supports the same batching
capability of [20, 21] and has efficiency equal to that
of [22]

J. GSW (2013)

The authors [23] present a conceptually simpler
FHE scheme, based on learning with errors (LWE)
problem, simpler because it builds FHE scheme using
the approximate eigenvector method, instead of
complicated multiplication and re-linearization steps
of previously related schemes. The homomorphic
addition and multiplication of their proposed scheme
are just matrix additions and multiplications for most
part of the scheme, the result of which is an easier and
asymptotically faster. It also eliminates the need of an
evaluation key as the evaluator is able to perform
homomorphic operations without any knowledge of
the user’s public key except for some basic parameters,
thereby constructing the first identity-based FHE
scheme. Compilation of the work by Gorbunov et al
[24] into an attribute-based FHE is also done,
permitting homomorphic processing of the data
encrypted under the same index.

K. Emura et al (2013)

Emura et al [25] aimed at controlling that who can
perform the homomorphic operations; when and
where. Because of the malleability property of
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homomorphic encryption that anyone can perform the
operations “freely”, it becomes difficult to achieve
adaptive chosen ciphertext (CCA) and homomorphic
property simultaneously. The authors found a
plausible solution to the problem by proposing a
keyed- homomorphic public-key encryption (KH-PKE)
which introduces a secret key to control who is
allowed to perform the homomorphic operation. KH-
PKE schemes are constructed by further introducing a
new concept of homomorphic transitional universal
hash family.

L. Kim et al [2015]

Kim et al [26] proposed a fully homomorphic
scheme which generalizes the DGHV [11] scheme and
modifies the third proposal of RSA [27] on the
Chinese Remainder theorem and ring homomorphism.
The proposed scheme is secure against the chosen
plaintext attacks under the decisional approximate
GCD assumption and the sparse subset sum
assumption when the message space is restricted to Z¥.
Also it has a relatively less overhead as compared to
the overhead of the DGHV [11] scheme.

I11. APPLICATIONS OF FHE

Below are discussed some of the relevant research
works applying FHE in different applications.

A. Damgard et al (2006)

Authors [28] propose an approach aiming at
compilation of a class of X-protocols (3-move public-
coin protocols) into non-interactive zero-knowledge
arguments. Their proposal is based on homomorphic
encryption and does not use random oracles. For the
verifier, the only requirement is setting up of a
private/public key pair. Their method applies to all
known discrete-log based X-protocols. As for the
applications point of view, their proposal obtains a
non-interactive threshold RSA without random oracles
and non-interactive zero-knowledge for NP with
increased efficiency as compared to previous proposed
methods in this direction.

B. Brenner et al (2011)

Authors [29] aimed at security of the data on cloud
and propose to compute a secret program on an
untrusted resource using FHE by designing a software
implementation of the same. The scheme is capable of
solving problems of encrypted storage access with
encrypted addresses and encrypted branching and
comprises of the runtime environment for an
encrypted program and an assembler to generate the
encrypted machine code.

C. Gahietal (2011)

Authors [30] propose the first secure database
system based on a FHE scheme with circuits for the
implementation of SQL statements over encrypted
data. A prototype of a database system for storing and
processing data in encrypted form is built. Execution

of SQL statements is done without any knowledge of
the position of records extracted/ affected in the
database. Performance analysis of the proposed
scheme is done to measure the time a query on the
database takes to execute and is found large due to
impracticality of the existing homomorphic encryption
schemes.

D. Wei and Reiter (2012)

Authors [31] propose practical methods allowing a
client (the third-party) to evaluate a deterministic
finite automaton (DFA) on an encrypted file stored at
a server (the cloud), once authorized to do so by the
file owner. The proposal aims to outsource the data to
any third party along with limiting the use of that data
by that particular third party.  Their proposed
protocols successfully protect the privacy of the DFA
and the file contents from a malicious server and the
privacy of the file contents (except for the result of the
evaluation) from an honest-but-curious client (and,
heuristically, from a malicious client.

E. GHS (2012)

Gentry, Halevi and Smart [22] implemented leveled
homomorphic encryption (without bootstrapping) for
evaluation of AES-128 circuit in three different ways
developing AES- specific implementations and
generic tools for FHE evaluation. The tools include
variant of the BV scheme [32] and extension of BGV
[16] scheme. The results of the implementations form
the crux of their paper.

F. Bonneh et al (2012)

Boneh, Segev and Waters [33] insisted on targeted
malleability; aiming to control the number of
homomorphic computations one can perform on
encrypted data. For this, they propose a generalized
version of the work of Dolev, Dwork and Naor [34] in
the direction of non-malleability. Their proposed
scheme targets only a specific number of allowable
functions. The construction part is done using standard
cryptographic tools and on- succinct non-interactive
arguments, both providing different efficiencies and
are preferred depending on the underlying building
blocks.

G. Gahietal (2012)

A Location-Based Service (LBS) based on FHE can
process encrypted inputs for retrieving encrypted
location-related information which can further be
decrypted only by the user who requested the data.
Still, the encountered processing time and the upper
limit imposed on the allowed number of operations are
major unsolved challenges. This problem is addressed
by Gahi et al [35] who built a fully secure FHE
scheme allowing users to benefit from location-based
services not compromising the data confidentiality and
integrity. Their proposed scheme consisted of search
circuits allowing an executor (i.e. LBS server) for
receiving encrypted inputs/requests followed by
performing a blind search for retrieval of encrypted
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records matching the selection criterion. A querier can
send the user’s position and the service type he/she is
looking for, in encrypted form, to a server and then the
server would respond to the request without any
knowledge of the contents of the request and the
retrieved records. A prototype further improving the
practicality of the proposed scheme was also proposed.

H. Gennaro and Wilch (2013)

The authors [36] propose and instantiate Fully
HMACs and the concept of short tag for
authentication of the result of the computations. The
fully homomorphic message authenticator proposed is
a symmetric-key variant of fully homomorphic
signatures, defined by Boneh and Freeman [37].
Anybody is able to perform arbitrary computations
over authenticated data; the only difference now will
be of the short tag. The short tag makes it possible for
the user to verify that the produced result is the correct
and authenticated output of the given computation.
Verification is done with the user’s private key.

I. Wang et al (2013)

Authors [38] worked on the performance bottleneck
of the Gentry Halevi FHE [12] and introduced an
array of algorithmic optimizations employing
aggressive pre-computation strategy; first is partial
FFT to speed up modular multiplications by
introducing Strassen’s FFT based multiplication
algorithm, and second is full FFT optimization to gain
additional speed by eliminating the majority of FFT
conversions via delayed modular reductions and by
performing the bulk of the computations directly in
the FFT domain.

J. Yukun et al (2013)

Authors [39] propose a novel secure metering data
collection scheme to check tampering of (Smart
Meters) SM data in protecting users’ privacy premise.
Assuming that the SM data includes two types, one is
the power consumption value from the last slot to the
current slot and the other is the SM reading in the
current slot where the consumption value is result of
the difference between SM reading in the current slot
and that in the last slot, authors use HE to see whether
the comparison of both the types gives equal results or
not. This comparison makes the Energy Suppliers (ES)
aware whether tampering of data has taken place or
not. Their proposed scheme is efficient enough even if
links between ES, TTP (Trusted Third Party) and SM
are not reliable all the time and works even if SM data
is correct in the current slot but tampered in the last
slot. Comparisons with message digest and digital
signature are also provided.

K. Gauraha et al (2013)

Authors [40] propose a secure FHE scheme that
fulfills 1/0 confidentiality, duplicitous pliability and
competence. Such a duplicitous pliability project can
be hustled in the overall mechanism of FHE with
close-to-zero additional overhead. The results show

the practicality of the scheme. The steps of the scheme
include devising robust algorithms for achieving
numerical stability, exploring the dense matrix, sparse
matrix structure of problem for further efficiency
improvement, reading alignment in the form of
sequence of se servers, Achieving desired encryption
through the Stochastic chain process.

L. Mani etal (2013)

Mani, Shah and Gunda in 2013 [41] addressed the
issue of impracticality of the Gentry’s FHE scheme
for query processing on an encrypted database. As a
solution, the authors propose a data model
representing relational tables and intermediate results
during query processing; a computational model for
the purpose of processing queries by the service
provider on the encrypted data; algorithm for related
operators matching our data and computational
models and lastly, techniques for transferring back the
results of the queries to the client side.

M. Gupta et al (2013, 2014, 2015)

Authors in [42,43] emphasized on the need of
symmetric FHE schemes because certain applications
inherently need secret keys and proposed Fully
Homomorphic schemes with symmetric keys based on
matrix operations. The time complexity has been
claimed to be linear in the security parameter A. No
refresh procedure has been included as there is no
noise accumulation. Also, a protocol of hierarchical
division of keys is proposed which makes it possible
to provide partial access to encrypted data in a
multiuser environment. In [44] a fully homomorphic
scheme with symmetric keys, over integers is
proposed based on linear algebra. There is no
requirement of evaluation key in this scheme, making
it suitable for outsourcing computations over
encrypted data and private information retrieval.

N. Joo and Yun (2014)

The authors in [45] work on achieving
Homomorphic Authenticated Encryption (HAE) in a
twofold way; first by defining security notions in HAE
with comparisons between each followed by creating a
HAE scheme which is somewhat homomorphic for
arithmetic circuits. The proposed scheme is secure
against ciphertext attacks both for privacy and
authenticity and is based on the error-free approximate
GCD assumption.

O. Yuan and Yu (2014)

When talking about collaboration of multi parties
by conducting joint Back-Propagation neural network
learning on the union of their respective data sets, an
open problem exists due to lacks of a solution that
allows two or more parties, each with an arbitrarily
partitioned data set, to collaboratively conduct the
learning. Authors [46] address this open problem by
utilizing the power of cloud computing and proposing
a FHE scheme, allowing each party to encrypt his/her
private data locally followed by uploading the
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ciphertexts into the cloud. The cloud then executes
most of the operations pertaining to the learning
algorithms over ciphertexts without knowing the
original private data. The computation and
communication costs for each party are minimal with
no dependence on the number of participants because

the expensive operations are safely loaded to the cloud.

P. Vijay and Sharma (2014)

Authors [47] propose a symmetric FHE scheme
based on the DGHV scheme [11]. FHE is extended for
Verifiable Delegation of Computation and Input
Verifiability and two protocols have been designed for
the same. The ciphertexts accumulate noise after a
certain number of computations, therefore a refresh
scheme is proposed.

I\VV. SEARCHING/ SORTING THROUGH FHE

A. Hanetal (2012)

Authors [48] propose a new system for searching
on encrypted data which combined ABE (Attribute
based Encryption) and FHE, enabling anyone even
without private-key of the encrypted data to search the
data. Application and Implementation of FHE on
outsourcing of computation is also done.

B. Wang et al (2012)

Authors [49] analyze the wusage of fully
homomorphic encryption on query processing and
show that FHE schemes supporting addition,
multiplication, AND and XOR operations on
ciphertexts are well able to carry out complex
aggregations, joins, range or selection queries on the
server side and return the answers to the same in a
result buffer. In cases, where answer sizes to queries
are not known, no guarantee is possible about whether
all matching answers will be correctly constructed
from the result buffer or not. If not, answers can be
constructed using overwhelming probabilities.

C. Guanetal (2013)

Authors [50] start their proposal by first proving
that a homomorphic encryption with a function to
detect zero, detect equality, compare the value or
detect overflow on ciphertexts is not secure if there is
no restriction to limit the times of operating these
functions. But with some restrictions, a homomorphic
encryption scheme can still detect zero with the key-
owner decrypting the ciphertext and announcing the
result if all people are allowed to detect zero on
ciphertexts. If on the other hand, only few people are
allowed for the same when key-owner agrees,
symmetric homomorphic encryption scheme with
proposed new version of ring learn with error
assumption is done.

V. CONCLUSIONS

Information Security with usability forms the basis
of HE. Since the beginning of research headed at
cryptography and its primitives, HE was around it. But

the need for HE is more recent, therefore, the
developments in the past few years have been major.
The next problem to be addressed in HE was building
FHE schemes. Started by Gentry, the FHE schemes
proposed focus on making FHE efficient in terms of
cost and query processing. This paper surveys the
development of HE to FHE and the recent research
works headed in the direction of FHE related to query
processing in FHE. Also, it discusses the work done in
proving effectiveness of the scheme in various
applications.
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