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Abstract 

 Secure Group Communication is a 

challenging task today because of many threats the 

Internet is facing. Many group oriented applications 

are upcoming because of the increased use of Internet 

for many personal and business applications. 

Maintaining the secrecy in a group communication is 

challenging because of group member’s dynamism. 

Cryptographic keys are generated and distributed to 

the communicating parties for secure communication 

among group members to maintain the forward and 

backward secrecy of communication. The important 

overheads in secure group communication are storage 

efficiency and communication efficiency. The 

formulation of minimization of storage and 

communication overheads is studied and the 

fundamental structure for the total overheads 

minimization is a constraint optimization problem. 

This paper briefly discusses some of the existing group 

key distribution models. Different Virtual trees for key 

distribution are also discussed. The constraint 

optimization problem is presented with the plausible 

solution. 
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I. INTRODUCTION 

 Secure group communication is a challenging 

task due to increased personal applications in mobile 

and cloud. On-line and Credit card transactions,  Pay 

Per View(PPV) programs (like Internet TV, Radio, 

and Network Video(NV)) and Real Time data 

distribution (like news updates, VIdeo Conference 

(VIC),White Board(WB) and stock quotes updates,  

certain E-commerce applications [8, 15] and 

distributed applications like Content Based Publish – 

Subscribe(CBPS) system [18] and On-Line Distance 

Education(OLDE) system are some of the significant 

applications of group communication [28]. Here only 

authorized members  

 

can communicate. The authentication and secrecy 

must be maintained in any communication by 

exchanging the group keys with the intended users so 

that the information exchanged cannot be 

compromised due to intruders. Security is basically 

defined in terms of Confidentiality, Integrity and 

Availability.  

Cryptographic keys are used to maintain 

secrecy. Not only that, secure group communication 

also requires a strong security framework and efficient 

group key management system to distribute and 

maintain cryptographic keys to the registered 

members. Similarly, cryptographic authentication 

schemes are also necessary to ensure that registered 

receivers can verify that packets/information come 

from registered senders only. Generally, the group 

communication takes place with the help of a common 

key called the group key. As the group members 

change, the key must be changed and new keys must 

be generated and distributed to the current members of 

the group. When the group members change during 

communication, absolute secrecy must be maintained 

so that the past members should not be able to read the 

future communication and the future members should 

not be able to read the past communication. This is 

known as perfect forward secrecy (PFS) and perfect 

backward secrecy (PBS) respectively. The entire 

process of changing group key is termed as group 

rekeying. It is required to perform key updates on 

every membership change. Virtual key trees are 

defined to update the keys when group members 

change. Hence, the key management mechanism 

recommended must be simple without involving many 

overheads [37, 38]. The major overheads encountered 

in the key management solutions are storage 

overheads and communication overheads. The key 

generation and distribution is called as the key 

covering problem [12] and the aim of the paper is to 

disclose the nature of the problem as the constrained 

optimization problem and the mathematical method 

that can solve the key distribution problem. Section 1 

brief discussed the introductory concepts. Section 2 

discusses the existing key management techniques 
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followed in group communication. Section 3 describes 

the key management problem as the constraint 

optimization problem with the steps involved. Section 

4 concludes the paper. 

 

2. EXISTING GROUP KEY MANAGEMENT 

SCHEMES 

 The existing multicast or group key 

management schemes can be broadly classified under 

the following three categories. Figure 1 depicts the 

category of group management schemes [14, 19] and 

some sample protocols following the types. 

 Centralized Group Key Management 

Schemes 

 Decentralized Key Management Schemes 

And 

 Distributed Key Management Schemes.

  

 

Examples 

 

 

 

 

 

 

 

 

 

Figure 1. Classifications of Group Key Management Schemes. 

 
In the centralized group key management systems, the 

single entity called the group controller (GC) or Central 

Controller(CC) or key server(KS) is employed for 

controlling the whole group. The KS does not have to 

rely on any auxiliary entity to perform access control 

and key distribution. In this case, the central entity is a 

crucial point of failure. The entire group will be 

affected if there is a problem with the KS caused by 

malfunctioning or malicious individual hacks. This may 

result in the entire disruption of service. Further when 

the group becomes large, the single party cannot 

manage the entire group. Some of the popular schemes 

using this approach are Group Key Management 

Protocol (GKMP), Scalable Extension To Group Key 

Management Protocol (SKMP) [3], Logical Key 

Hierarchy (LKH) by Wallner, Wong‟s Key Graph (KG) 

[11], Secure Lock [10], Hierarchical Binary Trees by 

Caronmi, Hierarchical k-ary tree with clusters  and One 

Way Function Trees(OFT) [1, 20]. 

 In the decentralized approach, the entire group 

is split into small subgroups. The management of a 

large group is divided among subgroup controllers 

minimizing the problem of concentrating the work in 

the single centralized place. This decentralized control 

in collaboration with other sub group controllers helps 

to avoid the central failure allowing more points of 

failure before the entire group being affected. However, 

this approach raises the question of trust relations, 

where the group owner now must trust all the 

controllers instead of just one. The important models 

based on decentralized approach [13, 26] are: Iolus 

[33], Nortel Frameworks, Suman Banerjee‟s Clustering 

Protocol, Ballerdie‟s Core Based Trees [2], Sandro 

Rafali‟s Decentralized model  and Lakshmi Nath 

Donetti‟s Dual Encryption Protocol. 

 In the third type, the distributed key 

management approaches [4,5,24, 31, 32], there is no 

explicit Key Distribution Centre (KDC) or KS for key 

management. The group members themselves do the 

key generation. All the members can perform access 

control and generation of the key is done in a 

contributory fashion, i.e. the group members contribute 

for the group key generation. The limitations of this 

method are: it is meant for small and closed groups, 

dynamic members cannot be accommodated and the 

key management is very costly. Some famous models 
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are Cliques [21], Diffie-Hellman Protocol (DHP) [29] 

extended to group communication and Conference Key 

Agreement Protocols [9, 16, 17, 30, 34, 35, 36]. Every 

Approach has its own advantages and limitations when 

compared to other approaches. 

 Virtual key tree structure is the core structure 

of key distribution. There are three important virtual 

key tree structures are available in the literature. The 

efficiency of the virtual key organizations are measured 

in terms of the two important parameters namely, the 

storage and the communication costs [6, 7, 25]. Figure 

2 shows two logical key hierarchies used for key 

distribution. The figure Indicates Wallner‟s rooted 

binary tree with eight members. The first form is known 

as logical key tree and the second form is known as star 

graph. All the members share the root, which is the 

session key k1-8. Every group member is assigned to a 

unique leaf node in the key tree. The set of nodes found 

in between the root node and leaf nodes from the sub-

group keys. The members are assigned a set of 

encryption keys (session key, sub-group keys and 

individual key) based on their position. The storage 

efficiency of star is O (N), and the communication 

efficiency is O (N), whereas the storage efficiency of 

tree structure is O (N) and communication efficiency is 

O (log N) where N is the group size. 

 The star architecture is storage efficient but 

not communication, while the tree organization is 

communication efficient but not storage efficient. 

Generally, the preferred storage of efficiency is O (N) 

and the communication efficiency is O (log N), where 

N is the group size. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Logical Key Hierarchies : i .Tree  , ii. Star 
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A third type of key tree called hybrid cluster 

tree is an improved version of logical key tree with 

the members arranged under each cluster. An 

example tree is shown in Figure 3.The cluster size is 

a variable in this tree. Cluster members are the Group 

members. So each group member has two keys the 

cluster key and the sub-group key. The hybrid Cluster 

tree is comparatively storage efficient and the 

overload is of order O(N/log N).  

 

 

 

 

 

  

 

   

 

 

Figure 3.Hybrid Cluster Tree for a group of 32 members 

 

This section briefly discussed the existing 

logical key tree schemes and their overheads. The next 

section discusses the formulation of the mathematical 

model to handle the overhead minimization challenges. 

 

III. MATHEMATICAL FORMULATION OF THE 

KEY DISTRIBUTION SCHEME 

 As observed earlier, the storage and 

communication overheads are two important 

parameters in the design of the key tree where the 

simultaneous minimization of both is not possible as 

there is a tradeoff between the storage and 

communication overheads [22, 23, 27]. This is an 

indication of constraint optimization problem or 

constrained optimization problem. 

 

A)   Constraint Optimization Problem 

 Constraint Optimization is one type of 

Mathematical Optimization problem. Here the objective 

function is optimized with reference to variables and 

some constraints. Let us discuss how the constraint 

optimization is relevant to key management problem.  

As discussed earlier, the design of the key tree is the 

challenging one as the traditional binary key tree and 

star key tree are not performance efficient. Hence there 

should be a striking balance between the depth of the 

tree and the number of nodes/ degree of the key tree. 

The alternative approach, the hybrid cluster tree can 

handle many users compared to the above two trees and 

therefore the hybrid key tree is considered as an 

efficient organization compared to tree and star. So the 

constraint optimization problem is discussed only with 

reference to hybrid cluster tree. In the case of hybrid 

cluster tree, the design of the optimum key tree lies in 

the two parameters namely, the cluster size and key tree 

degree. The reason is that as the degree of the tree 

increases, the storage cost is less and as the depth of the 

tree contributes for communication efficiency. In case 

of the hybrid cluster tree, as more group members can 

be associated with, the hybrid cluster tree is considered 

efficient.  

 

B)  Optimization of Hybrid Cluster Tree 

In hybrid cluster tree the two parameters are 

the cluster size (r) and the key degree (n). For a group 

of size N, the storage cost function S is defined as a 

function of „r‟ and „n‟ as,  

S=f1(r,n)=(n*N/r-1)(n-1) 

The communication update constraint C is defined as, 

C=f2(r,n)=r-1+(n-1)logn(N/r) 

A deterministic approach has been proposed by 

Mingyan Li.et.al which corresponds to the finding of 

optimum cluster size. A study revealed that the number 

of key stored by KS depends on the degree of the tree 

also. As the degree of the key tree increases, the 

number of nodes stored in the key tree decreases thus 

minimizing the central storage. It is found that the 

relation between Storage and Communication is a 

Pareto curve. Therefore, the problem is formulated as 

constraint optimization problem with multiple 

k1,k2,…..-Cluster Keys 
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parameters. Here the combined cost, which is the total 

cost function, can be defined as combined storage and 

communication cost as, 

T=α1* S+α2 *C, where α1+α2=1, where α1,α2 are the 

design parameters. 

The resultant function is a convex function and is 

defined as, 

T=α1* f1(r,n)+α2 * f2(r,n)= α1* (n*N/r-1)/(n-1)+α2 *[r-

1+(n-1)logn (N/r)]. 

 

C) Steps involved in Constraint Optimization 

 The uniform method followed to handle the 

constraint optimization is a step by step procedure.  

Step 1: Set up the problem in a structured way. Here, it is 

Minimization of Total Cost (T) represented in terms of S 

– Storage and C - Communication. Identify the variables. 

In hybrid cluster tree, the two design variables are r- 

cluster size and n- key tree degree. 

Step 2: Take the partial derivative with respect to the 

variables used in the objective function. 

Step 3: Solve the first order conditions for the variable 

taken. 

Step 4: Set the expressions equal to each other (as there 

are only two parameters). 

Step 5: Use the constraint to solve the variables. 

 The second challenge is finding of the optimal 

sub-group size „r‟. Both the cases are addressed in the 

following presentation.  

 

D)  Solution to Key Tree Design Parameters 

Computing the derivate with respect to „r‟ can 

show the convexity of the total cost function. 

 T = α1 * S + α2 * C 

    = α1* (2n-1) / (n-1) * (N/r) + α2* [r + (n-1)* 

ln(N/r)/ ln(n)] 

 Computing the first order and the second order 

derivatives with respect to the variable „r‟ gives, 

 dT/dr = α1* (2n-1) / (n-1)*N (-1) (r)2 

  + α2* [1 + (n-1)/ln(n) * (r)/N* (-

1)*(r)-2]. 

  = -α1*(2n-1)/ (n-1)*N*1/(r)2 + α2* [1-

(n-1) * 1 / (N*ln(n)*(r)]   

With second order differentiation w.r.to „r‟, 

 d2T/dr2 = -α1*(2n-1)/(n-1)*N*(-2)/(r)3 + α2 * [- 

(n-1)*(-1)*(r)2/N*ln(n)] 

   = 2 α1N[2n-1/ (n-1)]*1/(r)3+ α2(n-

1)/Nln(n)*(r)2 

 Since α1, α2 >0,r>2 and n≥2, the second 

derivative term d2T/dr2>0. Hence the weighted cost 

function α1 * S + α2 * C is a convex function of r, and 

has a unique value of „r‟ that yields the minimum value 

for the weighted total cost. The minimum point is 

computed as the solution to the equation, dT/dr = 0. 

  = -α1*(2n-1)/ (n-1)*N*1/(r)2 

  + α2* [1-(n-1) * 1 / (N*ln(n)*(r)] = 0. 

  = α2 (n-1) Nln(n)r2 - α2(n-1)2r- α1(2n-

1)N2ln(n) = 0. 

 The above equation is a quadratic equation in 

r. 

 The solution is, 

 r = [1/Nln(n) ± 1/2* [1/N2ln2(n) + 4 α1/ α2(2n-

1)/(n-1)*N ½]/2 

 Letting α = α1/α2, 

 The equation becomes, 

 r = 1/2Nln(n) ± 1/2* [1/N2ln2(n) + 4α(2n-1)/(n-

1)*N ]½ 

 Hence, to compute the exact value of „r‟, a 

function can be defined by the triplet          (N, n, α). 

This can also be interpreted by considering T as Pareto 

Curve of storage Versus Communication for different 

values of „r‟. Every point on this smooth curve is an 

optimal point for a given set of triplet (N, n, α). For 

large values of N, the optimal value of „r‟ can be 

computed by the approximation. 

  r ~ [2 α (2n-1)/(n-1)*N]½ 

 This section has briefly discussed the 

feasibility of designing the optimal sub- group size 

based on the sub-linear approach and using the 

mathematical theory. 

This section discusses some of the theorem 

that can be applied for the design of the key tree. As 

discussed earlier, minimization of Key Storage with 

Communication Constraint is a Constraint Optimization 

Problem as the Storage Vs Communication is a Pareto 

Curve. Hence, it may be defined as a multi-objective 

optimization model which can also be solved using 

heuristics.   

 

IV. CONCLUSION 

  

 This paper briefly discussed some significant 

applications of secured group communication and the 

challenges in secured group communication. In order to 

maintain the secrecy of communication the virtual 

structures are designed and two important overheads 

are observed namely, storage and communication. The 

combined overhead minimization is a constraint 

optimization problem and the possible mathematical 

approach behind the optimum key tree parameter 

design is discussed. It is also presented that the problem 

of on optimum key tree is a multi-objective model 

which can be solved through heuristic approaches. 
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