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Abstract 

            Ransomware has become widely threatening 

the user of the internet. It is a malware that damages 

the victim’s system and makes it useless and then 

demands the user for a ransom which can also be 

called as crypto currency to revert the system’s 

usage. In this paper we propose analysis and 

detection of ransomware by which the features of 

ransomware can be identified and perform operations 

to protect the user’s system.  We also propose the 

methods of protecting the user’s system before it’s 

attacked.  This increases the business continuity of 

the organizations thereby increasing the 

organization’s performance. 

 

 

Keywords:  

               Ransomware, Unauthorized access, crypto 

currency, business continuity, malware, ransom, false 

positives. 

 

I. INTRODUCTION  

Security can be termed as protection from 

unwanted harm or unwanted resources.  Information 

security protects the data from unauthorized users or 

access. It can also be termed as an important asset for 

any organization which plays a vital role. Security 

can be tagged as protecting the system and its 

resources to be in use whilst keeping away from 

threats and vulnerabilities, which can be achieved by 

following the principles of security which are 

confidentiality, integrity and availability that forms 

the CIA triad. 

 

In earlier days it was difficult to identify 

ransomware before it enters or attacks the user‟s 

system. These attacks would damage the mail servers, 

databases, expert systems and confidential systems. 

In this paper we propose the analysis and detection of 

ransomware which will have major impact on the 

business continuity.  

 

II. RANSOMWARE 

   

Lately with the extensive usage of the 

internet, the cyber criminals are rapidly growing 

targeting the naïve users thru threats and malware to  

 

 

generate a ransom.  Currently this 

ransomware has become the most agonizing malware.  

Ransomware comprises of two.  They are locker 

ransomware and crypto ransomware.  Of them, crypto 

ransomware is the most familiar type that aims to 

encrypt users‟ data and locker ransomware prevents 

the users from accessing their data by locking the 

system or device.  Both types of ransomware demand 

a ransom payable via electronic mode for restoring 

the access of the data and system.  Locker 

ransomware claims fee from the victims in terms of 

fine for downloading illegal content as per their fake 

law enforcement notice.  Crypto ransomware has a 

time limit that warns the victims to pay ransom 

within the given time else the data will be lost 

forever.  

 

Our main motto is to identify and evade 

ransomware through mails and also to retrieve the 

data if it‟s already attacked the victim‟s machine.  In 

this paper we suggest techniques to avoid and avoid 

ransomware attacks through mails. 

 

III. VULNERABILITY ASSESSMENT AND TOOLS 

 Vulnerability can be termed as an unsafe or 

unauthorized access by an intruder into an 

unprotected or exposed network.  Common 

vulnerabilities are worms, viruses, spyware 

applications, spam mails etc.  

Vulnerability Assessment is the most important 

technique that is conducted to rate the spontaneous 

attacks or risks that occur in the system thereby 

affecting the business continuity of an organization.  

They can also be termed as Vulnerability Assessment 

Tools.  It plays a vital role in providing security to the 

organizations‟ assets.  The process of identifying and 

investigating the vulnerabilities paves a way to 

mitigate the security issues or to exploit these security 

issues. Vulnerability assessment has many steps such 

has 

a) Vulnerability analysis 

b) Scope of the vulnerability assessment 

c) Information gathering 

d) Vulnerability identification  

e) Information Analysis and  

f) Planning 
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A. Assessment Tools 

Vulnerability assessment which is nothing but 

testing can be carried out by best known tools which 

are called as vulnerability assessment tools.  These 

tools are used to mitigate the identified vulnerabilities 

such as investigating on unethical access to 

copyrighted materials, policy violations of the 

organizations‟ etc.  The red alert issue about the 

vulnerability assessment is that it warns us about 

vulnerability before the system is compromised and 

helps us in avoiding or preventing the attack. These 

vulnerability assessment tools can also be categorized 

as proactive security measure of an organization. The 

major step of the vulnerability assessment is the 

accurate testing of a system. If overlooked, it might 

lead to either false positives or false negatives. False 

positive can be presumed as quick sand where we 

can‟t find what we are searching for. False negative 

can be presumed as black hole where we don‟t know 

what we want to search for.  False positives can be 

rated as significance level in testing.   

B. Common Vulnerability Assessment Tools 

 Vulnerabilities are the most crucial part of 
information systems.  An error in configuration or 
violation of a policy might compromise a network 
in an organization. These attacks can be for a 
personal gain or corporate gain. 

 Not only the local area networks but also the 
websites are also more susceptible to attacks 
where the systems can be exploited either by the 
insiders or outsiders of an organization. 

 Some of the very commonly used vulnerability 
assessment tools are listed below: 

o Wireshark 

o Nmap 

o Metasploit 

o OpenVAS 

o AirCrack 

C. Limitations of Existing Vulnerability Assessment 

Tools 

      The concept of false positives is the dangerous 
and horrendous limitation of the existing 
vulnerability assessment tools.  These false 
positives require lots of testing and study for 
assessing the nature of the errors occurred, which 
is very expensive and time taking process. All the 
identification related information mostly leads to 
false positives.  

D.  Penetration Testing 

 Penetration Testing also called as Pen Test is an 
attempt to assess a malicious activity or any 
security breach by exploiting the vulnerabilities. 

 It includes the testing of the networks, security 
applications and processes that are involved in the 
network. 

 Penetration testing is done to improve the 
performance of the system by testing the system‟s 
efficiency.  

IV. METHODOLOGY 

Spreading of ransomware is possible by the following 

methods: 

a. Phishy e-mail messages with malicious file 

attachments; 

b. Software patches that download the threat into 

the victim‟s machine whilst working online. 

A. Spreading of Ransomware Attack 

a. Phishing mails: The most common way of 

spreading Ransomware is thru phishing emails or 

spam emails.  These mails include .exe file or an 

attachment, which when opened launches 

ransomware on victim‟s machine. 

b. Exploit kits: these are the compromised websites 

planned by the attackers for malicious use.  

These exploit kits searches for vulnerable 

website visitors to download the ransomware on 

to their machine. 
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Fig 1: The Ransomware Process[13] 

B. Steps in Ransomware Process 

         There are various steps in the ransomware 

process which are elucidated below: 

a. Malicious code or file infects the victim‟s 

machine; 

b. User‟s access to his/her system is lost.  Demands 

for ransom; 

c. User‟s decision to pay ransom or not within the 

given timeline; 

d. Timeline extended; 

e. User decides to pay the ransom after the given 

timeline exceeded as there is no access to the 

system‟s functionality; 

f. No guarantee for return of the functionality of 

the system even if the ransom paid or not. 

 

C. Crypto-Ransomware thru website 

 Ransomware attacks usually originate either 

thru spurious emails or phishing websites.     

 

 

 

Fig 2: The Working Life Cycle of Ransomware 
Process thru Websites 

Steps in Crypto-Ransomware: 

 Encrypts the files: Crypto-ransomware encrypts a 
file using a mathematical algorithm and makes it 
impossible for the victim to use that file unless 
ransom is paid. 

 Blocks the victim‟s device: if the victim fails to 
pay ransom within the given time limit it might 
lead to loss of data. 

 Demands ransom: the demand for the ransom is 
usually planned thru digital currency or 
electronic cash.  

D. Working of Crypto Ransomware 

Crypto ransomware is a program that attacks 

the users‟ machine, locks the machine and 

demands ransom from the victim to revert the 

functionality of the victim‟s machine.  This 

attacking of the user‟s machine is done thru 

encrypting files stored on the victim‟s machine.  

The encryption is a program that shuffles the 

contents of the file using an encryption key and 

makes it difficult to read for the user and locks the 

system.  After the encryption is done the crypto 

ransomware displays a message to the user to pay 

a ransom within a given time limit.  To unlock the 

victim‟s machine and to restore the encrypted 

contents of the file a decryption key is required to 

rearrange the contents of the file in a readable 

form.  To execute this procedure the attackers or 

hackers demand a ransom as an exchange for the 

decryption key for reverting the functionality of 

the contents of the file.  At this juncture the users 

will be put in pressure such that if the demanded 

ransom is not paid then either the ransom will be 
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increased or the decryption key used to unlock the 

functionality of the system will be deleted.   

E. Steps in Crypto Ransomware 

 Attacking the user‟s machine through social 

engineering techniques: in this case the 

malware that is installed in the affected system 

launches itself, installs its own keys in the 

registry of the operating system and takes over 

the booting functionality of the computer. 

 Attacking the user‟s server: in this case the 

user‟s system will be controlled by the third 

party servers in order to attack the user‟s 

system. 

 Server and Client: in this case the user‟s 

computer and the attacker‟s computer identify 

themselves on the network and plan for a 

handshake.  Then the attacker‟s system 

generates a pair of cryptographic keys.   Of 

which, one key will be saved in the user‟s 

machine and the other will be saved in the 

attacker‟s machine. 

 Encryption: in this case all the files in the 

user‟s machine are encrypted by the 

ransomware. 

 Extraction: This is the final case in which the 

attackers gets the unauthorized access into the 

victim‟s machine and displays a message for 

ransom payment using the untraceable digital 

payment schemes within a given time limit. 

F.  Best Suited Strategies for Ransomware 

Avoidance 

 Backup the entire data in a timely manner; 

 Updating the anti-virus regularly; 

 Updating the other system files regularly 

 Hosting Security awareness programmes for 

the employees within the organizations and 

making them aware of these ransomware 

attacks; 

 Implement the revision of security policies 

regularly to avoid monotony; 

 Implementing regular penetration testing 

techniques; 

 Avoiding downloading files or patches from 

unknown sources; and 

 Restrict write permissions on your computer. 

 

V. CONCLUSION AND FUTURE WORK 

In order to provide security to the 

confidential data and information assets vulnerability 

assessment tools or the penetration testing tools can 

be deployed. This paper mainly focuses on the types 

of ransomware attacks and the harm caused by these 

attacks.  This work can be further extended by the 

implementation of the different types of ransomware 

attacks.   
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