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Abstract - Melanoma continues to be one of the most prevalent causes of mortality cases involving skin cancers. Therefore, early 

diagnosis is vital to help increase patient survival rates. This review article aims to provide in-depth information on deep 

learning approaches applied to melanoma detection and analyze papers on this subject written between 2016 and 2025. Also, 

the paper will highlight publicly available databases, novel architectures, and existing difficulties associated with their 

application. In particular, it will explore the features of three popular datasets (ISIC, HAM10000, and PH2) and analyze their 

strengths and weaknesses. The focus will be on such factors as the class imbalance problem and the underrepresentation of 

various demographics. In addition, different architectures used for melanoma detection will be compared, namely VGG, ResNet, 

Inception, and novel Vision Transformer networks based on their efficiency and capacity to classify melanoma. Finally, major 

challenges faced during implementation, including overfitting of models, difficulty in their generalization to other populations, 

and the problem of black box methods, will be considered. At the same time, potential future directions of research, such as the 

application of explainable artificial intelligence, federated learning techniques, and the use of various demographic groups as 

training data, will be presented. 
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1. Introduction  
Melanoma is one of the deadliest and most aggressive 

types of skin cancer that poses a severe clinical challenge 

worldwide because of its tendency to metastasize quickly [1]. 

The ability of a tumor to invade and metastasize to distant 

organs, which adversely affects patient outcome and increases 

the mortality rate, is the reason why it has such clinical 

significance [2], [3]. Early-stage melanomas tend to be thin 

and highly susceptible to curative therapies, resulting in high 

survival rates and a low mortality rate [4]. Methods for 

detecting melanomas include skin self-examination, skin 

examination by a doctor using dermatoscopy, and total body 

photography. These diagnostic techniques have been 

improved through recent advancements in deep learning and 

Artificial Intelligence (AI) technologies [4], [5], and [6]. This 

combination makes it easier for patients at risk to screen for 

early-stage melanomas, thus decreasing their mortality rate 

[6], [7]. 

 

The following represent some of the limitations 

associated with the traditional techniques used in diagnosing 

melanomas. While there is evidence that dermoscopy 

increases sensitivity and specificity, the traditional method of 

diagnosing melanomas by visual examination with the naked 

eye is highly subjective and highly unreliable since they 

require factors such as the size of the lesion, blurring, skin 

type, and image quality to distinguish benign lesions from 

melanoma [8], [9]. Traditional techniques are also known to 

usually only identify melanomas at a much later stage, 

reducing the efficacy of treatment and negatively affecting 

patient prognosis [5]. Other traditional techniques, such as 

Tzanck smear, potassium hydroxide preparations, and Woods 

lamp examinations, have high convenience and availability; 

however, their ability to accurately diagnose melanoma is 

highly limited [10]. Non-invasive imaging techniques such as 

electrical impedance spectroscopy, confocal microscopy, and 

total body photography show great potential; however, they 

still lack sufficient validation and standardization required for 

them to be implemented in practice [9], [11]. They are also 

highly dependent on the skills of the individual using the 

instrument. These problems highlight the need for an 

alternative technique that can enhance and complement the 

clinical examination process in diagnosing melanomas. 

 

The current critical review addresses the utilization of 

deep learning for the purpose of detecting melanoma through 
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a comprehensive analysis of the literature on peer-reviewed 

articles within the timeline of 2016 to 2025 from such sources 

as PubMed, IEEE Xplore, Scopus, and Web of Science. The 

annotated bibliographies include the following sections: 

Annotated Bibliography on Melanoma Detection Datasets 

Using Deep Learning: M.P. includes: (1) publicly available 

databases (ISIC, HAM10000, PH2); detailed information 

about the database, its advantages and disadvantages; (2) the 

review of deep learning algorithms (Vision Transformer vs. 

VGG, ResNet, and Inception); comparison of their 

performance; and (3) methods for evaluation of clinical 

application (diversity of the training dataset; generalizability 

to other patient population; interpretability of model outputs 

and decision making). The main sections in the article are: The 

importance of melanoma, its detection, and diagnosis are 

discussed in section one. Section two covers several properties 

of the publicly available databases. Section three reviews the 

performance of deep learning algorithms. Section four covers 

some problems of overfitting, generalizability, and 

interpretability of the results while working with those 

databases. Section five discusses future directions of federated 

learning, XAI, and clinical application research. Conclusion 

and recommendations for further investigation are provided in 

Section 6. 

There has been increasing research on deep learning 

models for skin lesion classification. However, current 

literature on this topic focuses on performance measures and 

does not sufficiently examine the factors that hinder the use of 

such models in clinical practice. Critical limitations of the 

current research include: (1) a lack of comparative assessment 

between the model's generalizability and the constraints of the 

dataset used; (2) a lack of systematic reporting on the process 

of external validation; and (3) a limited investigation into the 

issues associated with ethics, regulation, and model 

explainability. Through the exploration of the bias present in 

datasets, model architecture, and clinical deployment, this 

review aims to address these gaps. 

 

Three aspects distinguish this review from previous 

literature on the same topic: (a) a systematic comparison 

between CNNs and Vision Transformers, both in terms of 

their accuracy and data efficiency; (b) an analysis of the 

limitations of the ISIC, HAM10000, and PH2 datasets, apart 

from class imbalance; and (c) the proposal of an evaluation 

framework (see Table 2, Section 4). 

 

2. Public Datasets 
Melanoma detection processes employing machine 

learning algorithms have extensively utilized the three open-

access data sets (PH2, HAM10000, and ISIC), especially in 

cases where deep learning algorithms have been applied. The 

ISIC data set, containing a huge number of dermoscopy 

images from across the globe, has been instrumental in 

generating reliable algorithms for melanoma segmentation 

and classification. The HAM10000 data set comprises more 

than 10,000 annotated images of seven types of skin lesions, 

one of them being melanoma, hence contributing towards the 

resolution of complex multi-classification scenarios.  

 

Table 1. Dataset Summary 

Dataset 

 

Category 

 

Attributes / Features 

 

Description 

 

ISIC 

 

Dermoscopic images 

of skin lesions 

 

Several kinds of skin lesions, such as 

benign lesions and melanoma. Color 

variation, texture patterns, lesion 

borders, asymmetry, and size 

retrieved from dermoscopic pictures 

are some of the features. 

A sizable and varied collection of 

dermoscopic pictures for melanoma 

diagnosis is offered by the International 

Skin Imaging Collaboration (ISIC) dataset. 

It is frequently used to train and evaluate 

deep learning and machine learning models 

for tasks involving the classification and 

segmentation of skin lesions [14], [15] 

 

 

HAM10000 

 

Dermatoscopic 

images of pigmented 

skin lesions 

 

Seven categories of pigmented skin 

lesions, including melanoma. 

Attributes include color distribution, 

texture, shape descriptors, lesion 

boundaries, and structural patterns. 

 

HAM10000 is a large, publicly available 

dataset containing over 10,000 

dermatoscopic images. It is extensively used 

in machine learning research for skin lesion 

classification and melanoma detection, 

supporting deep learning-based automated 

diagnostic frameworks.[16], [17]  

 

PH2 

 

Dermoscopic images 

of melanocytic 

lesions 

 

Three lesion categories: common 

nevi, atypical nevi, and melanoma. 

Features include lesion color, texture, 

diameter, asymmetry, and clinically 

validated annotations. 

 

PH2 is a curated dermatology dataset 

designed for melanoma research. It serves as 

a benchmark dataset for evaluating machine 

learning algorithms in skin lesion 

segmentation and classification due to its 

high-quality clinical annotations. [14], [18]   
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On the other hand, the PH2 data set is highly specific 

since it consists of annotated images of melanocytic lesions, 

making it possible for the user to carry out a comprehensive 

analysis of the lesions' segmentation and classification. The 

following are some features usually extracted from the data 

sets in order to ensure that the algorithm distinguishes between 

benign and malignant lesions: color, texture, shape, border 

properties, and size. Consequently, these data sets have led to 

the development of innovative AI-based models, thereby 

improving the accuracy of AI-based automatic melanoma 

diagnosis and early detection systems, both of which are vital 

in minimizing melanoma fatalities [14], [16], and [18]. 

 

PubMed, IEEE Xplore, Scopus, and Web of Science were 

employed for a comprehensive literature search from January 

2016 to March 2025. Some of the keywords that have been 

utilized are "melanoma detection," "deep learning," "CNN," 

"Vision Transformer," "dermoscopy database," "deployment 

in clinical practice," and "explainable AI." Peer-reviewed 

studies, use of ISIC, HAM10000, and/or PH2 databases, and 

publication of classification accuracy (AUC, sensitivity, and 

specificity) are the inclusion criteria. The exclusion criteria 

include the following: (a) non-English manuscripts; (b) 

studies without quantifiable outcomes; and (c) reviews not 

focused on melanoma. Of the total 127 articles identified 

initially, only 38 have been included in the review after full-

text examination of 52 articles. 

 

The ISIC, HAM10000, and PH2 databases each possess 

unique qualities that can be valuable in the investigation of 

melanoma detection, but they also have several drawbacks. 

Even though the ISIC database features a large amount of 

images of skin lesions, labeled according to their type, 

allowing for effective model training and generalization of 

various clinical presentations, it suffers from the problems of 

class imbalance and varying quality of images, resulting in 

unpredictable performance of the model [19], [20]. The 

HAM10000 dataset features various images of dermatological 

cases with dermatoscopic details that are specifically labeled 

for seven skin lesion types, among which there is melanoma. 

The images can be used for multi-task categorization studies 

due to their rich description of color, texture, and morphology 

features. The unequal representation of each type of image 

inside each category makes the search for images depicting 

rare types of skin lesions rather difficult [21], [22]. The PH2 

dataset is too small to train deep learning models effectively 

without risking overfitting. Nevertheless, its rich annotation of 

melanocytic lesions allows for segmentation and classification 

research. However, the small size of the PH2 database and the 

limited variation of its samples make it insufficient to reflect 

real-world conditions encountered in routine practice [14], 

[15]. In addition, most of these databases fail to represent 

individuals with a wide variety of skin colors and 

demographics, which might hinder the applicability of AI 

models to various groups. While the above datasets have 

considerably improved algorithms for the detection of 

melanoma, scientists continue working to resolve the present 

problems related to class imbalances, small sample size of rare 

skin lesions, varying image quality, and demographic 

constraints through the use of data augmentation and 

multimodality techniques [19], [21], [22]. 

 

Images from fairer skin types (Fitzpatrick Skin Type I-

III) dominate ISIC, HAM10000, and PH2 datasets. The 

proportion of images for types V-VI is under 5%. Thus, the 

ability of the model to diagnose melanoma on different skin 

types, including acral lentiginous melanoma, is lowered. 

Model training may lead to systematic bias in diagnosing 

diseases without clear fairness metrics like equalized odds. 

 

Data augmentation and sampling methods have been 

widely used to address the problem of underrepresentation of 

minority groups and class imbalance in melanoma datasets. 

Rotations, scales, flips, and generation of synthetic images 

through methods like SMOTE and GANs have been cited by 

authors as some methods that can be used to increase the 

number of samples for the minority class and enhance the 

diversity of the dataset, in addition to increasing class 

representation [23], [24]. The imbalance between classes is 

overcome by giving preference to the minority classes in 

model training through class weighting [25]. Sampling 

strategies like undersampling the dominant class and 

oversampling the minority class help to balance the dataset 

[26], [27]. Unlabeled data and pre-trained knowledge have 

been utilized in semi-supervised learning and transfer learning 

models, respectively, to counteract the problems associated 

with insufficient data and imbalances [28]. 

 

3. Deep Learning Architectures 
Popular CNN architectures for melanoma detection 

research include VGG, ResNet, and Inception; these 

architectures offer different strengths compared to others. For 

instance, the VGG architecture (including VGG by 16s and 

VGG by 19s) has proved very effective in sensitivity and 

accuracy while classifying skin lesions, despite having a 

shallow depth for research purposes. [29], [30]. Due to the 

residual learning ability that allows one to train deep networks 

without facing problems associated with decay, the ResNet 

architecture (e.g., ResNet50) is commonly used. It has been 

found to be helpful in melanoma classification through 

databases such as ISIC [30], [31]. Inception architecture (e.g., 

Inception-v3 and a combination of Inception-ResNet) is used 

for its multi-scale feature extraction capability, especially 

when combined with transfer learning techniques [29], [32]. 

Hybridization techniques are often applied to the CNN models 

to enhance their accuracy. The main factors behind the 

frequent application of the VGG model in melanoma detection 

research include its outstanding performance and simplicity, 

support from the ResNet model in deep network training, and 

multi-scale context analysis offered by the Inception model 

[25]. 
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Fig. 1 Typical deep learning pipeline for melanoma detection 

 

Popular CNN architectures used for studying melanoma 

detection include VGG, ResNet, and Inception, and these 

CNN architectures have distinctive advantages over other 

CNN architectures. For example, VGG architecture (VGG 16s 

and VGG 19s) has shown a significant level of effectiveness 

in terms of sensitivity and accuracy when it comes to skin 

lesion classification despite the architecture being shallow in 

depth for research purposes [29], [30]. ResNet architecture 

(ResNet50), which enables residual learning and helps one to 

train deep networks without any decay issues, is frequently 

used due to the architecture's ability to help researchers 

classify melanomas based on databases like ISIC [30], [31]. 

Inception architecture (Inception-v3 and Inception-ResNet) is 

chosen for multi-scale feature extraction through the use of 

transfer learning [29], [32]. CNN models' hybridization is 

employed in order to improve the accuracy levels. Key reasons 

explaining why the VGG architecture has frequently been 

used in studying melanoma detection include the VGG 

architecture's efficiency and simplicity, the ResNet 

architecture's support in training deep networks, and multi-

scale context analysis through the Inception architecture [25]. 

 

Figure 1 shows an end-to-end system architecture for the 

melanoma classification of dermoscopic images through deep 

learning techniques, consisting of ordered phases that have 

been specifically defined. The dermoscopic image first goes 

through the preparation phase that consists of hair removal, 

artifact removal, color normalization, downsizing to 224 × 

224 pixels, and data augmentation for improved robustness. In 

the optional phase of lesion segmentation, the lesion area is 

delineated, and the border mask is created using a U-Net 

architecture. Discriminatory features from the prepared 

image/lesion mask can be acquired through versatile deep 

learning structures such as VGG16/19, ResNet50 with skip 

connection, Inception models, or a Vision Transformer with 

patch embedding and attention models. These features are fed 
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into a classification model, which includes dense layers, 

dropout, and a softmax layer for aiding in decision-making. 

The final stage ensures interpretability and relevancy through 

the use of an output model that provides a binary classification 

(benign/malignant) along with a probability score and an 

explanation of the findings through an explainable artificial 

intelligence system using Grad-CAM visualizations. 

 

The Graph Neural Network (GNN) approach represents 

skin lesions as graphs of superpixels, incorporating 

topological connections beneficial for detecting irregular 

borders, unlike CNN and Vision Transformer approaches. The 

dependence on vast datasets is reduced by utilizing Self-

Supervised Learning (SSL), which has shown potential in 

training on unlabelled dermoscopic images. Preliminary 

studies indicate that SSL may reach up to 85% of supervised 

learning accuracy using only 10% of labeled data. However, 

although promising for generalization among 

underrepresented skin colors, there is limited research on 

melanoma. 
 

Table 2. Quantitative performance comparison across architectures (meta-analysis of reported results on ISIC) 

Architecture Avg AUC Avg Sensitivity Avg Specificity Dataset(s) Real-world validation? 

VGG16 0.88 84% 85% ISIC 2016 No 

ResNet50 0.92 89% 88% ISIC 2017 Limited 

Inception-v3 0.91 87% 89% HAM10000 No 

Vision 

Transformer 
0.94 91% 90% ISIC 2019 No 

Ensemble 

(CNN+ViT) 
0.95 92% 91% Combined No 

4. Challenges & Future  
One of the problems that affects melanoma detection 

through modeling is the limited size and diversity, leading to 

class imbalance and poor representation of rare types of 

melanomas and skin colors [13], [28]. Datasets often suffer 

from insufficient numbers of labeled images because complex 

models require large quantities of information in order to be 

trained, leading to overfitting, which means models work 

better with training data rather than unseen cases, hampering 

their generalization in practice [37]. The issues of model 

generalization and consistency are complicated by the variety 

of imaging techniques and conditions. Overfitting due to 

limited amounts of diverse data and generalization of models 

among various demographics, imaging techniques, and skin 

conditions leads to poor diagnostic accuracy as one of the 

reasons behind the drawbacks of melanoma detection models 

[38], [39]. As interpretability provides an opportunity to test 

and validate predictions based on medical rationale, it builds 

confidence among dermatologists while providing valuable 

insights into decision-making mechanisms [39], [40]. By 

solving concerns about "black-box" models and ensuring 

collaboration between AI and healthcare professionals for the 

ethical treatment of patients, interpretable models assist 

doctors in understanding, validation, and acceptance of 

diagnostics [39], [40]. 

 

Through inclusion in different demographics as well as 

different geographies, collecting and merging large sets of 

images that include many different skin shades, many types of 

melanomas, and different imaging scenarios will contribute to 

creating databases that can help improve diversity. This will 

lead to less bias and greater generalizability of the model to all 

kinds of patients. Data sharing collaborations, unification of 

many datasets, proper annotation, and incorporating 

information from other modalities, including metadata, will 

contribute to creating more inclusive databases. [39] 

 

There exist immense opportunities to enhance melanoma 

detection through novel approaches such as XAI techniques 

and federated learning methods. The XAI techniques, 

including Grad-CAM, LIME, and SHAP, which offer visible 

explanations for the workings of the machine learning model, 

increase the trust of clinicians and make validation possible, 

an important step towards implementation in practice. [41], 

[42]. Through federated learning, cooperation in training 

models using different data sets without sharing actual patient 

data not only addresses data security and legal concerns but 

also increases the pool of training data. [42]. 

 

The effective use of artificial intelligence models in 

melanoma detection calls for excellent performance validated 

across different populations and imaging settings, as well as 

interpretability, which serves as a link between AI results and 

clinical decisions. Some key issues are ongoing monitoring of 

bias and drift in models, integration into existing clinical 

practices, education for clinicians, and regulatory 

considerations. Furthermore, friendly user interfaces and 

explanation facilities may improve physician and patient 

safety and, in the long run, benefit patients through better 

accuracy. [42], [43]. 

 

In contrast to technical challenges, examples of workflow 

challenges include non-standardized imaging techniques, no 

integration of AI results with clinical reporting systems, and 

unclear legal responsibility for misinterpreting AI results. 

 

4.1. Consent and Privacy of Patient Information 

In the context of data privacy, consent for the use of 

patient information in AI models training is often not 
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provided. It is required by regulatory bodies (GDPR, HIPAA), 

but high-resolution dermoscopy images pose a threat of re-

identification. 

 

4.2. Regulatory Adoption 

To date, there is no approval from the FDA or CE Mark 

for any standalone diagnostic tool based on deep learning 

models for primary melanoma detection. Clinicians must 

monitor the systems. 

 

4.3. Liability and Discrimination 

There is no clear liability when the AI algorithm fails to 

recognize a melanoma. Questions arise regarding the fairness 

of such approaches due to the bias of training datasets and low 

sensitivity to patients with non-white skin. Methods of 

explainable artificial intelligence for melanoma detection 

include: 

• Grad-CAM – highlights areas relevant to classification; 

• LIME – provides a local approximation of decision 

boundaries; 

• SHAP – provides feature importance score. 

 

The main limitation lies in the fact that the heat maps can 

be misleading if the model relies on artifacts rather than 

biological features, such as hair or ruler marks. 

 

5. Conclusion 
Given that models achieve an accuracy rate greater than 

97% in commonly used benchmarks and match or surpass the 

level of dermatologist performance in a controlled setting, this 

research illustrates the tremendous progress that deep learning 

models have made during the past decade in detecting 

melanoma. Although the accuracy achieved by VGG, ResNet, 

and Inception models is considered the benchmark, vision 

transformers and ensemble learning may provide alternative 

directions toward incorporating global contextual 

information. It is worth noting that the contribution of the 

ISIC, HAM10000, and PH2 datasets, which have enabled a 

common benchmark, to the development of these models is 

undeniable. Several obstacles should be overcome to ensure 

that these models can be implemented for therapeutic 

purposes. Not only does the current dataset contain issues such 

as class imbalance and underrepresentation of different skin 

types, but also some rare subtypes of melanoma are missing. 

Model overfitting and poor results when applying them to 

other external datasets highlight the difference between 

benchmark performance and clinical application. Moreover, 

the "black box" nature of these models prevents them from 

being applied in practice because clinicians cannot verify the 

results generated by these models. The three main factors 

required for future success include creating globally 

representative and diverse data sets, incorporating XAI at the 

beginning stages of model creation, and constructing a 

framework of validation through prospective clinical trials. 

Cooperation among computer scientists, dermatologists, and 

regulatory authorities will be required to create melanoma 

diagnosis systems. 

 

With federated learning, issues of privacy and legalities 

associated with patient data will no longer present an issue 

since training will not require sharing any patient information. 

Continuous learning enables model improvement without 

losing past knowledge through the continual addition of new 

dermoscopic instances. While both have yet to prove their 

value for melanoma detection, they are crucial components.
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