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Abstract:

Wireless Sensor Network based solutions
have been widely used since it has the potential to
increase our ability to monitor and interact with our
environment. WSN consist of number of wireless
sensor nodes. Therefore, a node should have long
time operating capability and efficient energy
management. WSN are usually affected by noise
which degrades the performance. It may be affected
either by random error or burst error. In this paper,
a low power sensor node with fault tolerance
capability is developed using verilog code. Hamming
code and Cyclic Redundancy Check is used for error
free communication. The main aim of this project is
to implement the design in FPGA because of its
reprogramming ability and the power efficiency can
be improved significantly in comparison with
commercially micro-controller based sensor.

Keywords —Low power sensor node, verilog,
hamming code, cyclic redundancy check, VLSI,
FPGA.

l. INTRODUCTION

Wireless Sensor Network consists of
numerous tiny sensor nodes deployed in regular or
random manner. Sensor nodes must be low power,
cheap and long lasting. WSN is used in various areas
such as military applications, forest fire detection,
flood detection, drug administrations in hospitals,
home automation, vehicle tracking and detection and
agriculture monitoring system [11]. Each sensor node
consists of sensing, processing and transmission
units. The sensing unit senses various ambient
conditions including temperature, sound, light and
motion around its location. The processing unit
processes the data and splits it into packets. The
transmission unit sends the packets to other higher
order nodes. It is usually assumed that the
transmission unit consumes more energy for data
receiving and data sending. The Sensing unit
consumes less power compared to the transmission
unit. The processing unit, on the other hand
consumes very less power compared to sensing and
transmission unit. Therefore, it is important to put
sensing and transmission unit into sleep mode
whenever possible. Sleep scheduling can be used for
energy management. In WSN, a wake up timer is
used to activate the sensor node. When it receives a
signal it gets activated and after processing it enters
into sleep mode [2].

During transmission, the data may be affected by
noise and other disturbances [10]. It degrades the
performance of the network. These disturbances can
change the shape and timing of the signal. If the data
is binary encoded, they can alter the meaning of the
data. These errors can be classified into two types.
They are single-bit error and burst error. In single-bit
error only one bit of data is changed from 1to O or
vice-versa. It occurs least in serial data transmission
and more in parallel data transmission. Burst error
means that two or more bits in the data are changed
from 1 to 0 or 0 to 1. Burst errors occur more in serial
transmission.

For error detection and correction, the basic
approach is to use redundant bits. The techniques
mostly used are parity check, check sum and CRC.
Hamming code is a linear error correcting code. It
can detect up to two simultaneous bit errors and can
correct one bit error [7]. CRC provides efficient
protection against burst errors. It can detect all one
bit error, two bit errors and all odd number of bits in
error [9].

This paper focuses on implementation of
low power sensor node with error detection and
correction in FPGA. Because VLSI implementation
is the most preferred solution for energy efficiency
where after sensor deployment need for flexibility is
almost nil.

1. RELATED WORKS

Liang et. al. designed a low power sensor
node using wake up radio with frequency about 125
kHZ. Renyan Zhou et. al. designed a sensor node
using 8051 whose clock frequency is 16 MHZ and its
power dissipation is 80 uw [3].
Roshanzadeh et. al. used residue number system for
error detection and correction in sensor node. In this
paper, the technique to reduce traffic rates which
decreases the amount of data transmission is
presented. Error correction and detection using RNS
with minimum redundancy is presented.

Vuran et. al. presented a cross-layer analysis
of cross-layer analysis of error control schemes. This
analysis compares automatic Repeat Request,
Forward Error Correction and hybrid ARQ.
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Wagner et. al. presented a simple lossless data
compression algorithm for commercial sensor node
using Huffman variable length code.

Pothare et. al. designed a Hamming code for
11 bit information using VHDL. Even parity is used
for single bit error detection and correction [7].

Gupta et. al. designed a hamming code for
25 bit information using VHDL. Even and odd parity
check method is used in this paper [8].

Campobello et. al. realized a high speed
hardware for parallel CRC. CRC encoder and
decoder is designed using recursive formula.
Bergmann et. al. implanted CRC-16 in FPGA which
can correct single bit error. Parallel implementation
of CRC is used [9].

1. DESIGN AND IMPLEMENTATION

A. Low Power Sensor Node
Design of sensor node for a power efficient
WSN faces some challenges. They are requirement of
e Large memory
e High computational ability
e Low power consumption
e Large bandwidth

Important design metrics for development of low
power sensor node:

e To develop simple protocols to reduce
power consumption

e Optimized design to
involved

e To reduce the complexity of the circuit

e  Minimum data storage

reduce hardware

Figure 1 represents the operational flowchart
for the sensor node in WSN [1]. It consists of two
types of nodes. They are Coordinator node and sensor
node. Coordinator node is the centralized controller.
It generates a data packet. When the data packet is
ready, it sends a signal to all other neighbor nodes to
check whether they respond or not. If the coordinator
node receives an acknowledgment, it transmits the
data packet to the corresponding node. It owns a GPS
system. It is a specialized sensor network with high
processing capability.

Each sensor node contains LUT. LUT
contains route information. If the path is modified, it
requests the coordinator for the new route.

Figure 3 represents a block diagram of a
sensor network. Coordinator node generates a data
packet with the help of LUT and counter. It sends the
data packet to the sensor node. Sensor node consists
of processor and LUT. Sensor node processes the
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data. It contains LUT for route information. It sends
the data packet to the next sensor node in the route.
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Fig. 1 The Operational Flowchart for Sensor Node in
WSN

The format of the data packet is

Source | Request | Destination | Data End
address | ID address packet | signal

Fig. 2 Data Packet Form
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Fig. 3 Block Diagram of a Sensor Network

Low power sensor node has been designed
and implemented in Xilinx ISE 14.2. Verilog coding
is used to design the sensor node. The power, area
and delay report has been generated using Cadence
tool.

Fig. 4 Test bench Simulation of Coordinator Node
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Figure 4 represents the test bench simulation
of coordinator. Coordinator node generates a data
packet of 24 bits which consist of 4 bit source
address, 2 bit request id, 4bit destination address, 12
bit data packet and 2 bit end signal. Figure 5
represents the RTL schematic of a coordinator node.
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Fig. 5 RTL Schematic of cOordinator Node

Fig. 6 RTL Schematic of Sensor Node

Figure 6 represents RTL schematic of a
sensor node. Sensor node processes the data and
sends it to next node in the route. It consists of D-
latches, MUX and comparator.

Fig. 7b Unknown Destination

Fig. 7 Test bench Simulation of Sensor Node
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Figure 7 represents the test bench simulation
of sensor node. Figure 7a represents the known
transmission. If the destination is known the node
transmits the data to the next node in the route with
request ‘00°. In fig 7b, if the destination is unknown
the node sends request ‘01’ to the coordinator node.

B. Error Detection and Correction
Hamming Code

Richard Hamming invented hamming code.

It can detect up to two bit errors and correct one bit

error. This is done with the help of redundant bits.

Codeword is formed by adding redundant bits with

the data bits.

Using

I=m+n
where | represents the size of code word, m
represents the size of data bits and n represents the
size of redundant bits.
Size of n is calculated by
2">m+n+1

Redundant bits are calculated from the data
bits and its positions in the code word are 2°, 2,
2%....20Y It can be calculated by odd or even parity
check method. Redundant bit values are calculated by
using XOR gates. If the number of 1°s in information
bits is even, it produces the output O else 1.
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Fig. 8 Encoder Block Diagram

Figure 8 represents an encoder block
diagram. Here information of 4 bit is used. Generator
produces redundancy

bits of size 3. Codeword is formed by adding
information bits and redundancy bits. This can be
extended to any number of information bits.
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Fig. 9 Test Bench Simulation of Encoder.

ISSN: 2348 — 8352

www.internationaljournalssrg.org

Page 3




In figure 9, information is of 16 bits. The
redundancy bit of size 5 is generated. Codeword is
generated by adding data and redundant bits.

Decoder block diagram consist of checker
circuit which produces redundancy bits from the code
word. Both redundancy bits are XORed to find the
position of error and the error is corrected in the data.
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Fig. 10 Decoder Block Diagram
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Fig. 11 Test Bench Simulation of Decoder.

Here, corr_data represents the corrupted
data. redl represents the position of error. It denotes
bit 3 is error. Hence 3" bit is toggled and redundancy
bits are removed to get the information bits[7,8].

C. Error Detection and Correction Using Cyclic
Redundancy Check

CRC provides efficient protection against
burst errors which commonly occurs in wireless
transmission. CRC can detect all one bit, two bit and
odd number of error bits. In this paper CRC-16 is
implemented with sensor node which can detect
multiple bit errors and correct single bit error. The
polynomial used is X™+X*+X>+1 in X25 standard.
Parallel implementation of CRC is used here. This
implementation involves two levels of logic and
hence it is fast. Checksum equations are calculated by
shifting and XORing. For 16-bit message, 16-bit
checksum is added with the information to form a
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codeword. At the transmitter, T=D;&C+ , where T is
the transmitted frame, D+ is the transmitted data and
Cr is the transmitted checksum. At the receiver, R=
Dr&Cg , where R is the received frame, Dg is the
received data and C; is the received checksum.
Checksum C¢ is calculated at the receiver using same
logic as that of transmitter. Both the checksum Cc
and Cr is XORed. XOR pattern for all possible single
bit error is calculated and stored in LUT. Cxor =Ct
XOR C¢ is calculated. If the result is zero, the
information is error free else the result is compared
with the values in LUT and the position of error bit is
found and the corresponding bit is toggled at the
receiver side[9].

Flip-Flops

Fig. 12 CRC Block Diagram

The equations to find the CRC is generated
by shifting and XORing as in figure 12.

Figure 13 represents the test simulation of
encoder, where CRC is generated from the equations
computed. For 16 bit data, 16 bit checksum is
generated and hence a codeword of 32 bit is
generated.

Fig. 13 Test Bench Simulation Of Encoder.

CRC is calculated at the receiver side by
using the equations computed before. Both CRC’s
are XORed to get the position of error. With the help
of LUT corresponding bit is toggled to get error free
information.

ddddd L

Fig. 14 Test Bench Simulation of Decoder.
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IV. PERFORMANCE
Power, area and delay of sensor node, CRC,
hamming is estimated using cadence tool.

Table I : Power, Area and Delay Report

INSTANCE [AREA |DELAY |LEAKAGE |DYNAMIC |TOTAL
(ps) |POWER@W) |POWER@W) |POWER(@W)

Sensor 147 432 43.7679 236.5127 280.2805
Hamming |155 725 56.85 568.9 625.77
ere 218 526 77.73 713.39 791.12

Area and power consumption of hamming
code is less compared to cyclic redundancy check.
But delay of hamming code is slightly higher than
CRC. Wireless communication is usually affected by
burst error. Hence, it is better to use CRC for error
detection and correction.

V.  CONCLUSION

Low power sensor node with fault tolerance
mechanism is designed and implemented in Xilinx
ISE 14.2 using verilog. The power dissipation, area
and delay have been estimated for low power sensor
node and error detection and correction mechanisms
using cadence. Power consumption of sensor node is
reduced in terms of uW in VLSI implementation.
Low power sensor node with error detection and
correction presented in this paper gives better
performance compared with micro-controller based
sensors. The other major advantage in VLSI
implementation is its reprogramming capability.
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