
ICMRPS-2018 

Seventh Sense Research Group             www.internationaljournalssrg.org                      Page 1 

Security Analysis of Cognitive Radio Netwoks 

Using Game Theory 

Ajay Singh 

Deptt. of Electronics and Communication Engg. 

National Institute of Technology  

Hamirpur, India 

E-mail: ajaysingh@nith.ac.in 

Ritu Rana 

Deptt. of Management and Humanities 

National Institute of Technology  

Hamirpur, India 

E-mail: riturana2222@gmail.com

 

 
Abstract—In this paper, a cognitive radio network is 

considered where Alice wants to send confidential 

information to the Bob in the presence of primary user 

and eavesdropper. Effect of number of antennas in Bob 

and eavesdropper is discussed using the game theory. It 

is observed that number of antennas in Bob improves 

the security of the system.  
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I.  INTRODUCTION 

Apart from accruing great benefits from the network 

technologies applications, users encounter challenges 

of network security also. Networks are a convenient 

way to access information and provide a sufficient 

communication channel to users. At the same time, 

networks also have several security issues, namely: 

cyber crimes, internet attacks, flooding Denial of 

Service (DoS) attacks, illegal data access, etc. Public 

institutions or private entities can lose financial 

status, important data, and even their reputations as a 

cause of network attacks. Reports of new hackers, 

cyber crimes, and cyberspace incidents [1], [2], [3] 

indicate that network security is a challenging task. 

The conventional solutions to network security face 

several flaws. The implementation of these 

conventional solutions include: employing of a 

preventive device (e.g. firewall) or a reactive device 

(e.g. anti-virus program) or using both together. But, 

these conventional solutions are no longer sufficient 

to counter network attacks. Intrusion Detection 

Systems (IDSs), which are reactive devices, have 

become a necessary addition to every organization’s 

security due to increasingly severe types of attacks in 

recent years [4]. An IDS is a software or hardware 

system that is used to monitor events occurring in a 

network or computer system; an IDS is also used to 

analyze these events in order to determine whether an  
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attack has occurred using such methods as attack 

signature identification, pattern detection, and 

statistical analysis [5]. 

Some types of IDSs are capable of reacting to a 

detected attack without notifying the administrator 

[6], and such reacting IDS are called Intrusion 

Prevention Systems (IPSs). Two weaknesses of IDSs 

are that they are not very sophisticated and that they 

rely on ad hoc schemes and experimental work [7]. 

Due to these, IDSs need design tools to handle 

sophisticated, organized attackers. Many researchers 

have proposed Game theoretic approaches to enhance 

network security. The insufficiency of conventional 

solutions to network security is the cause for lack of a 

quantitative decision framework [8].On the one hand, 

game theory is a mathematical tool to analyze the 

strategic interactions among multiple decision makers 

[12] that compete with each other. It can provide a 

mathematical framework for modeling and analyzing 

network security problems. Game theory is also 

capable of analyzing several possible scenarios before 

determining an appropriate course of action [9]. This 

greatly helps an administrator in decision making. On 

the other hand, security measurement [10] is an 

important part of network security as it evaluates 

integrity, confidentiality, vulnerability, availability, 

and security risks. Every aspect of network security is 

measured in network security measurement. Risk 

assessment [11] is one of these measures. In the 

words of [13], network security measurements 

involve the interactions of attackers and defenders, 

and the result of a measurement can be affected by 

their interactions. For example, one of the metrics in 

risk assessment for a network system is the 

probability of it being attacked. There is a need to 

predict the actions of both the defenders and the 

attackers. Since the interaction process between 

attackers and defenders is a game process, game 

theory can be applied in every possible scenario to 

predict the actions of the attackers and then to 

determine the decisions of the defenders. Therefore, 

game theory-based solutions have been proposed for 

network security problems. 
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II. GAME THEORY AND NASH EQUILIBRIUM 

A. Game Theory 

Game theory is "the study of mathematical 
models of conflict and cooperation between 
intelligent rational decision-makers".  In some 
respects, game theory is the science of strategy, or at 
least the optimal decision-making of independent and 
competing actors in a strategic setting. The key 
pioneers of game theory were mathematicians John 
von Neumann and John Nash, as well as economist 
Oskar Morgenstern. 

The concept of “game” simply means any 
interactive situation in which independent actors 
share more-or-less formal rules and consequences. 
The formal application of game theory requires 
knowledge of the following details: the identity of 
independent actors, their preferences, what they 
know, which strategic acts they are allowed to make, 
and how each decision influences the outcome of the 
game. Depending on the model, various other 
requirements or assumptions may be necessary. 
Finally, each independent actor is assumed to be 
rational. 

B. Nash Equilibrium 

In economics and game theory, Nash Equilibrium 
is a stable state of a system involving the interaction 
of different participants, in which no participant can 
gain by a unilateral change of strategy if the strategies 
of the others remain unchanged. is a solution 
concept of a non-cooperative game involving two or 
more players in which each player is assumed to 
know the equilibrium strategies of the other players, 
and no player has anything to gain by changing only 
their own strategy. 

III. SYSTEM MODEL AND HYPOTHESIS FORMULATION 

Based on the basic concept of Game theory and 
the related Nash Equilibrium, a model of two receiver 
antennas and one transmitter case can be formulated 
as follows: 

A. The Model 

 

 

 

 

 

 

Fig 1: The Model 

 

Assume a situation where there are two players 
with different numbers of antennas, namely, Bob 
(with NB number of antennas) and Eve (with NE 
number of antennas) and both being aware of each 
others’ strategy to increase or decrease the number of 

 

antennas to acquire significant amount of 
information. They try to receive information signals 
transmitted through only one transmitter, namely, 
Alice in the presence of primary user (PU). Assume 
that the motive of Alice’s transmission is to send the 
information to Bob only but Eve is also a key player 
as a security threat to both Alice and Bob’s 
information exchange. 

This situation gives rise to the introduction of 
game theory for determining the number of antennas 
that Bob should use in order to minimise the security 
threat that both Alice and Bob may face caused by 
Eve’s interest in stealing the information transmitted. 

The model can be illustrated easily with the help 
of Fig.1. 

To tackle this situation, a hypothesis can be 
formulated as follows: 

B. The Hypothesis 

 The Null Hypothesis for Bob to minimise the 
security threat is to have an appropriate number of 
antennas (NB) which is higher than that of the number 
of antennas used by Eve (NE). Considering this in 
mind, the null hypothesis in this case thus becomes: 

H0: NB > NE 

Alternatively, if this hypothesis is not satisfied, we 
will have the alternative hypothesis that Eve gets 
success in stealing the information. In this case, the 
number of antennas that Eve is using (NE) will be 
greater than that of the number of antennas Bob is 
using (NB). Based on this information, the alternative 
hypothesis in our case becomes: 

Ha: NB < NE 

IV. NASH EQUILIBRIUM IN CR NETWORK 

Based on the system model and the hypothesis, 
Nash equilibrium in our case can be achieved as 
shown in Table 1. 

Table 1: Nash Equilibrium in CR Network 

 

 

Bob 

Eve 

Number of 
Antennas 

More Less 

More 
1
Fair 2

Good 

Less 
3
Poor 

4
Fair 

 

Table 1 indicates that Nash equilibrium can be 
achieved in case 1 i.e., when both the players have 
same number of antennas but our Null hypothesis 
(H0) can be achieved in case 2 i.e., when NB > NE. If 
this is not the case, the alternative hypothesis holds 
true. 

 

Bob Alice 

EVE 

EVE 

PU 
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V. CONCLUSION 

A cognitive radio network is considered where 
Alice wants to send confidential information to the 
Bob in the presence of primary user and 
eavesdropper. Effect of number of antennas in Bob 
and eavesdropper is discussed using the game theory. 
It is observed that number of antennas in Bob 
improves the security of the system. 
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