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Abstract  

          Intrusion by unauthorized person is main 

concern in large area such as industries. There are 

lot of traditional methods developed such as fencing 

and monitoring through manually. They eventually 

failed due to detaching fencing around industrial 

area and in case of manual monitoring surveillance 

continuous is major concern as larger areas are 

monitored. To overcome the above problem, an 

introduces a system .The proposed system consists of 

Infra-Red, Passive IR, Ultra sonic sensors for 

detection of intrusion. In case of authenticated entry 

system is enclosed with Radio Frequency 

Identification and Detection reader reads RFID tags 

from authenticated persons. If trespassing is done 

then sensors are activated and send intrusion 

information to central monitoring station which is 

remotely located from area of intrusion through 

Internet of Things (IOT). Central monitoring station 

monitors servers through it if intrusion is detected in 

server then IP camera is activated which takes 

images of surrounding area and it is confirmed by 

central monitoring system. Then message is send to 

higher authorities reporting intrusion over SMS 

through GSM module .The major advantage of the 

proposed system is real-time intrusion detection at 

various locations at same time. The communication of 

the proposed system is carried from server to client 

through Internet of Things that reduces power 

consumption and access to many servers. 
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I. INTRODUCTION 
 

    These days are increasing number of industries and 

large organizations .and also increasing the threats 

and unidentified entry. And it is a major issue of the 

industries and large organizations, and the system is 

protected and easily identified enter into the premises. 

This system is developing by WSN (wireless sensor 

network) and IR sensor, ultrasonic sensor. They 

monitor the surroundings of coverage area 

automatically. If any threats or un authorized person 

entered identified by through the RFID and the data is 

delivered through IOT and it report a alarm. This 

project makes detailed description of infrared sensor  

 

 

based wirelesssensor network and its practicality in 

implementing it for security applications. This can be 

further extended to protected zones in large extent in 

near future. Executing, and working a remote sensor 

based lattice system includes an extensive variety of 

controls and numerous application-particular 

limitations. This is because of the inconceivable 

capability of remote cross section system to give 

integration between the physical world and virtual 

world and it rising as another zone of exploration 

work in late year. Infrared (IR) based remote Intruder 

recognition framework is an mechanized location 

framework that can be utilized to screen the ensured 

places by planting the IRsensors encompassing the 

spots which should be screen with least wire 

association forforce supply at a certain separation to 

gather the interruption data and sending it to the 

control station remotely by means of numerous 

switch for further handling utilizingweb empowered 

programming to educate the higher power by sending 

SMS. 

 

II. LITERATURE SURVEY 

 

       [1] Explained commercial Applications of 

Wireless Sensor Networks Using ZigBee. In this 

paper implemented by using ZigBee It is used 

forshort distance communication and cannot be used 

for outdoor communication and low transmission data 

rate. [2] Examined the vulnerabilities of wireless ad-

hoc network.in this paper implemented by using 

Wireless adhoc networks.it has low communication 

speed and it requires large power and it has more 

complex. [3] proposed a security system architecture 

which uses both sensors and cameras. Sensors 

illustrated so as to know positions below emergency 

and cameras form onsite situation disabling 

difficulties.  [4]in this paper implemented by using 

Wi-Fi technology. The module consumes more 

power, so it requires a extra voltage regulator with 

battery. Wi-Fi technology is arranged for sensor 

actions enable to IPConnectivity. [5] designed a 

method for traffic congestion using RFID and 

GSMtechnologies. In this paper implemented by 

GSM module .it has burst transmission technology, it 

affords limited data rate and limited coverage range. 
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III. PROPOSED METHOD 

 
Fig.1. block diagram of proposed method 

 

A. IR sensor 

         Infra-red sensor devices emit radiation into 

surroundings and capture heat from the objects in 

surrounding areas and their detection is done through 

this. If sensor measures rather than emitting infrared 

radiation they may be labeled as passive sensors. 

These sensors radiate in infrared spectrum>750nm 

which is inconspicuous. The transmitter and receiver 

are IR LED and IR photodiode correspondingly but 

having equal wavelength. 

 

B. PIR Sensor 

        It is an electronic sensor an individual of PIR 

sensor detects changes in the infra-red radiation .it 

which depend on the temperature and surface .the 

sensor converts the resulting change incoming 

infrared radiation into temperature. When a object is 

passes in front of the back ground. It can be noise 

source hence that signal is amplified and filtered next 

send to decision system to make correct decision 

regarding source. S/N ratio decline consistent square 

of distance in between sensor and source. 

 

C. Ultra-sonic Sensor 

      Ultra-sonic sensors assess features of high 

frequency sound waves overhead audibleness of 

human ear. It converts into electrical signals to 

ultrasonic. And it is acoustic sensor. And it is also 

used as transducer. 

 

D. RFID reader 

         RFID readers do communication with RFID 

tags. This communication is over radio frequency 

since transmitter to receiver and vice versa. So the 

relative among reader and passive tag is similar 

master-slave relation. Where Reader is considered as 

master and Tag acts as Slave. Such that slave receives 

powerto communicate with master reader through 

data processed through middleware. This middleware 

process data by sending commands to reader. And 

gather the information from RFID tag, used to track 

individual objects. RFID is a technology is similar to 

barcodes. 

 
E. IOT 

      The internet of things is a system of interlating 

computing devices,mechanical and digital machines 

,that are provided with unique identifires and ability 

totransfer the data over a network with out require 

human.IOT has envolved in the covarage of wireless 

technologies .the covarage has helped tear down 

operational technology and information 

technology.method of communication between end 

user and physical devices like RFID,MEMS.and it 

provides better peerformance. 

 

F. FLOWCHART 
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IV. RESULTS AND CONCLUSION 

 

       Proposed system implementation includes several 

stages for execution. In microcontroller connected to 

a server system and Ethernet cable connected to a 

server node.in this project used in programming 

language is used in java .the data transmission 

through server node is established by common 

transmitter and receiver jar. And it is used foe serial 

communication ,if any intrusion detected then ip 

camera is activated for capturing images of 

surrounding environments. Here two cases of 

detection in case RFID detection and another case 

RFID not detected 

 

 
 

 
 

V. FUTURE SCOPE 

This project Implemented for intrusion recognition 

system is supported for several purposes which 

contain control of intrusion at specific area of 

intrusion are detected and complete them into 

database. Decision of intrusion at specified area and 

identified time is obviously notified. Embedded 

sensors at node obviously show the interloper access 

if over and this data is passed to central monitoring 

station on real time accomplishment. And also used 

for gas sensors for monitoring industrial condition 

and pollution control sensors for controlling pollution 

levels and  Climatic conditions. 
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