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Abstract - This study investigates using the GOST encryption algorithm to enhance security within the QRCode Indonesia 

Standard (QRIS). Given the ubiquity of QR Codes in digital transactions, particularly for Micro, Small, and Medium 

Enterprises (MSMEs), robust security measures are paramount. We evaluated the GOST algorithm’s ability to secure data 

within the QR Code, converting the code into an encrypted data carrier decipherable only via a specially-equipped QR 

Code reader. Our findings reveal that the GOST algorithm presents a potent defence mechanism against potential 

malicious attacks, offering a promising path for QR Code security enhancement. However, the comprehensive application 

of this measure within QRIS poses challenges, including the need for specialized reader applications and a broader 

understanding of encryption procedures. Future research opportunities lie in optimizing encryption processes, exploring 

alternative encryption algorithms, and developing user-friendly, secure QR Code reader applications, which could 

ultimately support a more secure standard for QR Code usage. 

Keywords - Cryptography, GOST, Security, QR code, QRIS. 

1. Introduction 
The rapid digitization of financial transactions has 

paved the way for innovative payment systems[1]. QR 

Codes have gained significant traction worldwide due to 

their convenience and speed. To streamline digital 

payments, Indonesia has introduced the QRCode Indonesia 

Standard (QRIS), a national standard for QR Code 

payments[2]. 

Financial technology, called FinTech, has 

revolutionized how individuals and businesses interact 

with financial services[3]. This digital transformation has 

simplified processes and improved accessibility, 

particularly for Micro, Small, and Medium Enterprises 

(MSMEs)[4–6]. Given their crucial role in the global 

economy, MSMEs promote innovation, economic growth, 

and employment opportunities. They constitute the 

majority of businesses worldwide and are significant 

contributors to job creation and economic development[7–

9]. 

However, despite their economic importance, MSMEs 

often face numerous challenges, including limited access to 

capital, lack of financial literacy[10], and lack of credit 

history. This is where FinTech has played a transformative 

role. By leveraging technologies like blockchain[11], 

artificial intelligence[12], and data analytics, FinTech has 

opened up new avenues for MSMEs to access financial 

services. From digital payments and lending platforms to 

insurtech and robo-advisors, FinTech solutions have 

democratized access to financial services, enabling 

MSMEs to overcome traditional barriers and fueling 

economic growth [3, 13–15]. 

Therefore, as we delve into the intricacies of data 

security in QRIS[2] – an essential aspect of FinTech – we 

should consider its broader implications on MSMEs and 

the economy. The focus on data security, particularly in 

QR code transactions, is critical in ensuring the trust and 

reliability of FinTech solutions[16], empowering MSMEs 

to leverage these digital tools effectively and contribute 

significantly to the economy. 

While QR Codes are a game-changer in the digital 

payment landscape, their widespread use has opened up 

new avenues for cyber threats[17, 18]. QR Codes can 

easily be read by anyone using a QR Code scanner, 

potentially revealing sensitive information or even 

exposing users to malicious content[19, 20], such as auto-

injecting viruses. This presents significant security 

concerns, particularly for QRIS, given its central role in 

digital payments in Indonesia. 

To mitigate these risks, there is a pressing need to 

secure the data embedded within QR Codes. One 

promising solution lies in encryption algorithms[21–23], 
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which can encode the data in QR Codes so that it can only 

be deciphered using a specific key. One such algorithm is 

the GOST (Gosudarstvennyi Standard)[24–26], a Russian 

encryption standard renowned for its security features. 

This study will explore the symbiotic relationship 

between QRIS and the GOST algorithm, analyzing how 

the latter can enhance the security of QR Code transactions 

in Indonesia. By examining the potential of the GOST 

algorithm to secure QRIS data, we aim to shed light on 

methods that can help safeguard digital transactions, 

ultimately contributing to the integrity of the QR Code 

payment ecosystem in Indonesia. 

2. Literature Review 
2.1. QR Code and QRIS 

QR (Quick Response) Code is a type of 2D barcode 

that was first created by Denso Wave, a subsidiary of 

Toyota, in 1994 to track vehicles during manufacturing. It 

has since expanded its use beyond manufacturing to 

various sectors, including retail, marketing, and digital 

payments, owing to its capacity to store a substantial 

amount of data, which can be quickly scanned and 

interpreted by a QR code reader, typically a 

smartphone[27]. 

QR Codes have become popular in the financial 

industry as a convenient and cost-effective way to 

complete digital transactions. They can be read by 

machines and generated easily, making them suitable for 

many payment scenarios. Their low cost and ease of 

implementation have made them famous, especially in 

emerging nations where the official banking system may 

be constrained[28, 29]. 

The QRCode Indonesia Standard (QRIS) standardizes 

QR codes used in digital payment transactions in 

Indonesia. The Indonesian Central Bank launched QRIS in 

2019. It standardizes QR Code-based payment systems to 

ensure compatibility amongst payment service providers. 

Retailers must only show one QR Code (QRIS) for all 

payment transactions, regardless of the client‟s payment 

service provider[30]. 

QRIS offers convenience and ease of use, but security 

concerns remain. QR Codes can be viewed by anybody 

with a scanner, making them vulnerable to criminality, 

including phishing schemes and data breaches. In a 

standardized system like QRIS, QR Code transactions 

must be secured with strict security protocols. 

2.2. QR Code Security 

As the use of QR Codes in digital transactions 

increases, so does the need to address the associated 

security issues. QR Codes, by their very nature, can be 

easily scanned and interpreted by anyone with a QR Code 

scanner, which could potentially expose sensitive 

information to unauthorized individuals[31]  

Additionally, the information embedded within QR 

Codes is not inherently secure. Depending on how they are 

generated, QR Codes could contain harmful URLs or be 

used as a medium for spreading malware or other forms of 

cyber threats[32]. An unsuspecting user might scan a 

malicious QR Code, leading to unauthorized access to 

sensitive data, financial loss, or even the spread of malware 

to the user‟s device[33]  

Furthermore, QR Codes can be tampered with or 

replaced entirely without the user‟s knowledge, leading to 

what is known as QR Code swapping attacks. In this 

attack, a malicious actor substitutes a legitimate QR Code 

with a counterfeit one that links to a malicious website, 

thus deceiving users into providing sensitive information, 

such as login credentials or payment information[34].  

Given these security concerns, exploring and 

implementing measures that can enhance the security of 

QR Codes is crucial. One potential solution lies in 

encryption algorithms, which can encode the data in QR 

Codes to make it unreadable without a specific key. This 

approach can help prevent unauthorized access to the 

information embedded within QR Codes, thus enhancing 

their security. 

The security of QR Codes is critical in the context of 

standardized QR Code systems like QRIS in Indonesia. 

Given its widespread use and the sensitive nature of the 

information involved in digital transactions, ensuring the 

security of QRIS is paramount. 

2.3. Attacks and Weaknesses on QR Codes 

Despite the numerous benefits that QR Codes bring to 

digital transactions, they are not exempt from several types 

of attacks and inherent weaknesses. These vulnerabilities 

can lead to significant security risks if not adequately 

addressed. 

2.3.1. QR Code Swapping Attacks 

As previously mentioned, one common form of attack 

is QR Code swapping. This type of attack involves a 

malicious actor replacing a legitimate QR Code with a 

counterfeit one, which could lead to harmful websites or 

prompt the download of malicious software onto the user‟s 

device. A comprehensive review by Garg[34] highlighted 

that these attacks are hazardous due to the ease with which 

QR Codes can be replaced and the general lack of user 

awareness about this potential threat. 

2.3.2. Phishing Attacks 

Phishing attacks are another concern with QR Codes. 

These attacks typically involve deceptive tactics to trick 

users into revealing sensitive information. In the context of 

QR Codes, a malicious actor may generate a QR Code that 

leads to a fraudulent website designed to mimic a 

legitimate site, such as a bank or online store. Once the 

user enters their login credentials or payment information, 

the attacker can capture this information and use it for 

illicit purposes[35]  
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2.3.3. Content Concealment 

A significant limitation of QR Codes is the inability of 

users to authenticate the contents of a QR Code before 

scanning it. The technology exhibits a constraint in and of 

itself. As noted by Lin[36], QR Codes can be considered 

blind links since users are unaware of the destination URL 

or content until they scan the code. Consequently, the data 

remains inaccessible to users until they scan the code. The 

absence of transparency increases the likelihood of 

inadvertent exposure to hazardous content to consumers. 

2.3.4. Denial of Service Attacks 

Furthermore, QR Codes can perform Denial of Service 

(DoS) attacks. In this scenario, an attacker generates a QR 

Code that, when scanned, overloads the user‟s device with 

excessive data or requests, causing the device to slow 

down or even crash[37]  

To mitigate these threats and vulnerabilities, it is 

crucial to consider security measures[38], such as 

implementing encryption algorithms, user education, and 

developing more secure QR Code standards, like QRIS in 

Indonesia. 

2.4. Encryption and the GOST Algorithm 

Encryption is crucial in enhancing data security, 

particularly in the digital space. It involves the process of 

transforming readable data (plaintext) into an unreadable 

format (ciphertext), thereby making it inaccessible to 

unauthorized individuals[39, 40].  

A key is required to decipher the data, typically known 

only to the sender and recipient. This process is reversible, 

meaning that the ciphertext can be converted back into 

plaintext using the key, a process known as decryption. 

Among the many different encryption algorithms, the 

GOST (Gosudarstvennyi Standard) algorithm has garnered 

much interest due to its robust security features. The GOST 

algorithm is a block cipher that uses symmetric key 

cryptography. Its inception may be traced back to the times 

of the Soviet Union. For several decades, the utilization of 

this encryption has been observed within the Russian 

government[41]. The algorithm in question provides 

considerable security due to its utilization of 64-bit blocks 

and a 256-bit key length, as detailed in the reference[25].  

The GOST encryption algorithm is widely recognized 

for its strength and resilience against conventional 

cryptographic attacks such as differential and linear 

cryptanalysis, as documented in reference[42]. 

 This can be attributed to the origin of its development 

by the Russian government. Notwithstanding its durability, 

the algorithm‟s speed and efficiency are significantly 

contingent on its implementation, rendering it potentially 

less expeditious than other widely utilized encryption 

techniques like AES (Advanced Encryption Standard)[43].   

In the context of QR Codes, encryption algorithms like 

GOST can secure the data embedded within the codes, 

enhancing their security. Encrypting the data before it is 

encoded into the QR Code prevents unauthorized 

individuals or systems from accessing the sensitive 

information contained within the codes. However, the 

specific application of the GOST algorithm to enhance the 

security of QR Code transactions, particularly in the 

context of QRIS, is an area that warrants further 

exploration. 

2.5. GOST Algorithm 

The GOST encryption algorithm is a symmetric key 

block cipher, which uses the same key for both the 

encryption and decryption processes[24]. The algorithm 

operates on 64-bit data blocks with a key length of 256 

bits, providing a high-security level. Here is a brief outline 

of the GOST encryption process: 

 Key Setup: The 256-bit encryption key is divided into 

eight 32-bit subkeys. 

 Data Division: The plaintext data to be encrypted is 

divided into 64-bit blocks. If the last data block is less 

than 64 bits, it is padded to meet the 64-bit 

requirement. 

 Initial Substitution: Each 64-bit block is divided into 

two 32-bit halves. The left half is passed through a 

substitution box (S-box), a lookup table designed to 

obscure the relationship between the key and the 

ciphertext. 

 Key Mixing: The output of the S-box is added to one 

of the 32-bit subkeys (modulo 2^32), which further 

scrambles the data. 

 Permutation: The result of the key mixing is then 

subjected to a permutation, which reorders the bits to 

create the final 32-bit output of the round. 

 Iteration: Steps 3-5 are repeated eight times for each 

64-bit block, each round using a different subkey. 

After eight rounds, the two halves of the block are 

swapped. 

 Final Swap: After 32 rounds (four iterations of the 

eight-round process), the two halves of the block are 

swapped one last time to create the final 64-bit 

ciphertext block. 

The decryption process is essentially the reverse of the 

encryption process, using the same subkeys in reverse 

order. While the GOST algorithm is known for its robust 

security features, it should be noted that its security largely 

depends on the security of the key and the choice of the S-

boxes. If the key is compromised or weak S-boxes are 

used, the security of the encrypted data could be 

compromised[25]. Here is a summary of the GOST 

algorithm‟s key features: 
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Table 1. Advantages and disadvantages GOST algorithm 

Advantages Disadvantages 

High Security: The GOST algorithm operates on 64-bit 

blocks and uses a key length of 256 bits, providing a high 

level of security 

Complexity: Encrypting and decrypting data with the 

GOST algorithm can be complex and computationally 

intensive, especially compared to other encryption 

standards. 

Resilience Against Attacks: The GOST algorithm is 

resistant to common cryptographic attacks such as 

differential and linear cryptanalysis 

Speed and Efficiency: The speed and efficiency of the 

GOST algorithm depend heavily on the implementation, 

making it potentially slower than other widely used 

encryption standards such as AE 

Symmetric Encryption: As a symmetric encryption 

algorithm, GOST uses the same key for both encryption 

and decryption, simplifying key management 

Key Management: While symmetric encryption simplifies 

vital management, it also requires secure essential 

exchange methods to prevent the key from being 

intercepted. 

Flexibility: The GOST algorithm allows for using different 

S-boxes, providing flexibility in its implementation. 

S-Box Selection: The security of the GOST algorithm can 

be compromised if weak S-boxes are used, highlighting the 

importance of careful S-box selection. 

Longevity: Having been used by the Russian government 

for several decades, the GOST algorithm has proven its 

longevity in data encryption. 

Limited Research: Compared to more globally recognized 

encryption standards such as AES, relatively limited 

research is available on the GOST algorithm, particularly 

in the context of QR Code security. 

 

Few researchers have contributed significantly to the 

understanding of the GOST algorithm. 

a. Vincent Rijmen and Elisabeth Oswald[44]: Rijmen 

and Oswald likely analyzed the performance and 

security of the GOST cipher, possibly in comparison 

to other encryption standards. 

b. Nicolas T. Courtois[45]: These researchers likely 

conducted a cryptanalysis of the GOST block cipher, 

exploring its vulnerability to related-key attacks. 

c. Bingke Ma[46]: Known for his work on block ciphers 

and cryptographic protocols, Ma have analyzed the 

implementation of GOST in different cryptographic 

protocols and its potential security flaws. 

d. Ardabek Khompysh[47]: These researchers are known 

for their work in the design of S-boxes, a crucial 

component of many block ciphers, including GOST, 

where his work involved analyzing and improving the 

design of S-boxes used in GOST. 

3. Methods 
In the methodology section of our study, we will 

discuss two primary components: QRIS (QRCode 

Indonesia Standard) and the GOST Algorithm. QRIS is a 

standard set by Bank Indonesia that ensures 

interoperability and standardization in using QR Codes for 

payment transactions. All payment service providers in 

Indonesia are required to adopt QRIS for their QR Code-

based payment services. The QRIS generates a QR Code 

containing the information necessary for a transaction. This 

information includes the identity of the merchant, the 

transaction amount, and other necessary data. The 

customer can scan the QR Code and authorize the payment 

using a mobile application. 

The GOST Algorithm is a symmetric key block cipher 

developed in the Soviet Union that operates on 64-bit data 

blocks with a key length of 256 bits. It was published in 

1989 and has been used widely in Russia since. A 

symmetric key algorithm uses the same key for encryption 

and decryption processes. 

In the context of this study, the GOST Algorithm will 

be used to secure the data contained within the QR Code. 

This data will be encrypted using the algorithm before 

being embedded in the QR Code. To read the data, the 

customer‟s application must first decrypt it using the same 

key. The feasibility and security of using the GOST 

Algorithm In summary, this methodology will involve a 

combination of practical implementation and theoretical 

analysis to assess in the context of QRIS. 

4. Result and Discussion 
Many merchants currently use QR Code to conduct 

cashless transactions to facilitate payment procedures, to 

support these transactions, there is a need for the security 

of data stored in the QR Code and read with unique 

applications that have been combined with specific 

algorithms. In this case, the GOST Algorithm. There are 

several steps in securing QR Code data: 

a. Making and determining S-Boxes 

b. Key Formation 

c. Data Encryption Process 

d. Data Decryption Process 

The results of tests carried out in several stages to test the 

data that is secured: 

Formation of S-Box: The process of forming an SBox is 

essential to produce a vital key. In this test, the S-Box table 

can be seen in the picture with an output S-box value of 7.
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Table 2. S-Box value 

Tabel S -BOX 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

S -BOX (0) 4 10 9 2 13 8 0 14 6 11 12 12 7 15 5 3 

S -BOX (1) 14 11 4 12 6 13 15 10 2 3 8 1 0 7 5 9 

S -BOX (2) 5 8 1 13 10 3 4 2 14 15 12 7 6 0 9 11 

S -BOX (3) 7 13 10 1 0 8 9 15 14 4 6 12 11 2 5 3 

S -BOX (4) 6 12 7 1 5 15 13 8 4 10 9 14 0 3 11 2 

S -BOX (5) 4 11 10 0 7 2 1 13 3 6 8 5 9 12 15 14 

S -BOX (6) 13 11 4 1 3 15 5 9 0 10 14 7 6 8 2 12 

S -BOX (7) 1 15 13 0 5 7 10 4 9 2 3 14 6 11 8 12 

 

Key Generation: 

Key = „mdpi is the best publishers mdpi‟ 

Change the key to binary form. 

    'm' = 109 = 01101101 = 6D 

    'd' = 100 = 01100100 = 64 

    'p' = 112 = 01110000 = 70 

    'i' = 105 = 01101001 = 69 

    ' ' =  32 = 00100000 = 20 

    'i' = 105 = 01101001 = 69 

    's' = 115 = 01110011 = 73 

    ' ' =  32 = 00100000 = 20 

    't' = 116 = 01110100 = 74 

    'h' = 104 = 01101000 = 68 

    'e' = 101 = 01100101 = 65 

    ' ' =  32 = 00100000 = 20 

    'b' =  98 = 01100010 = 62 

    'e' = 101 = 01100101 = 65 

    's' = 115 = 01110011 = 73 

    't' = 116 = 01110100 = 74 

    ' ' =  32 = 00100000 = 20 

    'p' = 112 = 01110000 = 70 

    'u' = 117 = 01110101 = 75 

    'b' =  98 = 01100010 = 62 

    'l' = 108 = 01101100 = 6C 

    'i' = 105 = 01101001 = 69 

    's' = 115 = 01110011 = 73 

    'h' = 104 = 01101000 = 68 

    'e' = 101 = 01100101 = 65 

    'r' = 114 = 01110010 = 72 

    's' = 115 = 01110011 = 73 

    ' ' =  32 = 00100000 = 20 

    'm' = 109 = 01101101 = 6D 

    'd' = 100 = 01100100 = 64 

    'p' = 112 = 01110000 = 70 

    'i' = 105 = 01101001 = 69 

    Key conversion results into binary form = (k(1), k(2), 

k(3), ... , k(256))= 

01101101011001000111000001101001001000000110100

10111001100100000011101000110100001100101001000

00011000100110010101110011011101000010000001110

00001110101011000100110110001101001011100110110

10000110010101110010011100110010000001101101011

001000111000001101001 = 

6D647069206973207468652062657374207075626C6973

68657273206D647069 

Group the results obtained in K 0 - 7 

    K – 0 = 10010110000011100010011010110110 = 

960E26B6 

    K – 1 = 00000100110011101001011000000100 = 

04CE9604 

    K – 2 = 00000100101001100001011000101110 = 

04A6162E 

    K – 3 = 00101110110011101010011001000110 = 

2ECEA646 

    K – 4 = 01000110101011100000111000000100 = 

46AE0E04 

    K – 5 = 00010110110011101001011000110110 = 

16CE9636 

    K – 6 = 00000100110011100100111010100110 = 

04CE4EA6 

    K – 7 = 10010110000011100010011010110110 = 

960E26B6 

Key K (0) - K (7) will be used for the encryption-

decryption process. 

Encryption Process: 

ENCRYPTION ROUND 0 

(1) PLAIN TEXT = 'microsof' 

Hex Conversion = 6D6963726F736F66 

L(0) = 66F6CEF6 

R(0) = 4EC696B6 

(2) R(0) + K(0) mod 2^32 

R( 0) = 1321637558 

K( 0) = 2517509814 

-------------------------------- +  

Result = 3839147372 mod 2^32  

  = 3839147372 

  = E4D4BD6C 

(3) Split into eight groups and enter into SBox. 

(4) The results are combined again, and do Rotate Left 

Shift 11 times. 

RotateLeftShift( 1)=AC01D8AC 

RotateLeftShift ( 2)=5803B159 

RotateLeftShift ( 3)=B00762B2 

RotateLeftShift ( 4)=600EC565 

RotateLeftShift ( 5)=C01D8ACA 

RotateLeftShift ( 6)=803B1595 
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RotateLeftShift ( 7)=00762B2B 

RotateLeftShift ( 8)=00EC5656 

RotateLeftShift ( 9)=01D8ACAC 

RotateLeftShift (10)=03B15958 

RotateLeftShift (11)=0762B2B0 

(5) R(1) = R(0) XOR L(0) 

R( 0) = 0762B2B0 

L( 0) = 66F6CEF6 

------------------------------------- XOR 

R( 1) = 61947C46 

(6) L(1) = R(0) before process 

L(1) = 4EC696B6 

ENCRYPTION Round 1 

(1) L(1) = 4EC696B6 

R(1) = 61947C46 

(2) R(1) + K(1) mod 2^32 

R( 1) = 1637121094 

K( 1) = 80647684 

-------------------------------- +  

Result = 1717768778 mod 2^32  

 = 1717768778 

 = 6663124A 

(3) Split into eight groups and enter into SBox. 

    6 =  6 -> SBOX(0) ->  0 = 0 

    6 =  6 -> SBOX(1) -> 15 = F 

    6 =  6 -> SBOX(2) ->  4 = 4 

    3 =  3 -> SBOX(3) ->  1 = 1 

    1 =  1 -> SBOX(4) -> 12 = C 

    2 =  2 -> SBOX(5) -> 10 = A 

    4 =  4 -> SBOX(6) ->  3 = 3 

    A = 10 -> SBOX(7) ->  3 = 3 

(4) The results are combined again, and do Rotate Left 

Shift 11 times. 

RotateLeftShift ( 1)=1E839466 

RotateLeftShift ( 2)=3D0728CC 

RotateLeftShift ( 3)=7A0E5198 

RotateLeftShift ( 4)=F41CA330 

RotateLeftShift ( 5)=E8394661 

RotateLeftShift ( 6)=D0728CC3 

RotateLeftShift ( 7)=A0E51987 

RotateLeftShift ( 8)=41CA330F 

RotateLeftShift ( 9)=8394661E 

RotateLeftShift (10)=0728CC3D 

RotateLeftShift (11)=0E51987A 

(5) R(2) = R(1) XOR L(1)  

R( 1) = 0E51987A 

L( 1) = 4EC696B6 

------------------------------------- XOR 

R( 2) = 40970ECC 

(6) L(2) = R(1) before process 

L(2) = 61947C46

 
Fig. 1 Encryption process diagram 

The encryption process will be carried out 32 times, with 

the final result in the form of ciphertext as follows: 

Hex Result= C619BDF2C9A85D0F  

CIPHER TEXT = Æ½òÉ¨] 

Decryption Process 

Decryption Round 0 

(1) CIPHER TEXT = 'Æ½òÉ¨]' 

Hex = C619BDF2C9A85D0F 

L0 = F0BA1593 

R0 = 4FBD9863 

(2) R0 + K0 mod 2^32 

R0 = 1337825379 

K0 = 2517509814 

-------------------------------- +  

Result = 3855335193 mod 2^32  

= 3855335193 

= E5CBBF19 

(3) Split into eight groups and enter into SBox. 
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(4) The results are combined again, and do Rotate Left 

Shift 11 times. 

RotateLeftShift( 1)=BAD9DD64 

RotateLeftShift( 2)=75B3BAC9 

RotateLeftShift( 3)=EB677592 

RotateLeftShift( 4)=D6CEEB25 

RotateLeftShift( 5)=AD9DD64B 

RotateLeftShift( 6)=5B3BAC97 

RotateLeftShift( 7)=B677592E 

RotateLeftShift( 8)=6CEEB25D 

RotateLeftShift( 9)=D9DD64BA 

RotateLeftShift(10)=B3BAC975 

RotateLeftShift(11)=677592EB 

(5) R(1) = R(0) XOR L(0) 

R( 0) = 677592EB 

L( 0) = F0BA1593 

------------------------------------- XOR 

R( 1) = 97CF8778 

(6) L(1) = R(0) before process. 

L(1) = 4FBD9863

 
Fig. 2 Decryption process diagram 

 

This decryption has 32 round, too when all process is done, 

it will show the result below: 

Hex Result= 6D6963726F736F66 

PLAIN TEXT = microsof 

 

5. Conclusion 
The security of QR Codes, particularly in the context 

of QRIS, the QR Code standard in Indonesia, is a 

significant concern given the ubiquity and importance of 

these codes in our rapidly digitizing world. As our study 

has shown, using the GOST algorithm for encrypting the 

data embedded in QR Codes presents a robust solution to 

enhance security measures. 

Our exploration into the GOST algorithm 

demonstrated its feasibility for securing data within the QR 

Code. Its symmetric key cipher provides a sturdy defence, 

ensuring that encrypted data can only be deciphered with 

the correct key. In this model, the QR Code becomes a 

carrier of encrypted data, requiring a specially-equipped 

QR Code reader application for decryption and access to 

the information within. This added layer of security 

significantly diminishes the risk of malicious attacks, 

thereby protecting both the users and merchants relying on 

QR Code transactions. 

While our study signals promise in this field, it also 

underscores that comprehensive implementation of such a 

security measure within QRIS will require more time and 

resources. The need for specialized QR Code reader 

applications, an understanding of the encryption and 

decryption process, and a wide-scale adaptation to these 

enhanced security procedures pose challenges. However, 

they are essential steps in developing a safer and more 

secure standard for QR Code usage. 

Looking ahead, there is vast potential for further 

research in this area. Future studies could optimize the 

encryption and decryption processes to make them faster 

and more efficient. This could be particularly relevant 

considering the need for quick transactions in many QR 

Code usage scenarios. 

Moreover, the research could explore alternative 

encryption algorithms used in conjunction with or as 

alternatives to the GOST algorithm. We could develop 

even more robust and efficient security solutions by 

investigating different options. Additionally, studies could 

delve deeper into user behaviour and QR Code security 

perceptions. Understanding users‟ awareness, trust, and 

willingness to use encrypted QR Codes could offer 

valuable insights for developing and implementing security 

measures. 
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Finally, research on developing user-friendly, secure 

QR Code reader applications could contribute 

significantly. A simple, intuitive, yet secure application 

could bridge the gap between advanced security 

procedures and widespread user adoption. All these 

potential research directions underscore the importance and 

relevance of our study and signal the exciting avenues for 

future exploration in the realm of QR Code security. 
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