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Abstract - This paper comprehensively compares the evolution of mobile technology from 1G to 5G. The study investigates the
generational changes in technologies, infrastructure, data transfer and connectivity, network capacity and spectral efficiency,
latency and responsiveness, and security provisions. The context of the study is established in the introduction, which
emphasises the significance of comprehending the evolution of mobile technology. Examining technologies and infrastructure
reveals the underlying technologies used in each generation, whereas data transfer and connectivity analysis illustrates the
exponential growth in data transfer rates. Additionally, the study emphasises the enhancements in network capacity, spectral
efficiency, and the significance of decreased latency for more responsive user experiences. In addition, it examines the security
provisions implemented in each generation to safeguard the data and privacy of users. This comparative study provides
valuable insights into the advancements and transformations that have shaped the mobile communication landscape, providing

the groundwork for future advancements in mobile technology.
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1. Introduction

The astonishing development of mobile technology [1]
has revolutionised our contact methods, information
acquisition, and social interaction. Connectivity, data transfer
speeds, and the capabilities of our handheld devices have all
seen tremendous improvements as mobile technology has
evolved over the past couple of decades. The advent of 1G
mobile technology in the early 1980s marked the beginning
of cellular communication. Basic voice calls were made

possible by 1G, the first generation of mobile
telecommunications based on analogue technology.
However, 1G's shortcomings quickly became evident,

prompting the development of 2G.

The introduction of digital speech encoding by 2G in the
1990s radically altered mobile communications. Because of
this development, telephone conversations are now more
productive and steady. The revolutionary SMS (Short
Message Service) was introduced in the second generation,
allowing users to communicate with one another by text
message. The advent of digital technology paved the way for
the development of cutting-edge portable gadgets.

In the vicinity of the turn of 2000, third-generation
mobile networks became the norm. High-speed data access
was brought to mobile devices by 3G networks, which used
technologies like UMTS (Universal Mobile
Telecommunications System) and CDMA2000. Due to this
development, users could access the internet via mobile
devices, utilise multimedia services, and engage in video
calls. The introduction of 3G completely altered how we
communicate, enjoy ourselves, and learn new things.

A further substantial improvement in mobile
communication was made with the introduction of 4G
technology in the 2010s. 4G networks were developed to
accommodate the increasing need for quicker and more
dependable data transfer, and they brought about significant
enhancements in these areas along with latency and capacity.

The widespread introduction of LTE (Long-Term
Evolution) has made it possible to stream high-definition
videos without interruption, download files quickly, and
access a vast library of mobile applications, turning our
smartphones into essential tools for work and play.
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The fifth generation of mobile technology, or 5G, is at
the forefront of a new era and promises much. 5G's potential
for terabit speeds, microsecond latency, and ubiquitous
connection can transform how we communicate and the
foundations of our modern economy.

This in-depth analysis will compare and contrast the
features, significant developments, and consequences of each
generation of mobile technology. Learn how we got from the
days of analogue phone conversations to today's hyper-
connected world of the Internet of Things. This research aims
to draw attention to mobile technology's astonishing
advancements, pinpoint the factors influencing its growth,
and illuminate where this dynamic sector might be headed.
Let us take a trip together to investigate the tremendous
effects of mobile technology's rapid development.

2. Technologies and Infrastructure

1G: The first version of mobile technology, 1G [2],
depends on analog technology for making voice calls. The
underlying infrastructure comprised a network of analogue
base stations utilising frequency division multiple access
(FDMA) to send and receive signals. The voice
transmissions were carried over narrowband analogue
frequencies utilising these base stations, dispersed across the
service region.

Fig. 1 First-generation mobile

2G: Introducing 2G [3, 4] significantly incorporated
digital technology into mobile communications. Analogue
signals have been phased out and replaced by digital audio
encoding techniques such as time division multiple access
(TDMA) and code division multiple access (CDMA).

This change made it possible to use the existing
spectrum  more efficiently, enhancing the voice
transmissions' quality. Implementing digital base stations,
which sent and received digital signals in time slots or using
unique codes, was an essential part of the network
infrastructure for 2G, which required their use. This enabled
several people to access the same frequency range
simultaneously.
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Fig. 2 Second generation mobiles

3G: The third generation, often known as 3G[5], is
notable for the introduction of packet-switching technology,
which enables high-speed data transport in addition to voice
conversations. Implementing networks based on the
Universal Mobile Telecommunications System (UMTS) or
CDMA2000 was required to construct the 3G
infrastructure[6]. These networks used a more extensive
frequency band, providing faster data transfer rates. Mobile
internet access, video calling, and the distribution of
multimedia material are only some of the services that can be
supported by the base station's ability to manage voice and
data traffic simultaneously.

Fig. 3 Third generation mobiles

4G: 4G[7] networks brought about a fundamental shift
in mobile technology by enabling faster data transfer speeds
and better multimedia capabilities. 4G networks are
designated by the abbreviation 4G. The Long-Term
Evolution (LTE) technology[8] is now considered the
standard for 4G networks.

LTE networks utilise an all-IP (Internet Protocol)
architecture, enabling a more significant data throughput
while lowering latency. The infrastructure consisted of LTE
base stations, which are often referred to as eNodeBs. These
base stations provided advanced services like HD video
streaming, online gaming, and real-time multimedia
communication. They also permitted seamless connectivity.
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Fig. 4 Fourth generation mobiles

5G is the fifth generation [9, 10] of mobile technology
and represents a significant leap from previous generations.
It uses cutting-edge technology, including massive MIMO
(Multiple-Input  Multiple-Output) and beamforming, in
addition to introducing millimetre wave frequencies
(mmWave). 5G networks[11-13] use low-, mid-, and high-
band frequencies to provide tremendous data transfer rates,
extremely low latency, and massive device connectivity. In
order to meet the increased data capacity and coverage
requirements, the infrastructure for 5G requires the
deployment of tiny cells in addition to an extensive network
of base stations. Beamforming is utilised in both the
transmission and reception of signals by these base stations.
This helps to maximize the signal's power while
simultaneously minimizing interference.

Fig. 5 Fifth generation mobiles

Each successive generation of mobile technology has
witnessed substantial improvements regarding network
architecture, transmission speeds, and capacity possibilities.
Voice quality was significantly enhanced due to the shift
from analogue (1G) to digital (2G) technology, which
allowed for more effective spectrum utilisation. It was not
until the development of third-generation (3G) packet
switching that better data transfer speeds and the capacity to
access mobile internet services became a reality. The
transition to LTE (4G) brought considerably quicker data
transfer rates and a move towards an all-IP network design.
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With its mmWave frequencies and other cutting-edge
technology, 5G promises to deliver data speeds that have
never been seen before, along with minimal latency and the
ability to connect an enormous number of devices
simultaneously.

The requirements for the infrastructure have likewise
progressed with each new generation. The infrastructure was
improved to enable digital signals, moving from the scattered
analogue base stations of the first generation to the
deployment of digital base stations for the second generation.
The construction of UMTS or CDMA2000 networks[11, 14,
15] was necessary for the development of 3G networks since
these networks offered more significant frequency spectrums
and more technologically advanced base stations. LTE base
stations were required to be implemented into 4G networks
to support high-speed data transport and multimedia services.
In order to meet the requirements of the next generation, the
infrastructure for 5G will consist of a vast network of base
stations, tiny cells, and sophisticated beamforming
techniques. This will allow 5G to deliver the enhanced
capacity and coverage that will be necessary.

In general, the progressions made in technology and
infrastructure across the generations of mobile technology
have played a significant part in the transformation of mobile
communication. These breakthroughs have made it possible
to transport data more quickly, expanded connectivity, and
opened up new avenues for communication and services.

3. Data Transfer and Connectivity

The speed at which data may be transferred is one of the
most critical characteristics of mobile technology that has
changed dramatically throughout its development. The
capacities of data transport increased with the introduction of
each new generation, allowing users to access and transmit
information at significantly increased rates.

As shown in Table 1, In the early days of mobile
communication, only one generation (1G) networks
concentrated exclusively on voice conversations and had
restricted data transfer capabilities. However, with the advent
of digital technology with 2G, data transfer rates showed a
discernible improvement. Even though 2G networks were
primarily intended for phone conversations and text
messages, they did transmit relatively tiny amounts of data,
enabling users to do tasks such as email and internet
browsing of a fundamental nature. The introduction of third-
generation (3G) mobile networks brought about a substantial
evolution in these networks, which made faster data transfer
rates possible and paved the path for genuine mobile internet
access. Users can now browse the internet, download files,
and participate in activities that need a significant amount of
data because of the launch of 3G, which significantly
increased data rates.
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Although initial 3G speeds varied, they typically
provided data transmission rates ranging from a few
megabits per second (Mbps) to roughly 200 Kilobits per
second (Kbps).

The subsequent transition to 4G networks represented a
significant turning point in mobile data transfer rates.
Compared to their predecessors, 4G networks provided
speeds that were noticeably more expedient due to their
design, which was intended to accommodate the growing
demand for mobile data. Long-Term evolution, also known
as LTE, is the technology used as the standard for 4G
networks. It can deliver data transfer rates that average
around 10-20 Mbps, with peak speeds reaching 100 Mbps
under optimal conditions. This enhancement allowed
customers to enjoy uninterrupted high-definition video
streaming, accelerated download speeds, and improved
online gaming experiences.

Table 1. Data transfer rates in different mobile generations

. Data Transfer Connectivity
Generation
Rate Features
1G Very Low Analogue voice calls
Digital voice calls
Up to 50-100 . !
2G Kbps (GPRS) text meszagmg, basic
ata
Mobile internet
3G Up to 2-10 Mbps access, video calls,
(HSPA) Lo
multimedia
High-speed mobile
4G Up to 100 Mbps internet, HD video
streaming
Ultra-fast mobile
5G Up to 10 Ghps internet, low latency,
loT

In order to move closer to the era of 5G, there will be an
increased emphasis placed on the speeds at which data can be
transferred. Theoretical peak rates for 5G networks are
expected to exceed 10 gigabits per second (Gbps), allowing
lightning-fast speeds to deliver. It is anticipated that these
speeds will cause a revolution in various industries by
facilitating the development of technology like autonomous
vehicles, augmented reality (AR), virtual reality (VR), and
streaming video in ultra-high quality. Users of 5G will be
able to experience almost instantaneous downloads,
communication in real-time that is seamless, and a digital
experience that is highly responsive and immersive.

It is essential to remember that data transmission speeds
might change depending on various circumstances, including
the capabilities of the user's device, the level of network
congestion, and the signal strength. The theoretical speeds
indicated for each generation represent the highest potential;
nevertheless, the speeds achieved in the real world may
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differ. In general, the progression of data transmission rates
across the generations of mobile technology has been
impressive. As a result, users now have access to information
that can be shared and accessed more timely and effectively.
The increasing need for faster data transfer speeds will likely
be a driving force behind additional innovations and
advancements in connectivity as technology continues to
evolve.

4. Network Capacity and Spectral Efficiency

The growth of mobile technology has brought about
substantial breakthroughs in network capacity, enabling
better data throughput and accommodating the ever-
increasing demand for mobile data. These developments
have been brought about due to the evolution of mobile
technology. "spectral efficiency” refers to effectively
utilising the available frequency spectrum. With each new
generation of mobile technology, spectral efficiency has
noticeable increases. These enhancements have been made
feasible by various means, such as enhanced methods of
multiple access and signal modulation algorithms.

At the beginning of mobile communication, there were
only 1G networks[16], which had a limited capacity because
they primarily focused on analogue phone calls. Despite this,
digital technologies such as Time Division Multiple Access
(TDMA) and Code Division Multiple Access (CDMA)
existed after the shift to 2G. These multiple access methods
allowed numerous users to share the same frequency band
simultaneously, significantly increasing the network's
capacity. In addition, second-generation (2G) wireless
networks pioneered more effective signal modulation
techniques, such as Gaussian Minimum Shift Keying
(GMSK)[17] and Quadrature Phase Shift Keying (QPSK),
which allowed for an increase in the quantity of data that
could be transmitted while maintaining the same bandwidth.

The introduction of 3G resulted in additional increases
in the capacity of networks. The third generation of networks
used more modern multiple access methods, such as
Wideband Code Division Multiple Access (WCDMA) [18]
and CDMA2000. These approaches enabled faster data
transmission rates and better spectrum efficiency. These
technologies used methods such as spread spectrum and
improved coding schemes to use the frequency spectrum
effectively and support more users and data traffic.

In addition to introducing 4G networks, attention
switched to the Long-Term Evolution (LTE) technology,
considerably increasing the network's capacity. After it was
accepted, Orthogonal Frequency Division Multiplexing
(OFDM)[19] became the underlying modulation strategy for
LTE networks. OFDM is a method that allows for data
transmission in parallel and effectively utilises the frequency
spectrum by dividing the available frequency range into
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several subcarriers. Consequently, this led to better data
transmission rates, enhanced spectral efficiency, and
increased network capacity compared to earlier generations
of networking technology.

In this age of 5G, network capacity and spectral
efficiency have taken on an even greater level of importance.
In order to significantly improve the capacity of the network,
fifth-generation networks utilise cutting-edge technology
such as massive MIMOJ[20] (Multiple-Input Multiple-
Output) and beamforming. Massive MIMOJ[21] is a
technique that serves several customers simultaneously by
utilising a large number of antennas at the base station.

This technique improves both capacity and spectral
efficiency. Beamforming technology directs the wireless
signal towards the target user, reducing the amount of
interference and increasing the effectiveness of the
transmission. 5G networks can sustain the exponential
development in data demand and link many devices due to
advancements in multiple access and signal modulation
techniques.

In general, the development of mobile technology has
resulted in significant advances in both the capacity of
networks and the efficiency with which they use spectrum.
Each new generation has presented novel approaches to meet
the ever-increasing demand for mobile data and enable the
most effective use of the available frequency spectrum.

Some examples of these novel approaches include
sophisticated multiple-access methods and signal modulation
algorithms. These technological developments have opened
the way for faster data transmission rates, more fantastic user
experiences, and the capability to serve a wide range of
applications and services in our increasingly connected
society.

The Table 2 highlights the network capacity
improvements achieved in each generation, focusing on the
multiple access techniques and signal modulation schemes
employed. Using multiple access techniques such as TDMA,
CDMA, WCDMA, and CDMAZ2000 in 2G and 3G networks
enabled better sharing of the available frequency spectrum
among multiple users, resulting in improved network
capacity. Additionally, advancements in signal modulation
schemes, including GMSK, QPSK, and OFDM, allowed for
efficient data transmission within the given bandwidth.
Notably, 5G incorporates massive MIMO and beamforming
technologies, further expanding network capacity.

The Table 3 provides an overview of the spectral
efficiency techniques utilized in each generation. Spectral
efficiency refers to how efficiently the available frequency
spectrum transmits data. Spread spectrum techniques,
advanced coding schemes, and other innovations in 3G
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networks enhanced spectral efficiency. Adopting OFDM in
4G networks significantly improved spectral efficiency by
dividing the frequency spectrum into multiple subcarriers.
5G networks continue to improve spectral efficiency through
techniques like massive MIMO and beamforming, which
maximize the utilization of the frequency spectrum.

Table 2. Network capacities in different mobile generations

Multiple Signal Network
Generation Access Modulation Capacity
Techniques | Schemes | Improvement
1G Analog N/A Voice calls
Improved
2G TDMA, GMSK, capacity for
CDMA QPSK voice calls and
primary data
s Se%rt%?n Higher data
3G WCDMA, a%vance d transfer rates,
CDMA2000 - improved
coding capacit
schemes pacity
Significant
increase in
4G LTE OFDM network
capacity
Massive Advanced Er)](g:,cgrllr:g
5G MIMO, modulation .
; - capacity
beamforming | technigues
further

Table 3. Spectral efficiency in different mobile generations

Generation Spectral Efficiency Techniques
1G N/A
2G TDMA, CDMA
3G Spread spectrum, advanced coding
schemes
4G OFDM
5G Massive MIMO, beamforming

5. Latency and Responsiveness

Latency[22] is when data travels from its origination
point to its final destination inside a network. It is sometimes
referred to as network delay. It is essential in determining
mobile technology's responsiveness and capacity for real-
time interaction. The latency characteristics have greatly
improved with each generation of mobile technology, driven
by technological breakthroughs that prioritise reducing
latency and enabling more responsive user experiences. This
improvement can be attributed to the fact that each
generation of mobile technology has been built on the
previous one. Compared to the features of other generations'
networks, the latency of 1G networks[23] was relatively
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significant due to the analogue nature of these networks and
their restricted data capacity. Latency has gradually lowered
throughout the evolution of technology from 2G to 3G to 4G,
which has made it possible for more real-time
communication and interactive experiences.

Nevertheless, a significant improvement in latency
reduction has been accomplished with the rollout of 5G
technology. Fifth-generation networks have as their primary
objective the delivery of extremely low latency, often in a
few milliseconds. This is made feasible by numerous
technological developments, including network slicing, edge
computing, and sophisticated signalling protocols.
Communication that is almost immediate and apps with high
responsiveness are made possible by 5G technology, which
shortens the time it takes for data to travel between devices
and network equipment.

Reducing latency has been a primary focus of recent
technical developments because it is essential in improving
user experiences and developing a wide range of
applications. Low latency is significant in time-sensitive
applications such as online gaming, where even a moment's
delay can substantially affect the game's experience. 5G's
low-latency connections allow gamers to experience more
responsive and immersive experiences.

Applications that facilitate real-time communication,
such as video conferencing and voice over Internet Protocol
(VolP), can significantly gain from a reduced latency.
Conversations will feel more natural and interactive thanks to
the little delay that 5G networks provide. This will make
them more similar to communication that takes place face-to-
face.

Furthermore, to provide real-time decision-making and
precise control, upcoming technologies such as self-driving
automobiles and remote surgical procedures greatly rely on
reduced latency. Low latency is essential for autonomous
vehicles because it enables rapid communication between
vehicles and infrastructure, enabling them to respond quickly
to changing traffic circumstances. In a similar vein, reduced
latency is essential for ensuring that the surgeon's actions are
instantly translated into the exact movements of robotic
surgical tools in the case of remote surgery.

In conclusion, the generations of mobile technology
have seen a tremendous reduction in latency, with 5G setting
new norms for communication with ultra-low latency. The
goal to create more responsive and interactive user
experiences across various applications has been the primary
motivation for the focus placed on reducing latency. Having
a low latency when playing video games, engaging in real-
time communication, and utilising new technology such as
remote surgery and driverless vehicles is essential. The
progressions in mobile technology have prepared the way for
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quicker decision-making, more smooth interactions, and the
actualization of futuristic applications that call for real-time
responsiveness.

Table 4. Latency characteristics

. Typical
Generation | Latency Range Applications
1G High latency Voice calls
2G Moderate latency Basic data t'ransfer,
messaging
3G Lower Latency V|_de0 calls, mobile
internet access
Real-time
4G Low latency multimedia, online
gaming
Autonomous
5G Ultra-low latency vehicles, remote
surgery

6. Security Provisions

Ensuring the security of mobile communications has
been a significant concern throughout the evolution of
mobile technology. Each generation of mobile networks has
introduced new security provisions to protect user data,
privacy, and network integrity. Let's explore the security
provisions[24, 25] in different mobile generations:

6.1.1G

1G networks primarily focused on analog voice calls and
had limited security provisions. The primary security
measure in 1G was analog encryption techniques to prevent
unauthorized interception of voice calls.

6.2. 2G

2G networks brought digital technologies and enhanced
security features compared to 1G. Authentication
mechanisms were introduced to ensure the subscriber's
identity and prevent unauthorized access.

Encryption algorithms like A5/1 and A5/2 were used to
protect voice calls and text messages. However,
vulnerabilities in the encryption algorithms of 2G were
discovered over time, leading to security concerns[26].

6.3. 3G

3G networks introduced stronger security provisions to
address the vulnerabilities found in 2G. Enhanced encryption
algorithms, such as KASUMI, were implemented to provide
better voice and data transmission protection. 3G networks
also introduced mutual authentication between the user's
device and the network, ensuring secure communication[27].
Additional security features like integrity checks, digital
certificates, and secure tunnelling protocols were
implemented to protect user data and prevent unauthorized
access.
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6.4. 4G

4G networks introduced significant advancements in
security provisions compared to previous generations. The
LTE standard adopted the more robust encryption algorithm
AES (Advanced Encryption Standard) to protect data
transmission.

Improved authentication mechanisms were
implemented, such as using SIM cards with more robust
security features. Integrity protection mechanisms and secure
tunnelling protocols, such as IPsec (Internet Protocol
Security), were used to ensure data integrity and
confidentiality.

6.5.5G

5G networks have prioritized security as a fundamental
aspect of the architecture. Enhanced security features include
more robust encryption algorithms like AES-GCM
(Galois/Counter Mode).

Introducing network slicing in 5G enables the isolation
of sensitive applications and services, enhancing security and
privacy. 5G  networks implement more stringent
authentication protocols, including 5G-AKA (Authentication
and Key Agreement), to ensure secure access and
communication.

Mobile technology generations have significantly
advanced security provisions to address evolving security
threats and protect user data and privacy. From the limited
security measures in 1G to the robust security provisions in
5G, each generation has strived to enhance security and
ensure a more secure and trustworthy mobile communication
environment.

However, it is essential to note that as technology
advances, so do the techniques used by malicious actors.

Constant research, updates, and collaboration between
industry stakeholders are essential to stay ahead of security
challenges and maintain the integrity and privacy of mobile
networks.

The Table-5 overviews the security provisions in
different mobile generations. It highlights the encryption
algorithms, authentication mechanisms, and integrity
protection measures to ensure secure communication.

The Table-6 highlights the security vulnerabilities found
in different mobile generations and the corresponding
improvements made to address those vulnerabilities. Digital
security features were lacking in 1G, leaving it open to
unauthorised interception.

The A5/1 and A5/2 encryption algorithms were found to
have flaws in 2G, which could have resulted in security
lapses.  Stronger encryption methods and mutual
authentication and integrity protection procedures were
added to 3G to address these weaknesses. Attacks on
encryption and SIM card flaws emerged as issues with the
advent of 4G. In order to reduce these dangers, 4G networks
improved SIM authentication, adopted the more secure AES
encryption technique, and put in place integrity protection
measures.

Network slicing in 5G poses possible security issues,
making isolating sensitive applications and services essential.
In order to mitigate these dangers, 5G networks have adopted
improved integrity  protection measures, 5G-AKA
authentication, and strengthened encryption algorithms.

Table 6 briefly overview the security features, flaws, and
advancements across many mobile generations, showing
ongoing efforts to strengthen security and safeguard user
information and privacy.

Table 5. Security provisions in different Mobile generations

Generation Encryption Algorithms | Authentication Mechanisms Integrity Protection
1G Analog encryption N/A N/A
Subscriber Identity Module o

2G ASIL, ASI2 (SIM) authentication Limited

3G KASUMI Mutual authentication Integrity checks, digital
certificates

AES (Advanced Stronger SIM authentication, . . .

4G Encryption Standard) IPsec Integrity protection mechanisms

5G AES-GCM 5G-AKA authentication Enhanced integrity protection,
network slicing




Kireet Muppavararam et al. / IJECE, 10(7), 54-62, 2023

Table 6. Security vulnerabilities and improvements

Generation | Security Vulnerabilities Security Improvements
1G Lack of_dlgltal security N/A
mechanisms
2G Vulnerabilities in A5/1 and | Introduction of stronger encryption
Ab5/2 encryption algorithms, enhanced authentication
Improved but still Stronger encryption algorithms, mutual
3G . A . .
vulnerable encryption authentication, integrity protection
Attacks on encryption, SIM | Adoption of AES encryption, stronger SIM
4G i S . .
card vulnerabilities authentication, integrity protection
5G Potential security risks in Enhanced encryption, 5G-AKA
network slicing authentication, advanced integrity protection

7. Conclusion

In conclusion, our comparative analysis of mobile
technology from 1G to 5G has revealed significant
advancements in various areas. The development of
technologies and infrastructure has revolutionized data
transfer and connectivity, resulting in increased network
capacity and quicker transmission speeds. Significant
reductions in latency have enabled more responsive and
interactive user experiences. In addition, the implementation
of stringent security provisions has protected the data and
privacy of users. This study highlights the continuous

enhanced connectivity, and mobile

communication security.

user experiences,
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