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Abstract - Web-based Cloud Computing is widely used to store data. Most firms who are shifting to the cloud find it cost-
effective. Despite its popularity, it has presented several security concerns to its users. Cloud Computing data security has
become a critical issue that requires prompt response. This paper proposes an appropriate usage of AES and an effective cloud-
based data storage solution. The proposed data security solution is implemented by improving the standard AES algorithm.
Furthermore, the proposed techniques use de-duplication to save storage space for user data. The Extensive Advanced
Encryption Standard (EAES) methodology was applied, and the results were superior to the conventional Advanced Encryption
Standard method. The research tries to tackle the issues stated above in stages. Initially, a broad library of strategies addressing
the data security problem is explored, and their limitations are noted. The Extensive Advanced Encryption normal technology
is used, yielding considerable results compared to the normal Advanced Encryption Standard approach.
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1. Introduction

Cloud Computing setups involve multiple remote servers
operating together over the internet and networks. Users save
or retrieve information in files that are stored centrally. The
networks provide them online access via cloud computing
services such as laaS, PaaS, and SaaS. This changing
paradigm has created a slew of new challenges [1], the most
pressing of which is data security. Data transferred via the
internet is vulnerable to attacks, making it a weak point for
cloud operations. It is a critical issue that must be handled
based on wusers' privacy and security concerns. Data
segregation and session hijacking have grown commonplace
in network environments. Furthermore, Cloud environments
comprise genuine physical resources handled in a virtual
environment, which presents significant security challenges.
The challenges and issues encountered in existing Cloud
contexts are discussed below.

IT areas have been vulnerable to attacks, particularly in
open environments, placing data in danger. This problem
becomes magnified when the data is kept in a separate system
or geographical area and accessed over the internet. Thus, data
privacy and security have become key concerns for users in
Cloud contexts. This aspect has been studied both
commercially and academically for a long time. CC’s future
development lies in mitigating this issue as commercial and
non-commercial organizations move towards the cloud [2].
Securing data in the cloud involves both hardware and

software. User and industry concerns on data security can be
discussed as several factors, starting with data integrity. The
confidentiality of information is a critical component in
protecting users' private or confidential data. Clouds utilize
authentication and access constraints to ensure this factor.
TCCs that address confidentiality are deemed trustworthy and
reputable. Despite widespread trust in CSPs, it is hard to
eliminate potential security concerns from insiders. Simple
encryption and key management do not address the issue since
attacks grow more difficult when they interfere with network
searches or perform simultaneous alterations. Only fine-
grained authorizations can aid in recovery from such
difficulties. One significant advantage of clouds is data
availability. In the event of hard disk loss or natural disasters
such as fire or network outages, users' data may not be
completely retrieved, leaving them with just the CSP's
guarantee. Furthermore, the fact that user data exists in
multiple geolocations raises severe concerns about data
security because CSPs are subject to local legal restrictions.
CSPs must emphasize to clients these difficulties to gain their
trust by ensuring data security and explaining local regulations
to  potential  customers.  Sharing data  storage
locations/relocations, availability, and fees might help develop
CC users' confidence. Even while clouds store user data
openly, users have fewer control options. This refers to
personal information that is hidden and only available to those
whom people trust. Privacy can be described in terms of three
elements: when, how, and extent. When indicated, prior
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knowledge relevant to the future may be revealed. This implies
that a person may share information with friends and refrain
from receiving automatic warnings. Extent refers to
information that has been reported as ambiguous. Cloud
privacy implies that sensitive data must be protected against
adversaries and leaks.

1.1. Dedupe

Data de-duplication reduces duplicates in files, hence
reducing space in CC storage. CSPs execute de-duplication in
the background while other processes are running. This is
commonly done during data replication, vault backups, or file
transfers between clouds [3-5]. De-duplication can also be
considered an intelligent file compression technique because
it reduces data storage space. The procedure ensures that only
one instance of a file exists in the cloud. When users save the
same file again, only a pointer to the new file is kept, and no
new copy is created. Each file or chunk is assigned a unique
hash number (at the block level) using hash algorithms such
as MD5 or SHAL. The produced hash number is compared
with the index's current hash numbers. If this happens, the new
hash number and data are preserved, and the information is not
saved elsewhere. Chunks of data identified with the hash may
repeat, or a hash collision may occur, resulting in data loss
because only one chunk is retrieved using the hash. Figure 1
explains the deduplication operation for three users. Users
submit their files to the server for storage, and the files X1,
X2, and X3 are replicated and de-duplicated. One important
advantage of de-duplication lies in speeding up backups or
recovery of files in the cloud. Data de-duplication processes
can be classed based on data unit, disk and location placement,
as stated below. Data de-duplication is performed at both the
file and block levels.

In the former, two files' hash values are compared; if they
match, one is de-duplicated. In block-level de-duplication,
chunks are produced by breaking up the file contents. The
chunks created can be of fixed or variable length [6-9]. As the
name says, fixed-size chunking breaks the file into equal-sized
chunks. It is faster than other chunking techniques. However,
it suffers from the "Boundary Shift" problem whenever the
data changes. Variable length blocks improve data de-
duplication throughput. Disk placement De-duplication is
dependent on how data is saved on disk. Two strategies are
used: forward and backward reference. Forward reference
preserves fresh data chunks while creating pointers to older
data chunks. Backward reference data pieces are heavily
fragmented.

Location-based de-duplication is divided into two forms
based on the source and target. On the client side, source-
based deduplication is carried out. The data is de-duplicated
before being sent to the storage server. This conserves both
network bandwidth and storage space. Target-based de-
duplication occurs on the server side, and the client is unaware
of the process. There is no overhead for the client. Targeted
de-duplication saves storage space but not network
bandwidth. Although it costs less, the encryption process takes
longer. ECC elliptical curves have finite values and exhibit
symmetry along the graph's x-axis. ECC's 512-bit key is equal
to RSA's 15,360-bit key. Prime number factorization is the
foundation of RSA, a product of two huge primes. It is a
complicated method to decrypt the assigned prime numbers,
which makes it secure. RSA decryption can be expensive and
time-consuming, even on huge devices. RSA can be highly
useful at higher levels of security, but it is getting increasingly
wasteful. DES/3DES information three times.
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The symmetrical encryption method is triple DES, and the
key is kept private. In CBC (Cipher Block Chaining) mode,
many data encryptions fail. AES: This symmetric block
cipher, also known as the Rijndael cipher, was introduced in
2002, and the ANIST issued a study in 2001 following brute-
force attacks that compromised DES keys. The encryption and
decryption block sizes are 128 bits. It is mostly used to protect
sensitive government information.

2. Literature Survey

The biggest issue with employing secret keys in CC is
that their numbers increase proportionally as the number of
files increases. It becomes inconvenient when users must
note or remember many concealed key values. Convergent
encryptions are inefficient and pose complications, but AES
encryptions, while considered safe, require a long time to
perform because each encryption block only contains 128
bits. Using the same privilege key for data storage and
retrieval may enable hackers or attackers to guess the access
key easily. These safety concerns have been a barrier to
limiting industrial Cloud applications [11].

The cloud protection solution is then proposed using the
two-way password concept. After the user is authorized, this
method produces two passwords. The biggest disadvantage
of this strategy is that, for no apparent reason, the user must
trust the cloud provider, and the mechanism is difficult. A
privilege key is used in modern cloud protection techniques
to store and retrieve data. Data is sent with the privilege key
for storage, encrypted with convergent encryption, and
transferred to a hybrid cloud. De-duplication is a valuable
and promising strategy for managing cloud data, as
mentioned in earlier sections. These safety concerns have
been a hurdle to limiting industrial Cloud applications [12].

Unlike standard de-duplication approaches, which
extract data from existing information, this methodology
removes duplicate data from new data [13]. This highly
dependable approach can be used to reduce the number of
bytes delivered during network transfers. Cloud storage
provides a low-cost way for personal computing devices to
secure data. Cloud enables centralized cloud administration,
which improves dependability and cost-effectiveness.

This provides quick disaster recovery backup storage,
which is still critical to data backup. Backup datasets for
cloud-based IT resources are highly redundant. There is
certainly plenty of potential for improvement in terms of
cloud storage performance. MLE (Message-Locked
Encryption), introduced in [14], is a novel cryptographic
approach that extracts both encryptions and decryptions from
source material. Another current de-duplication approach,
RevDedup, employs the reverse de-duplication idea. Unlike
standard de-duplication approaches, which extract data from
existing data, this methodology removes duplicate data from
new data [15].
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3. Proposed System

This proposed system saves and retrieves data in the
cloud in two independent steps. The file is de-duplicated to
eliminate duplications in the storage. The tag key of the
upload file is matched while saving the file, and if duplicates
are detected in storage, a message warns the user. If the tag
keys of the uploaded and saved tags do not match, the file is
encrypted with a 20-byte unique SHA hash. Then, an EAES
(Extensive AES) encrypts this hash key and uploads the file
before saving it. While retrieving an uploaded file, the
user's login credentials are authenticated first, and if the
authentication does not fail, the user gets a list of files as a
view. On choosing a file to be downloaded or viewed, the
user receives a decrypted hash key and a decrypted file.
Encryptions in this proposed methodology are implemented
based on the Rijndael algorithm, invented by Belgian
scientists Vincent Rijimen and Joan Daemen [16]. The
proposed EAES is also defined as a symmetric block cipher
but uses 256-bit blocks for encryption with 128,192- or 256-
bit keys. Simplicity of EAES is its key factor while its speed
of operations saves memory. One significant factor of EAES
is using the same hash key for encryptions and decryptions.
The proposed architecture is organized on rational blocks
that act in tandem. Figure 3 depicts the architecture's
components, which are further discussed below. The CC
environment is a public cloud that is cost-effective for its
customers. To save expenses, the suggested approach stores
data on public clouds. The user's files are encrypted and kept
in this public cloud.

The initial stage is to produce tag keys for user-uploaded
files, which are then de-duplicated. Uploads are encrypted
and hence safe, and the de-duplication procedure ensures no
duplicates. There is no fixed value for tag keys because they
are generated based on file content and thus unique to each
file. File tag keys are employed in cloud-based search
operations to check for duplicates or redundancies. Every
uploaded file is assigned to a file tag key, which is then
compared to a database of tag keys to detect duplication.
Only files without a match in the tag key dataset are saved.
As a result, generations of similar hash values are avoided,
and the amount of storage space in the cloud is reduced
because only one copy of any file exits the cloud. SHA is the
primary algorithm for hash key generation. This hash is used
for both file storage and retrieval. Encryptions in this
proposed framework use EAES, which is based on AES.
Simple text is converted into ciphertext. When a file is saved,
both the uploaded file and the SHA hash key are encrypted.
This assures data safety in the public cloud, which is subject
to threats. Decryptions are likewise safe because the keys and
files are decrypted with EAES. Only authenticated users can
post or download files, discouraging unlawful entry into the
zone. The proposed framework's decryption is also
performed using EAES, ensuring that the secretive key may
only be accessed by the system with consent from the CSP
and the user.
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4. Methodology

As cyber-attacks become more sophisticated and
frequent, it’s more important than ever to ensure that our
electronic data is securely encrypted. In the past, older
encryption methods were sufficient for protecting sensitive
information, but they no longer meet today's security needs.
That's where AES encryption comes in.

4.1. Choosing The New AES Algorithm

e IBM Research created MARS, a block cipher.

e RSA Security designed the RC6 block cipher.

e Rijndael: Created by Belgian cryptographers Joan
Daemen and Vincent Rijmen.

e  Serpent was created by Ross Anderson, Eli Biham, and
Lars Knudsen.

o Twofish, developed by Counterpane Internet Security.
After the algorithms were tested and reviewed, the
Rijndael algorithm was chosen as the proposed AES in
2000, and it later became a federal government
standard.

4.2. Attacks on AES Encryption
Here’s how to get the best possible protection out of
AES encryption and minimize risk:
e Use long, hard-to-guess passwords
Use Multifactor Authentication (MFA)
Utilize a password manager
Training employees in security best practices
Use firewalls and anti-malware tools

4.3. The Advantages of AES

Some of the perks of using AES encryption include:

e Simple implementationand Fast encryption and
decryption
Robust security and Versatile key lengths
Less memory-demanding than other types of
encryptions

4.4. Algorithm for the Proposed Framework
Step : 1 Start with the input file.
Step : 2 Tag and generate a hash key to ensure deduplication.

Step : 3 Apply EAES encryption to the input file with the
created key.

Step : 4 Upload the encrypted file to the server using EAES
encryption.

Step : 5 After uploading the file, it is downloaded to the
server and decrypted with the hash-derived key to
recover the original file.

Step : 6 The system's performance is influenced by the
synergistic effects of de-duplication and EAES
encryption, which optimize storage space while
improving cloud server security.

In the architecture, thin line arrows represent the
system's path in data storage and retrieval for a user, whereas
thick line arrows describe the system's internal paths for data
storage, encryption, decryption, and file retrieval.

The module authenticates a cloud user requesting service
with a valid login/password and only allows admission into
the cloud after the user has been verified.

In the proposed design, this module serves as a user's
primary entry point to the cloud. The suggested system
produces hash keys for files depending on their contents,
ensuring that each file's hash key is unique. Furthermore,
these keys are produced automatically during file uploads and

The system uses keys to de-duplicate the file. This
technique of reducing storage by eliminating file duplicates
is based on the hash key created during a user's file uploads.
The created file hash keys are examined in its key database
for matching values; if any are found, the file is de-
duplicated; otherwise, no earlier copies of the file are
maintained.

The proposed EAES uses a network of replacement
permutations for encryption. EAES considers 256 bits of
plain text from an input array of characters as a block when
converting them into cipher. This lowered encryption
execution times by 50% compared to standard AES, which
separates text into 128-bit blocks for encryption.

Table. 1. Comparison of RSA and AES for different Key Sizes

Point of RSA AES AES-128 AES-256
Comparison
Type Asymmetric Symmetric t1)|2t§ 256 bits
. 1024, 2048, 128, 192, or
Key Size 4096 bits 256 bits 10 14
Speed Slower Faster Secure Very secure
Security Less secure More secure More More secure
secure
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Fig. 2 illustrates the overall device architecture and explains each module

4.5. Encryption Process

In an encryption mode, a preliminary key is applied to
the input values at the start. The technique is then repeated
multiple times. Each round follows the procedure outlined
below. A non-linear byte replacement in which each state
byte operates independently via an S-box known as the Sub-
Byte convention level.

The S-box is a pre-calculated substitution table that has
256 numbers (0-255) and their matching output values.
During the Sub-Bytes stage, each byte in the state matrix
a(i,j) is replaced with a Sub Byte bi,j via an 8-bit replacement
box known as the Rijndael S-box. The transformation of Sub
Bytes is based on the Galois Field Inverse operation GF (28)
for achieving non-linearity. Additionally, the use of Galois
Field, based on basic algebra, helps in avoiding attacks. The
S-box is created by combining the inverse function with the
transformation of an invertible description.

Shift Rows: During the Shift Rows transformation
phase, the state's rows are regularly shifted at different
offsets. Row 0 remains in position, while rows 1, 2, and 3
move one, two, and three bytes to the left.

Mix Column: As illustrated in Figure 4-6, there is a
transposition of linear transformation from the Mix Column
operations used to input the 4-byte in each column. The goal
of this stage is to convert 4-bytes into 4-byte inputs and
outputs, with each input byte affecting all 4-byte outputs.
Each column is changed using fixed matrix operations,
which include the multiplication and addition of entries, as
shown in Figure 2. The addition is simply XOR.
Multiplication is an irreducible polynomial modulus. In the
Mix Column approach, each column is seen as a polynomial
over GF before being multiplied by a fixed matrix
polynomial ¢(x), which multiplies each column.
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Add Round key: In this phase, Rijndael's key schedule
generates a sub-key from the main key in each round, which
is then integrated into the key state. The size of the sub-keys
is equal to the size of the state. The integration procedure
employs bitwise XORR to integrate sub-key and state bytes.

Round Key

Fig. 3 Extensive advanced encryption is performed using a standard
algorithm

Add Round Key

ByteSub ShiftRow
Mix Coulmn
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Shift Row
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Fig. 8 Extensive Advanced Encryption Standard Algorithm is used for
decryption

4.6. Decryption Process

Decryption converts cipher text back to ordinary text.
EAES decryptions use previously produced file keys. Unlike
standard AES decryptions, the processes are carried out in
reverse order. Although these procedures are connected, they
are implemented independently, as opposed to the Feistel
Cipher. The suggested tag key scheme protects files, while
deduplication eliminates data redundancy. SHA generates a
unique fingerprint for files, which is subsequently encrypted

135

by the proposed EAES alongside the file for maximum
security. Thus, a user generates a key for each file saved in the
cloud, and when he or she shares a file, the appropriate hash
key is displayed. Another user can retrieve the file using the
hash key provided by the user, but his or her access is confined
to that file, keeping additional files safe or hidden from others.
As a result, the number of blocks needed for encryption is
greatly reduced.

This increases the amount of encryption. With the higher
rate of encryption, the suggested EAES technique encrypts
faster than AES. Table 2 shows a comparison of the proposed
methodology to alternative redundancy reduction methods
such as Data Level Redundancy Elimination (DRE), Role
Based Access Control (RBAC), End-To-End (E2E), Content
Services (CS), and Two-Factor Authentication (2FA). It takes
place in the cloud in terms of processing time, performance,
and storage space gain. The same is seen in Table 1 and
Figures 9 and 10, respectively.

5. Results and Discussions

The proposed EAES method is defined as a symmetrical
cipher block. During the Shift Rows transformation phase, the
state's rows are regularly shifted at different offsets. Row 0
remains in position, while rows 1, 2, and 3 move one, two, and
three bytes to the left. The Rijndael algorithm is used in this
process of encryption. The key advantages of the improved
AES algorithm are its very simple nature and fast processing
speed without memory sacrifice. Another big advantage is the
same hash key is used for both encryption and decryption. The
Rounding function is used in AES encryption. The operation
involving sub-bytes is a non-linear type of substitution on each
byte using the specified table.
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Step : 1 The Shift-row operation enables a circular motion
of states.

Step : 2 The mix-column procedure includes multiplying
bytes using a polynomial modulo.

Step : 3 The Add Round Key function adds a round key to
the existing state.

The graph contrasts AES encryption with Improved AES
encryption speeds. Because the size of each block in the
extended AES algorithm surpasses that of the AES algorithm,

Table.2. Comparative Analysis of processing time in ms, Storage Attain and Efficiency

the total number of blocks decreases. A Cloud Sim simulator
implementation result revealed that the suggested modified
AES was more efficient and effective than previous
techniques, with data sizes ranging from 400,550,800,1020
and 1200 kilobytes. Figures 9 and 10 depict the results of a
runtime comparison of AES and Extensive AES for various
sizes.

Runtime = the amount of data / pace

@)

" DRE 2221 1717 78 B4
RBAC 18.85 16.24 6.76 5.19
E2E 25.56 21.18 5.87 3.20
CS 18.16 15.27 4.91 3.21
2FA 19.12 22.13 3.89 4.23
EAES 12.56 1041 2.95 2.32
m Transfer mLoad = Encryption
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£
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Techniques/Methods
Fig. 9 Encryption processing time in MS
m Transfer mLoad = Decryption
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Fig. 10 Decryption Processing time in MS
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Fig. 11 Runtime comparison of AES and EAES

In general, the Avalanche Effect (Av) assesses
algorithmic modifications. Simply said, even minor changes
in input can result in significant differences in text output. To
compute Av, divide the number of altered bits in the cipher
bits by the total number of bits. Table 3 represents that the
effect (Av) metric assesses how an algorithm changes. It
basically states that a slight change in input can result in a
significant change in consequence. The Avalanche Effect of
our recommended technique and the underlying article were
calculated using the following formula: 50 for key exchange

and 80 for plain text. We can see that the bigger the avalanche
effect, as in our suggested algorithm, the more difficult it is to
interrupt the process. As a result, the Avalanche effect makes
our method more secure. The previous table is visually
depicted below, illustrating that our proposed solution is more
secure than other encryption schemes.

AV equals the number of altered bits divided by the total
number of bits (2)

Table. 3. Avalanche effect comparison

Techniques/Methods 1-b'E:T]?rl]gJeXt Avalanche Effect 1-bit Key Change Avalanche Effect
DRE 69 0.86 45 0.86
RBAC 54 0.65 38 0.76
E2E 71 0.88 64 1.28
2FA 82 1.02 65 1.31
EAES 89 1.11 75 1.51

m 1-bit Key Change
100

m 1-bit Plain Text Change

Avalanche Effect

DRE

RBAC

E2E 2FA EAES

Fig. 12 Avalanche rffect
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6. Conclusion

Security needs and improvements have been the major
research area in cloud computing, particularly with the data, as
most  organizations and businesses are data-driven.
Ownership, availability, access control mechanisms and
privacy are the chief concerns as far as data security is
concerned. Data protection in the cloud environment is much
similar yet complex when compared to the traditional data
center approaches. These include more complex and stronger
mechanisms to provide authentication, encryption and
authorizations for data. Based on the reports from
investigations, security analysis and privacy concerns of the
organizations, the need for adequate techniques to address
these issues is the need for cloud computing. These are the
primary reasons why firms are hesitant to shift their
business/applications to the cloud. More efforts are required to
secure the confidentiality, safety, and privacy of data in the
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