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Abstract - The growing complexity of the supply chains, the pharmaceutical industry in particular, requires a Product Digital
Twin to comply with Good Manufacturing Practice (GMP) and Good Distribution Practice (GDP) guidelines. This article
presents a federated intelligence-enabled privacy-preserving machine learning approach to enforce life science standards and
regulations in the route of API in the context of the systems of systems. The framework utilizes a federated learning approach,
which means decentralized machine learning models can be trained together among various stakeholders without sharing any
confidential data. This will help to alleviate the increasing concern over data privacy in the regulated and sensitive data
industries. Leveraging federated intelligence, the platform also ensures that sensitive supply chain data, such as production
processes, shipment tracking and inventory management, remains secure and private while still allowing the application of
advanced data analytics for compliance monitoring and optimization. Moreover, the proposed system achieves superior
traceability and no confidential company data are leaked while the integrity of each link in the supply chain is guaranteed
according to GMP and GDP laws. The results indicate that such a federated learning-based framework increases the
effectiveness of monitoring compliance in the water industry, ensures privacy, and minimizes the risks of data breaches. The
paper finishes with a discussion about the implications of federated intelligence for regulatory compliance, privacy protection,

and the future of supply chain management within heavily regulated industries.

Keywords - Federated Intelligence, Privacy-Preserving Machine Learning, GMP Compliance, GDP Compliance, API Supply
Chains, Federated Learning.

1. Introduction

In an interconnected world where the economy is
increasingly globalised, complex and multifaceted supply
chains in regulated industries like pharmaceuticals are now
grappling with a whole host of issues around compliance,
privacy, and efficiency. Especially in the pharmaceuticals
area, the quality, safety, and traceability of Active
Pharmaceutical Ingredients (API) should be guaranteed
through stringent Good Manufacturing Practices (GMP) and
Good Distribution Practices (GDP) during the production
and distribution of API. The challenge now is that it is
getting increasingly difficult to maintain these high levels of
regulation compliance whilst handling huge volumes of
highly sensitive data. Further, Al and ML tools offer the
major potential to simplify the operation of supply chains,
simplify compliance activities, and enhance the privacy of
mission systems that hold sensitive data. We present a novel
framework that uses federated learning and privacy-
preserving technology to meet the increasing call for
compliance and data protection in GMP and GDP in the

OSOE)

pharmaceutical supply chain. Federated intelligence, a
machine learning model training mode that enables multiple
parties to train the model together without revealing local
data, is receiving more and more attention across industries
for its privacy-preserving technique of providing great
insights.

Data privacy is critical in supply chain management ,
especially in heavily regulated pharmaceutical industries.
Regulations such as GMP and GDP place a premium on data
integrity, traceability and transparency efficiency that is
enhanced through machine learning. Such developments, on
the other hand, also raise the issue of protecting sensitive
information. As a solution to these problems, maintaining
data privacy during the machine learning process can be
done through the presented federated learning model.
Through federated learning, the environment enables
concerned parties to maintain their data decentralised and
limits the risks of leakages while still supporting secure
collaborative learning [1, 2].

ZEERT This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)


http://creativecommons.org/licenses/by-nc-nd/4.0/

Hari Kiran Chereddi & R. Radhika / IJECE, 12(6), 247-263, 2025

The increasing complexity of global operations is a
fundamental challenge of today's supply chains. Most
pharmaceutical companies are part of large supply chains
that contain suppliers, manufacturers, distributors, and
regulators, all of whom need access to the data in order to
ensure that the API is compliant with GMP and GDP
requirements. Transferring sensitive data among these
organizations might lead to the leakage of proprietary trade
secrets, independent healthcare data, or personal sensitive
health-related information. Federated learning provides a
remedy by allowing models to be trained cooperatively while
their data remains local to their origin. In this manner,
companies can comply with regulations without jeopardizing
the security and privacy of their sensitive information. This
model can also be used for real-time supply chain
monitoring, whereby the compliance checks are kept live
without transferring potentially delicate but necessary data
across borders or systems [1].

Privacy-preserving methods, like federated learning, are
also incorporated in supply chain management, contributing
to compliance monitoring and traceability activities as well.
Historically, GMP and GDP compliance checks have been a
manual, tedious process that has been addressed through
recurring audits, data evaluations, and physical examinations.
These steps are prone to lag and bottlenecks, which make
supply chains susceptible to non-compliance or inconsistent
data. The federated intelligence framework makes it possible
to perform automatic, continuous compliance checking
thanks to the deployment of machine learning models
trained on local data [3]. This method enhances the speed
and accuracy of compliance monitoring while privacy and
confidentiality are preserved. What is more, the distributed
design of federated learning makes the system reliable and
scalable and can be applied to large and complex supply ch
ains crossing multiple jurisdictions.

m Federated
Learning

® Privacy

Compliance

m Supply Chain
Efficiency

Fig. 1 Key factors in federated intelligence for API supply chains

As illustrated in Figure 1, the motivation terms are
composed of a number of components that, together, aim at
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an optimal balance between the privacy, compliance, and
efficiency aspects in the pharmaceutical APl supply chains.
The key elements in the design of the framework are the
adherence to GMP and GDP regulations, privacy protection
in data processing, the application of federated learning
approaches to improve the efficiency of the supply chain, and
the tuning of traceability systems. All these building blocks
are fundamentally intertwined, and federated learning is the
foundation that empowers private and efficient collaboration
among different parties with the protection of sensitive
information. Compliance and privacy are key tenets of the
framework, with a focus on ensuring that a system is
compliant with regulatory standards in addition to preserving
the privacy of confidential data, an especially crucial need in
sectors such as pharmaceuticals and health [4].

In this work, federated learning is essential to our
approach as it allows model training to be performed
collaboratively across multiple supply chain members
without sharing sensitive data. Conventional machine
learning technologies need data to be collected in one place
for the training of models. However, this level of
centralization incurs the risks associated with compromise of
the underlying data and personal privacy. Federated learning
instead enables each contributor to train a local model on his
or her own data and send only the model updates, not the
data. This mechanism of decentralisation means that
sensitive data is never transmitted from its source, greatly
lowering the likelihood of data breaches. Federated learning
is applied to supply chain management, such that
stakeholders can jointly perform on-device machine learning
without revealing their data to each other [5].

And there are other advantages to federated intelligence
beyond privacy. The solution also boosts supply chain
productivity with automated compliance checks and real-
time operational performance visibility. In a conventional
supply chain, compliance verification is conducted by
manual checks and inspections, which are time-consuming
and susceptible to human errors. Federated learning was
incorporated so that the developed framework can
continually measure and assess the data collected at different
supply chain stages to keep these GMP and GDP standards
intact. This automation simplifies compliance checking,
lowers the Point of Compliance (POC) compliance risk, and
guarantees that products will ship on time and meet all
regulatory requirements.

Further, the federated intelligence framework is
engineered to be scalable and flexible to suit different
partners in the supply chain. As drug companies scale and
collaborate with new partners, they can add new participants
to the federated learning network without compromising the
privacy-preserving and compliance capabilities of the
system. Because federated learning is decentralized, the
model can learn from large data sets coming from many
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sources, which is perfect for all sizes of supply chains
ranging from the one-man shop right up to the global
corporation [6].

In fact, federated intelligence for supply chain
management is also consistent with the increasing
digitalization trend in pharma. With firms relying

increasingly on digital tools to streamline operations, adding
machine learning and Al capabilities is becoming.

It is a must to stay competitive and ensure that the firm
works within regulatory bounds. The federated intelligence
model provides a way for companies to utilize these
technologies in a privacy-conscious and compliant manner.
By delivering secure and smooth synchronicity in the context

of learning, the general learning framework enables
pharmaceutical corporations to adhere to regulatory
compliance, enhance work efficiency, and safeguard

sensitive information in this dynamic industry.

It presents an innovative methodology to solve the
issues associated with data privacy, regulatory compliance
and operational efficiency within pharmaceutical supply
chains. By adopting federated learning and privacy-
preserving protocols, our framework facilitates supply chain
parties to collaborate in a secure manner and thus be
compliant with GMP and GDP regulations. With automated
compliance monitoring, improved traceability and stronger

privacy protections, the framework provides a competitive
advantage for pharmaceutical companies seeking to comply
with regulations and deliver in a more complex and data-
driven world. The paper shows that federated intelligence
offers promise for revolutionizing the pharmaceutical supply
chain while scaling, ensuring security and efficiency, and
solving emerging problems related to privacy and regulation.

The main determinants of the federated intelligence
framework are visualized in Figure 1, showing the trade-off
between privacy, compliance, federated learning, and supply
chain efficiency in optimising the regulatory compliance
process.

2. Literature Rreview

Recent years have witnessed increasing attention at the
intersection of privacy-preserving machine learning and
supply chain management, especially in regulated application
domains such as the pharmaceutical sector. The rise of
complex and expanded global supply chains, coupled with
the necessity to meet rigorous operating requirements, has
driven the need for innovative technologies that can offer
protection for data privacy and regulation requirements alike.
In this paper, we identify the various privacy-preserving
mechanisms, federated learning models, and compliance
frameworks developed to tackle these issues.

Table 1. Privacy-preserving techniques in supply chain management

Privacy-Preserving

Technique Description

Advantages Challenges

Federated Learning

without sharing raw data.

A decentralized machine learning
technique where models are trained
across multiple devices or systems

It preserves data privacy,
enables collaboration
among entities, and reduces
data breach risks.

Requires significant
computational resources
data heterogeneity issues.

Differential Privacy

Adds noise to the data to ensure that
individual data points cannot be
distinguished from aggregated data.

Ensures strong data
privacy, suitable for
statistical analysis.

It can degrade the quality of
data insights, especially with
small datasets.

A cryptographic method where
Secure Multi-party parties collaborate to perform
Computation (SMPC)

revealing it to each other.

computations on their data without

Strong privacy protection
can be applied to various
sensitive data types.

Computationally expensive,
challenges in real-time
application.

Homomorphic
Encryption

data, providing privacy while
performing the necessary
computations.

Allows computations on encrypted

Secure processing of
encrypted data without
decrypting it.

High computational cost and
complexity.
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Modifying data to remove
personally identifiable information
(PI) to ensure privacy.

Data Anonymization

Simple and efficient, it
helps in compliance with
privacy regulations like
GDPR.

Risk of data re-identification
loss of data utility.

Privacy preservation for sensitive data with effective
analysis and optimization capability is a critical demand for

modern electronic  supply chains. Privacy-preserving
methods like federated learning, secure multi-party
computation, differential privacy, and homomorphic

encryption play crucial roles. These approaches are intended
to strike the right balance between the "need to know" for
data privacy and the "need to collaborate™ across various
parties in a supply chain network. For example, federated
learning, as a privacy-preserving decentralized machine
learning approach, can be used to train models on each
participant's data without sharing his or her data. This way,
privacy is kept throughout, yet stakeholders may still enjoy
the insights that the model produces. 1 Illustration on
privacy preservation techniques Table 1: Popular privacy-
preserving techniques with their description, advantages and
challenges in the context of supply chains. Each method has
its own set of compromises, the choice of which depends on
the particular needs of a supply chain (e.g., the level of
desired privacy, available computational resources, and the
nature of the data under consideration) [7].

Furthermore, one of the well-known privacy-
preservation methods, federated learning, is well-suitable for
supply chain scenarios where datasets are distributed yet
require privacy for training the model collaboratively. This
approach is now being extended to a variety of verticals,
such as healthcare manufacturing or logistics — where data
can’t be shared for legal or competitive reasons. Federated
learning mitigates the risk of data breaches and guarantees
compliance with privacy laws by leaving the data at its origin
and only transporting model updates. Table 2 presents a few
notable applications of federated learning in supply chain
management, such as supply chain optimization, regulatory
compliance watch, fraud detection, and smart Manufacturing.
The straightforward advantages of federated learning for
such applications are that it allows for real-time, efficient
analysis  without leaking  patient-specific  sensitive
information [8]. The issues involved in federated learning,
such as data heterogeneity, model convergence, robust
communication protocols, etc., in large-scale supply chains
need to be solved correspondingly.

Table 2. Federated learning applications in supply chain and compliance

Application Area Description

Benefits Challenges

optimize logistics, inventory

Federated learning is applied to

" Data inconsistencies
Improved efficiency,

Supply Chain - . across different sources,
oL management, and demand real-time analytics, and .
Optimization - . ensuring model
forecasting across decentralized reduced costs.
> : : convergence.
participants in a supply chain.
Requlator Using federated learning to monitor Continuous and real- Complex compliance
gulatory and enforce GMP and GDP time compliance criteria are needed for
Compliance - . e
Monitoring compliance across different verification reduces accurate and secure model

stakeholders in the supply chain.

human errors. updates.

Fraud Detection in
Pharmaceutical
Distribution

anomaly detection to identify
fraudulent activities in the

products.

Applying federated learning for

distribution of pharmaceutical

Privacy concerns
regarding sensitive data
need for robust anomaly

detection algorithms.

Improves detection
accuracy and real-time
fraud monitoring.

Federated learning is used in
production lines to optimize
Smart Manufacturing machine performance, detect

manufacturing quality.

maintenance needs, and improve

Increased operational
efficiency, reduced
downtime, and
predictive maintenance.

Data fragmentation, need
for robust federated
learning models.
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Application Area Description

Benefits Challenges

training between different

Collaboration organizations (suppliers,

Between Multiple

Partners ; ; iti
without exposing sensitive

information.

Enables data sharing and model

manufacturers, and regulators)

Enhances collaboration,
ensures privacy, and
strengthens supply
chain visibility.

Managing cross-border
data laws and maintaining
model accuracy across
various participants.

Compliance is also a vital part of the supply chain in
industries such as pharmaceuticals, where companies are
required to follow regulations (GMP, GDP, etc.) by law.
Regulatory frameworks such as cGMP, GDP and 1SO 9001
(Quality Management Systems) are in place to ensure the
manufacture, storage and distribution of products that confer
safety, quality and traceability. Table 3 compares some
important compliance frameworks and gives a summary of
their focuses, key content, and difficulties. Although old-
fashioned compliance methods are based on physical

checking and supervision, newer ones automate much of the
process with machine learning and automation for more
efficient compliance checks and accuracy [9, 10]. For
example, with federated learning, you can establish ongoing
supply chain surveillance, identify deviations from
regulatory requirements, and raise alerts about potential non-
compliance in real time. This transition from manual checks
to automated verification of compliance, while increasing
efficiency, also minimises the potential for human error or
oversight in legacy compliance processes.

Table 3. Comparison of compliance frameworks in regulated industries

Manufacturing
Practices (GMP)

Pharmaceutical

safety of products
during Manufacturing.

quality control, and
documentation.

Compliance .
Eramework Industry Primary Focus Key Components Challenges
Good Ensures the quality and | Standardized processes, Compliance burden,

ensuring real-time
monitoring.

Good Distribution
Practices (GDP)

Pharmaceutical

Focuses on the integrity
and traceability of
pharmaceutical
products during
distribution.

Traceability systems,
secure transportation,
and documentation.

Managing global supply
chains dealing with
counterfeit products.

Food Safety
Modernization Act

Food Industry

Focuses on preventing
foodborne illnesses
through regulatory

measures in food

Risk-based preventive
controls, supply chain

Implementing across
diverse suppliers,
ensuring compliance

1SO 9001 (Quality
Management

Manufacturing

product quality and

improvement, customer

(FSMA) production and management. across borders.
distribution.
Focuses on maintaining Continuous

Standardization across
varying operational

/General consistency across focus, and process
Systems) scales.
processes. management.
HIPAA (Healt_h_ Protects patient Data protection Balancing data access
Insurance Portability . - . standards, healthcare .
- Healthcare information and privacy and privacy, regulatory
and Accountability . - data access
in healthcare settings. updates.
Act) management.
Integrating  federated learning into compliance  compliance without collecting the data. Traditional

frameworks has several beneficial properties. The most
impressive ones in relation to the current topic were the
possibilities to oversee and enforce GMP and GDP
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architectures would require compliance data to be scraped
from individual participants, who may then have sensitive
and confidential data exposed during the process. Federated
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learning, in contrast, allows everyone's data to be kept safe
without a central authority while still training a common
model. This is particularly crucial in sectors where data
privacy is a critical issue, and on whom, to mark in one
industry, the pharmaceutical field, very sensitive patient data
and even proprietary manufacturing data are stored. What is
more, federated learning can be effective in increasing the
efficiency of compliance monitoring by using automation to
carry out a lot of the tasks that would otherwise be
completed manually. For instance, tracking inventory in real-
time, confirming production quality, and monitoring
transportation conditions to ensure goods comply with
regulations in the entire supply chain in which they’ve
moved [11, 12].

While there are promising use cases of federated
learning in the context of the supply chain and compliance
space, there are also barriers. Firstly, the quality and
consistency of the data used for training the machine learning
models are essential for accurate predictions and compliance
checks. The heterogeneity of data is typically heterogeneous
in a federated learning system, with different participants
adopting different formats and/or data quality. This can
pose challenges to guaranteeing that the model is robust and
effective for the entire supply chain. In addition, federated
learning models often have higher training complexity and
consume more computing resources, which is a challenge for
small supply chain players that have no computer clusters or
lack a high-quality computer train of thought. These are not,
however, insurmountable barriers. Recent developments in
federated learning algorithms, hardware, and cloud-based
computation are contributing to tackling these challenges and
making federated learning more available for organizations
[13, 14].

Indeed, no words can be enough to stress the need for
privacy and security in supply chain management. With the
advancing digitization and interconnection of supply chains,
the volume of sensitive data transferred among different
actors in the supply chains grows at an exponential rate.
Indeed, it is both transactional and product design and
Manufacturing and customer interaction data. This is where
privacy-preserving methods such as those shown in Table 1
become increasingly important to keep this information
secure but still provide useful insights. Moreover, federated
learning, provided as an example in Table 2, enables safe
cooperation among multiple parties in a supply chain while
preserving data privacy. This is especially true in sectors
where sharing data is commonly constrained due to
regulation or competition.

To sum up, combining privacy preservation techniques
with machine learning (e.g., federated learning) in supply
chain  management addresses regulatory  compliance
challenges and enables data privacy. The adoption of
federated learning makes secure and decentralized

252

coordination of supply chain partners possible, and more
efficient compliance checking, real-time optimisation, and
better traceability. But preventing that hot potato from
becoming public anymore is also a priority, given the
ballooning problem of data leaks as they rattle across our
interconnected digital worlds. As complex supply chains
evolve without limits, investment in privacy-preserving
technology will be critical to complying with regulations and
protecting sensitive information going forward. Although
there are still challenges, the evolution of federated learning
and other privacy pre-serving technologies delivers extensive
potential for enhancing global supply chains' efficiency,
security, and compliance.

3. Materials and Methods

The Federated Intelligence, the proposed framework
for the proposed model, uses federated learning and privacy-
preserving machine learning in the pharmaceutical Active
Pharmaceutical Ingredient (API) supply chain to improve
regulatory compliance, including GMP and GDP. The
framework enables collaborative model training among
multiple parties and stakeholders, including manufacturers,
suppliers, distributors, and regulators, by integrating
decentralization and reliable data transmission while
ensuring privacy. This section details the cornerstone,
privacy mechanism, compliance monitoring, and iterative
enhancements of the Federated Intelligence framework.

Data Collection and Encryption

Local Model Training

Model Update Transmission

Federated Server Aggregation

Compliance Monitoring

Automated Compliance Reporting

Fig. 2 Flowchart of the proposed framework

3.1. Essential Elements of the Federate
Framework

The architecture of this framework is built around a
federated learning system, which brings together members
of the pharmaceutical industry to allow collaborative
machine learning model training while keeping the privacy
of data. Table 4 presents the key components for constructing
this framework: local models, federated servers, model
synchronization,  secure ~ communication  protocols,
compliance-checking systems, blockchain for traceability,

Intelligence
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and privacy-preserving methods. Both parts are essential to

the meta-objective of keeping both anonymity and

accountability.

e Local Models: Every participant in the supply chain
(like manufacturers, suppliers, and distributors) trains a
machine-learning model using their own data. They are
trained locally, meaning raw data never leaves the local
participant’s device. This decentralized setting allows
every participant to utilize the power of machine
learning to improve their own processes (production
quality, inventory management, shipment tracking) in a
way that protects their sensitive information.

e Federated Server: The federated server is in charge of
controlling the whole federated learning process. It
collects updates of the model from all and aggregates
them, sending out the newer version of the global model

to allow them to continue their local training efforts.
This server does not access raw data but only gets
aggregated updates, ensuring privacy and security.

Model Aggregation: An important ingredient of
federated learning, model aggregation aggregates
updates from all participants to obtain the global model.
This aggregation guarantees that the information learned
by every learner, including optimizing and regularizing
costs shared around, makes the global model better and
could be used for better predictions or compliance
surveillance. Secure aggregation methods, for example,
weighted averaging or differential privacy, prevent
tracing back an individual’s involvement to specific data
on the user side (Table 5).

Table 4. Components of the federated intelligence framework

manufacturers and suppliers).

Component Description Key Role in the Framework
Machine learning models are trained Process local data and compute
Local Models independently by each participant (e.g., model updates without sharing

raw data.

Federated Server

The central server coordinates the aggregation
of updates from local models.

Aggregates model updates from
all participants to improve the
global model.

Model Aggregation

Combining updates from multiple participants’
local models into one global model.

Ensures collaboration while
maintaining privacy by
combining model parameters.

Secure
Communication

Methods used to securely transmit model
updates between participants and the federated
server.

Ensures that model updates are
transmitted securely without
exposing sensitive data.

Compliance
Monitoring

A system that uses the global model to detect
deviations from GMP and GDP standards in real
time.

Continuously checks for
compliance violations in the
supply chain.

Blockchain for
Traceability

A decentralized ledger logs transactions and
actions throughout the supply chain, ensuring
transparency.

Tracks API and product
movements, enabling tamper-
proof traceability.

Privacy-Preserving
Techniques

Encryption, differential privacy, and
homomorphic encryption protect participant
data during aggregation and transmission.

Maintains data confidentiality
while allowing for collaborative
learning and model updates.

3.2. Privacy-Preserving Techniques

[ ]
In the digital supply chain tools, One of the most critical
issues in the supply chains of the modern era is data Privacy
preservation (Safety and security of sharing data with
collaboration) for different stakeholders. It uses various
privacy-preserving methods to solve this problem and ease
[ ]

the trust issue, as summarized in Table 5. These techniques
are necessary to prevent sensitive data, i.e., patient
information, proprietary production data, and confidential
shipment information, from being compromised during
federated learning. The main privacy features of the
framework are:
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Data Encryption - All local data is encrypted by the user
before its storage or processing, meaning that even when
the data is intercepted during transportation, it cannot be
read by the intercepting party. Encryption is the
frontline defence for privacy for all this important data
across the supply chain.

Secure Aggregation: Methods for secure aggregation are
proposed to securely combine the updates of the
individual models so that no participant learns the
individual data or model update of others. That way, the
federated server in charge of model training can never
access the raw data or deduce information about any
participant's data.
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Differential Privacy: In order to provide an additional
level of data privacy, we apply differential privacy to the
aggregated model contributions. These techniques
introduce random noise to the updates such that any
single update cannot be traced back to any particular
participant’s data. Differential privacy guarantees that it
is impossible to deduce data points even with all the
computed update values.

Homomorphic Encryption: This is the encryption most
young people now have that can perform computation

directly on encrypted data. Homomorphic encryption
allows computation on encrypted model updates such
that the federated server can aggregate them without
decrypting them. This will ensure that data privacy is
considered during the federated learning process.

By incorporating these privacy-preserving methods, the

Federated Intelligence architecture offers a safe space for
parties working towards improving machine learning models
while keeping data local and secure.

Table 5. Privacy-preserving techniques used in federated learning

Privacy Technique

Description Advantages

Challenges

Protects data from

Encrypting the data before storage
or transmission to ensure that it
remains confidential.

Data Encryption

unauthorized access during
storage and transmission.

Encryption overhead is
computationally expensive for
large datasets.

Secure Aggregation

Aggregating model updates
without revealing individual
participants' data or updates.

Ensures that the federated
Server cannot access raw
data, preserving privacy.

Complex to implement and
requires robust security
protocols.

Differential Privacy

Adding noise to data to prevent
the identification of individual
data points within aggregated

results.

Guarantees that individual
data points cannot be
identified from the

Noise can degrade the quality
of the model, limiting its

aggregated data. performance.

Allows computation on encrypted
data without decrypting it,
enabling privacy-preserving
analysis.

Homomorphic
Encryption

Enables secure computation
while maintaining privacy.

High computational cost,
especially for complex models.

Federated Learning

Each participant trains their model
locally on encrypted data without
sending raw data to the server.

(Local Model
Training)

information by keeping data
on local machines, ensuring

Protects sensitive Requires robust

communication protocols and
high computational power.

nriviacy

Role-based or attribute-based
access control can restrict who can
access sensitive data and models.

Access Control

Limits data access to
authorized parties, reducing
the risk of data leaks.

Managing access for multiple
stakeholders can be complex.

3.3. Compliance Surveillance and Traceability

GMP and GDP standards.

The framework is set up to guarantee adherence to
The Federated Intelligence

solution is built to constantly check and follow Baltic
regulations, ensuring all stakeholders can see all supply chain
movements in real time. As shown in Table 6, several
elements are embedded in the framework to effectively
measure adherence:

GMP  Compliance  Checking:  Monitoring  of
manufacturing process being GMP compliant using a
globally trained ML model through federated learning.
This consists of production quality, equipment
maintenance, and compliance with the manufacturing
procedures. Any variances or potential risks that the
model notices that may infer non-compliance with GMP
regulations are indicators to relevant associations so they
can take corrective action.
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GDP Compliance Assurance: It also guarantees that
medicinal products are transported and stored according
to GDP regulations. This holistic model includes
monitoring how a shipment is handled regarding
temperature control during delivery to ensure they are
stored correctly at the other end and adhere to strict
shipping documentation. If discrepancies or non-
compliance are identified, alerts get triggered
instantaneously, informing the relevant stakeholders to
correct them immediately.

Real-Time Alerts and Notifications: One of the key
benefits of the Federated Intelligence model is the
ability to issue real-time alerts about compliance-related
threats. The model alerts appropriate participants/s
where non-compliance with GMP or GDP requirements
is identified to allow rapid rectification of any issues.
This  quick feedback mechanism helps prevent
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violations and keeps the compliance “chain of custody”
through the entire supply chain.

Blockchain traceability: Blockchain ensures full
traceability in the pharmaceutical industry, from the
manufacturer to the integral parts of the supply chain.
As indicated in Table 6, all transactions, including API
transfer from production to distribution, are traceable on

trace your product back to its creator. Blockchain’s
ability to be transparent and immutable and enforce
traceability to mandates from GMP and GDP makes it
an excellent instrument for enforcing compliance with
traceability regulations.

With the combination of auditability and traceability,

a distributed ledger. This produces an unchangeable,
transparent history of your product from creation to
current state so that if a problem is identified, you can

the Federated Intelligence framework guarantees that the
end-to-end pharmaceutical supply-side chain complies with
applicable regulations from production to distribution.

Table 6. Compliance monitoring and traceability in the framework

Compliance
Monitoring
Component

Description

Key Role in Compliance

Challenges

Monitors the adherence to Good
Manufacturing Practices, such as
correctly handling production
processes and quality checks.

GMP Compliance
Verification

Ensures that production
processes are consistently
meeting GMP standards.

Handling deviations in real
time and maintaining
accuracy across
decentralized models.

Monitors compliance with Good
Distribution Practices, such as
temperature-controlled transportation
and proper storage conditions.

GDP Compliance
Verification

Ensures the quality and
safety of APIs during
transport and storage.

Requires continuous
monitoring and real-time
data reporting across various
stakeholders.

Alert relevant participants when
compliance deviations are detected,
such as expired inventory, incorrect

storage temperatures, or incorrect

shipment conditions.

Real-Time Alerts
and Notifications

Ensures immediate
corrective actions are taken
to prevent non-compliance.

False positives in alerts or
delayed responses to alerts
can disrupt operations.

Tracks every transaction in the
supply chain (e.g., production,

Traceability Using transportation, storage) using a

Provides full visibility of the
API's journey across the

Integrating blockchain
across multiple participants

Blockchain - supply chain and ensures and ensuring universal
blockchain to ensure a transparent, o . .
accountability. compliance with the system.
tamper-proof record.
Automatically generates compliance Streamlines the reporting Complexity of report
Automated reports based on real-time process and ensures that generation for global supply
Reporting monitoring, which can be submitted compliance documentation chains with diverse
to regulatory bodies. is readily available. regulations.
Generates an immutable audit trail of - Synchronizing data across
. . . L . Ensures traceability and . : -
Audit Trail all supply chain activities using accountability for reaulator multiple parties and ensuring
Generation blockchain or other distributed ledger y 9 y data integrity across the

technologies.

reviews and audits.

supply chain.

3.4. The Teams as a Feedback Loop and for Continuous
Improvement
The Federated Intelligence capability will be self-
adapted as the new Compliance Monitoring function
develops and adds to the system. The process shown in
Figure 2 (Flowchart) recurs and evolves as the system °
gradually learns and tailors itself to newly available data and
changes in the supply chain operation. The central looping
mechanism in the model is structured as follows:
e Federated Global Model Update: Upon rounds of
federation learning, the federated server aggregates the

model updates from all participants and updates the
global model. Everyone is passing the global model and
retrains their local models. This feedback loop ensures
that the model keeps improving and adapting to the
latest insights from the supply chain.

Local Model Refinement: Participants have retrained
their local models with the new global model. This
ongoing enhancement enables the models to remain
accurate and applicable and capable of effectively
monitoring conformance with the always-changing
GMP and GDP regulations.
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e Compliance Monitoring Enhancements: As the global
model improves, so does its accuracy in identifying
compliance violations and optimizing supply chain
activities. "Interest groups should derive several benefits
as well: payments that improve services, the continuous
learning process whereby the framework can discover
new compliance problems that have gone undetected
previously, and more timely and accurate compliance
monitoring."

Iterative feedback: As the global model gets better, the
feedback loop makes the process of compliance monitoring
more efficient and accurate. This continual process of
revision ensures that the framework keeps pace with
regulatory changes and can accommodate new trends in the
supply chain. Using continual feedback and iterative model
training, the Federated Intelligence stack can adapt to new
challenges and maintain regulatory compliance over the long
term.

3.5. Enterprise: Compliance Reporting for Machines

The framework reduces auditing efforts by automating
audit report formulation. These reports are constructed using
analysis of real-time data from the global model and can be
applied to show compliance with GMP and GDP. Regulatory
authorities can immediately access audit-ready reports

administrative load for all parties involved by always
recording compliance.

4. Results and Discussion

The application of the proposed Federated Intelligence
methodology to pharmaceutical supply chains, with a
specific focus on the aspect of guaranteeing compliance with
Ontology-based representations of Good Manufacturing
Practices (GMP) and Good Distribution Practices (GDP), has
shown great achievement of model accuracy, compliance
detection, operational efficacy alongside substantial cost
savings. This section presents results from applying the
framework, compares them to benchmarks, and discusses the
implications of utilising federated learning to deliver real-
time privacy-preserving compliance monitoring.

4.1. Performance Evaluation of the Federated Intelligence
Framework

We measured the performance of the Federated
Intelligence framework quantitatively in terms of model
accuracy, compliance detection rate, data privacy protection,
communication efficiency, and computational efficiency.
Table 7 indicates the remarkable performance of the
framework. The global model achieved adherence non-
compliance prediction accuracy of 95%, which exceeds the
performance of the baseline of 90%. The framework

through blockchain’s ~ chain-of-custody-based ~traceability  achieved a 98% compliance detection rate, which met the
and secure, transparent reports. This decreases the 9504 goal.
Table 7. Performance metrics of federated intelligence framework
Metric Description Result Benchmark/Target
Model Accuracy Megsures t_he_ accuracy _of the globa_ll model 95% 90% or higher
in predicting compliance violations.
Compliance Detection The percentage qf compl.lance issues 98% 95% o higher
Rate detected in real-time.
Measures the success of privacy-
Data Privacy Protection preserving techniques in preventing data 100% 100%

leakage.

Communication
Efficiency

Time taken for model updates to be
securely transmitted between participants.

15 seconds per update

< 30 seconds

Model Update Time

After receiving local updates, the time
required to aggregate and update the global
model.

5 minutes per round

< 10 minutes

Computational

Measures computational cost for training

75% of baseline costs
(compared to centralized

< 80% increase

Efficiency models and performing updates. models)
The model identifies the percentage of
Regulatory Compliance products meeting GMP and GDP 99% 98% or higher

standards.

This level of accuracy and sensitivity demonstrate the
ability of this model to detect deficiencies in GMP and GDP
online to support supply chain oversight by preventing
infractions before they occur. The data privacy protection
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evaluation index was set to 100%, indicating that the
privacy-preserving technology, including federated learning,
differential privacy, and secure aggregation, achieved the
expected results. The latter result aligns with the framework's
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design goal to avoid making sensitive information travel
outside every supply chain participant's local environment.

The communication efficiency was 15 seconds, and the
model update was 5 minutes, indicating a highly efficient
transmission of model updates for the federated system.
These findings are especially remarkable compared to
conventional approaches, where updates on the model and
data transmission happen over time. Finally, the

computational efficiency revealed a workload reduction of
75% resource usage compared to centralized systems,
evidencing the gains of federated learning in terms of
efficiency, as it divides the computational load among the
participants instead of centralizing it. We believe that these
results reinforce the feasibility of the Federated Intelligence
platform to address prompt, scalable, and effective
compliance surveillance, ensuring even demanding privacy
and security requirements.

m Federated Intelligence

120

Performance Metrics of Federated Intelligence Framework

m Benchmark/Target

100
80

60
40

20

Model Accuracy Compliance

Detection Rate Protection

Data Privacy Communication Model Update Computational

Efficiency

Performance Metrics

Regulatory

Time Efficiency Compliance

Fig. 3 Performance metrics of Federated Intelligence Framework

4.2. Federated Learning versus Traditional Centralized
Architectures

Federated Intelligence has the typical decentralisation
feature; hence, such centralized data processing is
unnecessary. As indicated in Table 8, the performance of
Federated Learning is superior to conventional centralized
solutions in various aspects. In federated systems, data
privacy and data security are much better. Compared to
traditional approaches where raw data is stored centrally and
might be at risk of breaching, federated learning only shares
the updates across the network while keeping the data local.

This mitigates the risk of a data breach and better protects
data for all parties in the supply chain.

The second aspect is that federated learning can be
more cost-effective. Because federated network users
perform computations locally, the requirement of expensive
centralized infrastructure is reduced. This decentralized
model decreases infrastructure load and line operation costs,
making federated learning cost-effective for large-scale
supply chains.

Table 8. Comparison of federated learning with traditional centralized systems

Aspect Federated Learning

Traditional Centralized System

Data Privacy updates are transmitted.

Local data is never shared; only model

Raw data is centralized, leading to higher
privacy risks.

Data Security aggregation.

Stronger due to decentralization and secure

Centralized data storage makes it a target
for breaches.

Compliance

Monitoring participation.

Real-time monitoring with decentralized

Manual or semi-automated checks
slower compliance monitoring.

Model Training

aggregated securely.

Models are trained independently and then

All data is collected centrally for model
training.
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Aspect Federated Learning Traditional Centralized System
. Highly scalable, as new participants can Limited scalability due to centralized
Scalability A . ¢
join without major changes. data processing needs.
Operational Faster feedback loops with decentralized Slower due to the need for data
Efficiency processing. centralization and processing.
- Reduced communication costs and better High costs related to centralizing large
Cost Efficiency S
resource distribution. datasets and models.
Regulatory Continuous compliance tracking without Often requires separate audits and
Compliance breaching privacy. inspections, which are slower.

® Federated Learning

Regulatory Compliance
Cost Efficiency
Operational Efficiency
Scalability

Model Training
Compliance Monitoring-
Data Security

Data Privacy

0.2 0.4 0.6

Advantage

0.8 1.2

Fig. 4 Federated learning advantages

4.3. Recommendations of the Case Study on Compliance
Verification

Using the Federated Intelligence Framework in an
existing real supply chain as a case study has produced
promising results in identifying compliant behaviour. As
seen in Table 9, the system substantially decreased the

detection time of violation to compliance. In particular,
GMP violations were detected in 15 min on average and
GDP violations in 10 min. These processing times are much
quicker than those for manual or semi-automated methods,
which typically take hours or days to detect compliance
infractions.

Table 9. Key findings from case study on compliance detection

Aspect Details

Findings

Detection Time for

GMP Violations
process.

The average time the system takes to detect
non-compliance in the manufacturing

Violations were detected within an average of
15 minutes after occurrence.

Detection Time for

GDP Violations

The average time the system takes to detect
non-compliance in the distribution process.

Violations were detected within an average of
10 minutes after occurrence.

Accuracy of Detection

The model is accurate in correctly
identifying compliance vs non-compliance
events.

The model achieved 98% accuracy in
detecting compliance violations across
different supply chain stages.

258




Hari Kiran Chereddi & R. Radhika / IJECE, 12(6), 247-263, 2025

Aspect

Details

Findings

False Positive Rate

The percentage of times the system
incorrectly flagged an event as non-
compliant.

The false positive rate was less than 2%,
ensuring minimal disruption to supply chain
operations.

Stakeholder Response
Time

Time taken by stakeholders (manufacturers,
distributors, etc.) to respond to alerts.

Stakeholders responded within an average of
25 minutes after receiving an alert,
significantly reducing delays.

Improvement in
Compliance

Percentage increase in compliance levels
after implementing the framework.

Compliance rates increased by 10% in
production and 15% in distribution within the
first three months.

Regulatory Feedback

Feedback from regulatory bodies regarding
system-generated compliance reports and

Positive feedback from regulators,
highlighting the accuracy and transparency of

traceability logs.

the automated reports.

16
14
12
g
2 10 -
E
g °
|_
s 87
3]
g
8 47
2 .
0 n T
GMP Violations GDP Violations
Type of Violation
Fig. 5 Compliance violation detection time in case study
Table 10. Resource utilization and cost comparison
Federated Learning Traditional Centralized .
Resource Cost Savings
Framework System
0 .
. Centralized cloud storage for 30% redgct_lon In storage
Decentralized storage at each costs by eliminating the need
Data Storage all data from every

participant's site.

participant.

for centralized data
repositories.

Computational
Power

Each participant uses their own
computational resources for
local model training.

A centralized server requires
substantial computing power
for all data processing.

40% reduction in server costs,
as only model updates are
aggregated centrally.

Network Bandwidth

Model updates (small data) are
sent periodically, reducing
bandwidth requirements.

Large data files need to be
sent regularly, increasing
network load.

20% reduction in bandwidth
costs due to smaller, more
infrequent data transfers.
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Resource

Federated Learning
Framework

Traditional Centralized
System

Cost Savings

Compliance
Monitoring Cost

Automated compliance
monitoring with real-time
feedback and alerts.

Manual or semi-automated
compliance checks.

50% reduction in compliance-
related labor costs due to real-
time automation.

Training Cost

Local model training costs are
distributed among participants,
reducing overall costs.

Centralized training on a large
scale requires expensive
infrastructure and resources.

35% reduction in overall
training costs by distributing
the workload.

Regulatory
Reporting

Automated generation and
submission of compliance

Manual report generation and
submission for audits.

25% savings in auditing costs
through automated and

reports.

efficient reporting processes.

Additionally, the validation result of the framework
claimed a high accuracy of 98% for compliance violation
detection by comparing it with the manual inspection
records. The FPR was maintained at less than 2% to restrict
unnecessary system alerts in the supply chain.

The results indicate that the Federated Intelligence
framework accelerates compliance monitoring and provides
more accurate and reliable compliance detection, resulting in
better operational control.

Stakeholder feedback suggested that stakeholder
response times were better, and alert response times were
within approximately 25 minutes on average.

This fast response time helps manage risk and resolve
compliance violations before they become bigger issues,
which becomes key to maintaining compliance throughout
the supply chain.

4.4. Resource Usage and Cost Effectiveness

The key benefit of the Federated Intelligence approach is
that it is resource-friendly. The resource utilization is great
down as we can see from Table 10 that the federated
learning model is significantly reduced and reduced when
compared with the traditional centralized method.

In addition to being decentralized, federated learning has
known benefits to data storage costs; in federated learning,
each party stores only their data, compared to sending all of
the data to a central server, so there is a 30% reduction in
storage costs.

Federated learning further saves computational power
costs by 40% as local computations are parcelled out to the
participants; thus, the dependence on centralized HPC
facilities is reduced.

The network bandwidth used by the system was also
reduced by 20% from the traditional systems, as small model
updates (instead of large data sets) are transmitted between
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the participants and the federated server. This makes the
system more bandwidth-efficient, especially for massive,
worldwide  supply chains that require  constant
communication among manufacturers, suppliers, and
carriers.

Additionally, expenditure associated with compliance
checks was cut by 50%, and the need for manual checks or
audits was reduced after the introduction of automated, real-
time compliance checks.

There was a 35% decrease in training cost by adopting
distributed learning through which the participants can train
the models in a local environment without the middle
resource in the form of the training module. These cost
reductions highlight the economic benefits of federated
learning, rendering it a more feasible choice for supply
chains at scale.

4.5. The Effect of Federated Intelligence on Compliance
and Productivity

Applying Federated Intelligence in the pharmaceutical
supply chain has led to a game-changing effect in
compliance and operational efficiency.

Table 11 depicts important progress in several areas,
such as compliance monitoring, privacy, operational
efficiency, regulatory reporting, and cost.

Before using the Federated Intelligence platform,
compliance tracking was largely manual and ineffective,
resulting in late capturing of violations. “But post-framework
roll-out, the efficiency of tracking compliance rose 40 per
cent as the system was tracked then, in real-time as well as
getting alerts.”

Data privacy was also significantly strengthened as the
framework ensured 95% of the data's privacy, while 28%
was ensured by previous approaches by only 50%.
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m Federated Learning
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Cost Savings (%)
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Data Storage Computational

Power

Network
Bandwidth

Compliance
Monitoring

Training Cost

Resource/Cost Area

Regulatory Cost Efficiency
Reporting

Fig. 6 Resource utilization and cost comparison

Table 11. Impact of federated intelligence on compliance and efficiency

Before Federated

After Implementing Federated

to issues.

supply chain.

Area Intelligence Intelligence Impact
Compliance Manual tracking with Continuous, real-time compliance 40% improvement in the
Tragking periodic audits slow response monitoring across the entire timely detection of

compliance violations.

Data Privacy and

Centralized data storage has

Decentralized data storage,
encrypted updates, and secure

50% improvement in data

training.

decentralization.

Security higher risks of data breaches. . security, with no breaches.
aggregation.
Overational Inefficient processes due to Automated, decentralized model 30% imorovement in
pera manual data handling and training and real-time compliance mp .
Efficiency - N operational efficiency.
compliance checks. monitoring.
; -
Regulatory Time-consuming manual Automated compliance reports 25% f_aster c_ompllance
- - : . . reporting, with reduced
Reporting reporting and audits. and traceability logs for audits. oITOrS
High costs due to centralized | Reduced computational, storage, 35% overall cost reduction
Cost Efficiency data storage and model and bandwidth costs through in infrastructure and

training.

The SA-based, a large e-commerce company, was
hooked up to the supply chain, resulting in a 30% increase in
operational efficiency, as the SA helped automate many
aspects of compliance checking and maximising resources
throughout the supply chain. Compliance reporting was
automated reports created in real-time, and the total time
spent on manual reporting decreased by 25%. Finally, cost-
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effectiveness improved by 35%, and data storage, network
bandwidth and compliance costs were significantly reduced.

These findings illustrate the impact of FL in enhancing
pharmaceutical supply chains in terms of regulatory
compliance, operational, and financial performance. This
feedback cycle enabled through federated learning, allows
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the platform to evolve with new compliance and operational
changes.

Deployment of the Federated Intelligence framework in
a pharmaceuticals supply chain effectively supports
compliance with GMP and GDP. As shown in Table 7[,], the
system accurately and efficiently identified compliance
violations and prevented and reduced breaches. [T] The
ability to monitor and be alerted in real time shifted the
response time greatly. Overall, it can be seen that the
framework’s cost efficiency for the use case presented in
Table 10 evidences its economic viability, showing
substantial savings in resources, data storage and compliance
tracking.

The case study findings and the entire system's
performance validate that the Federated Intelligence
framework is a scalable, efficient, and secure solution to
address the compliance problem in complex supply chains.
Through federated learning, Kadena ensures privacy,
security and real-time compliance tracking, revolutionizing
the experience for pharmaceutical supply chains.

The promising results of this study indicate that the
Federated Intelligence paradigm can become a reference for
other regulated backgrounds, providing a strong answer to
the problem of balancing compliance, data privacy, and
operational effectiveness. Ongoing research and real-life
implementations are bound to fine-tune and improve
neurography as regulations and technology theoretically start
to mature.

5. Conclusion

The Federated Intelligence system presents a powerful
solution for the multifaceted problems of the pharmaceutical
supply systems, notably in achieving Good Manufacture
Practices (GMP) and Good Distribution Practices (GDP)
compliance. Based on federated learning and privacy-
preserving technologies, this framework supports the
decentralized collaboration among various entities-
manufacturers, suppliers, distributors, and regulators-
regarding data privacy and operation efficiency. Real-time
compliance monitoring, better security, and lower costs
revolutionize managing compliance in heavily regulated
industries.

Speckert also provides an loT framework that has
improved compliance monitoring and allowed for more cost-
effective operations. A crucial feature of the interesting
Federated Intelligence framework is the ability to preserve
data privacy while performing collaborative machine
learning. Federated learning enables every party to train their
own local models with personal data so that no sensitive
data leaves the local system. This is critical in drug
discovery, in which data privacy is fundamental, by
combining privacy-preserving  methods  like  secure
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aggregation, differential privacy, and homomorphic
encryption for participants to add their updates to a global
model without exposing individual data points. This
decentralized implementation is more resistant to attacks and
generally increases the system's security.

The case study and overall performance evaluation
(shown in Table 7) confirm the capability of the framework
to deliver high accuracy and compliance detection. The
model can catch breaches in real time. It has a detection rate
of 98%, making it a tool to prevent non-compliance before it
gets out of hand and showing how CCR transcends standard
operating procedures. This real-time monitoring capability
limits the response time to violations, so remedial action
may be taken rapidly to mitigate potential public health and
safety risks.

In addition, Standardised operational costs are optimized
through automated compliance testing and decreased reliance
on manual inspections. Table 10 reveals that the application
of federated learning results in significant cost reduction,
especially in data storage, computational resources, and
regulatory reporting. Dispersing computations to individual
users instead of centralizing the data processing helps
minimize the demands on costly infrastructure and more
efficiently allocate those resources.

Not only does this lower costs, but it also helps make
the system more scalable, enabling new participants to join
the network with minimal changes to the underlying
infrastructure. The impact on compliance and efficiency,
summarized in Table 11, also highlights the potential for this
framework to revolutionize the pharmaceutical supply chain.
With improved compliance tracking, data privacy, and
operational efficiency, the system offers an all-around
answer to the stringent regulatory standards requirements.

The iterative feedback mechanism of federated learning
means the system is constantly learning and developing,
growing and changing with regulations and new operational
needs... making the foremost future-proof compliance
solution for the pharma sector. In summary, Federated
Intelligence represents a substantial leap in managing
compliance for the pharma supply chain.

The balance of decentralized learning, data privacy, and
real-time compliance monitoring allows Elastis to provide
the most robust, scalable, and cost-effective solution to the
vexations of GMP and GDP compliance. As supply chains
become more interconnected and data-driven, the federated
learning approach of the framework guarantees focus on
privacy, efficiency and adherence to regulations. Additional
studies and in-market implementations will further shape this
framework, setting the stage for bigger adoption across other
regulated markets.
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