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Abstract - The size of the Internet and network traffic is increasing constantly, with data generated at an extremely fast rate in
petabytes. This data can be classified as Big Data (BD) due to its substantial volume, veracity, Velocity, and variety. The
proliferation of usage is accompanied by an increase in security risks to networks like the Internet of Things (1oT). ldentifying
intrusions in a BD context is challenging. Numerous Intrusion-Detection Systems (IDSs) have been developed for various
network attacks; however, most of these IDSs are either incapable of identifying unknown attacks or cannot respond. Deep
Learning (DL) algorithms, recently utilized for extensive BD analysis, have demonstrated exceptional performance and
efficiency in detecting intrusions. Hence, this research proposes a BD-based 10T intrusion detection model using the DL
algorithm with Apache Spark for attack detection and classification. The developed research model incorporates the Binary
Salp Swarm Algorithm (BSSA) technique for feature selection and the Bidirectional Transformer (BiT) method for attack
detection and classification. For training and evaluation, the CIC-10T-23 BD dataset is collected and used. Using Apache
Spark, the data is preprocessed with multiple preprocessing phases such as data cleaning, normalization, oversampling, and
encoding. The BSSA technique selects the most optimal features that help the BiT classifier for accurate attack detection,
minimizing dimensionality and enhancing learning efficiency. The BSSA-BIiT model attained 98.85% accuracy, 98.59%
detection rate, 98.94% precision, and 98.70% F1-score in multiclass classification, and compared to other models, it

outperformed and demonstrated as an effective IDS model.

Keywords — Big Data, Intrusion detection, loT, Deep Learning, BSSA, BiT, Apache spark.

1. Introduction

In the current digital world, big data has become a
transformative technology, altering the methods by which
organizations/businesses gather, store, and analyze large
datasets. The substantial rise in data generated from diverse
sources, including social media, sensors, and autonomous
vehicles, has transformed the BD analytics necessary for
businesses and organizations worldwide. The worldwide BD
industry is anticipated to experience significant growth, with
revenue predictions reaching 473.6 billion USD by 2030,
indicating an annualized increase of 12.7% from 2020 to
2030. Current projections predict a substantial surge in the
generation of data, where the global output is anticipated to
reach 175 zettabytes by 2025. This rapid increase
underscores the rising significance of BD as a key tool for
analyzing, managing, and extracting insights from the vast
quantity of data [1]. BD plays a vital role in cybersecurity.
Particularly in areas like anomaly detection, intrusion
detection, spoofing and spam detection, ransomware and
malware detection, cloud security, and code security.
Cybersecurity analytics in BD is progressively emerging as a
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critical domain of study and implementation focused on
securing networks, data, and computers from unauthorized
access by evaluating security event data through BD
techniques and technology. The cybersecurity analytics in
BD are versatile and suitable for various types of attacks,
such as IDSs or alert correlators; conversely, other systems
are designed for specific threats, such as malware and
phishing detection. Cybersecurity analytic systems like IDS
are deployed with and without BD technologies [2].

In the modern technical research field, BD is crucial,
emphasizing the analysis, extraction, and processing of
significant data from large and complex datasets. The core
concept of BD analytics is closely associated with modern
technologies, particularly the 10T, Artificial Intelligence
(Al), Machine Learning (ML), and DL. The major domains
of BD applications encompass Cybersecurity, Healthcare,
Education, Market  Analysis, Supply Chain and
Transportation, Smart Cities, Earth Sciences, Media,
Industry, etc. Figure 1 depicts the stages involved in the
processing of BD.
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Fig. 1 Structure of big data analysis

The analysis of network traffic, system activities, and
records for intrusion detection is a critical subject in
cybersecurity. The analytical methods of IDS encompass
misuse detection (signature detection), anomaly detection,
and specification-based detection (integration of misuse and
anomaly detection). Anomaly detection controls standard
behaviour patterns of users and detects intrusions by
recognizing deviations from typical activities. Nonetheless, it
could result in a significant false-alarm rate, since new user
activities not encompassed within the user behaviour patterns
could be misclassified as attacks. IDS systems based on
anomaly detection are capable of monitoring network traffic;
nevertheless, they frequently face the significant risks of
false positives. The misuse-based IDS technique finds
intrusions by comparing security activity with previously
recorded attacks. This intrusion detection system is effective
solely against established patterns of behaviour and is
incapable of detecting new or unfamiliar attacks. The
database requires continual updating to incorporate new
attack patterns. IDS based on misuse detection can identify
spyware, malware, and various malicious activities [3].

Network traffic, system activities, and logs are typically
classified as BD. The analytics of BD and associated
technologies enhance cybersecurity by constantly monitoring
the flow of data, analyzing incidents, discovering anomalies
and variations in network traffic, and detecting attackers. As
depicted in Figure 2, the features of BD can be delineated by
the "7 Vs": Volume, Velocity, Variety, Variability, VValence,
Veracity, and Value [4]. Volume signifies the magnitude of
data, Velocity pertains to the speed of data generation and
acquisition, and Variability indicates irregularities and
unpredictable variations in data throughout time [5]. Variety
refers to the diversity of data formats, types, representations,
and semantic interpretations. Valence denotes the degree of
connectivity; two data elements are interconnected when
they are associated. Veracity pertains to the precision,
authenticity, and dependability of data. Defective datasets
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exhibit a lack of veracity in the context of BD and are of
inferior quality. Due to their low veracity, they consequently
possess small Value [6].

Variability

/

N

Fig. 2 Seven Vs Big data

10T networks encompass the connectivity of actuators,
sensors, and services, necessitating substantial hardware and
software for the execution of BD analytics and applications
related to cybersecurity [8]. Cyber-attacks provide escalating
difficulties  in  accurately identifying intrusions,
compromising data integrity, confidentiality, and availability

[8].

1.1. Problem Statement

The design of IDSs is significantly complicated by the
evolution of malicious software, referred to as malware. The
primary challenge in identifying unknown and obscured
malware is that intruders employ many methodologies to
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avoid detection by IDS. Thus, the technical ability of harmful
attacks has escalated. Conventional cybersecurity systems
fail to manage the increasing abundance of data that users,
devices, and networks generate. Networking devices and
applications produce substantial volumes of diverse data.
Organizations consistently carry out communication and data
exchange with others. Data is sourced from a variety of
origins, including open-access government databases,
publicly accessible social media communications, beta
testers seeking vulnerabilities, and security experts doing
assurance audits on widely utilized software. Organizations
must process, analyze, and correlate all this information in
real time to protect against cyber threats. BD technologies
enable the analytical capabilities required to link unrelated
occurrences. To address the rise in cyberattacks and enhance
a network's security status, organizations are now using DL
and ML algorithms for attack and threat detection [9]. DL is
a domain of ML that has contributed to the growing
prominence of Al-based methodologies. DL can process
unprocessed data without the need for feature extraction. It
can identify unique patterns among the incoming data,
accommodate new file formats, and detect unknown attacks.
Numerous researchers have utilized DL methodologies for
security-related tasks [10]. Thus, a DL-based IDS is
proposed in this research work to secure BD in loT systems.

1.2. Research Objectives

The novelty of the developed research model is based on
the integration of two different algorithms. The first is BSSA
for optimal feature selection, and the next is the BiT model
for accurate attack classification. Both these algorithms are
integrated and implemented on the Apache Spark BD
framework. This novel integration of the model provides
effective handling of BD network traffic while improving the
detection and classification accuracy on both binary and
multiclass tasks. The major contributions of this proposed
research work are defined in the following:
A hybrid BSSA-BIT loT intrusion detection model is
developed for robust attack detection and classification.
The BSSA is employed for optimal feature selection,
and the BiT is employed for attack classification.
This BSSA-BIT model is implemented on the Apache
Spark BD platform to process a huge volume of network
traffic data.
The BSSA-BIT model is assessed on both the binary and
multiclass classification based on multiple performance
indicators.
The evaluated results are validated by comparing the
BSSA-BiT model’s results with the current IDS models
discussed in this research.

The paper is organized into the subsequent sections.
Section 11 succinctly examines the current models relevant to
the research study. Section [1ll encompasses the
implementation of the developed research methodology.
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Section IV highlights the experimentation findings of the
research methodology and a comparison with current models.
The final section concludes the research with an overview of
the findings and recommendations for subsequent research
initiatives.

2. Related Works

This section presents a review of current works applied
to improving big data-based intrusion detection. All the
reviewed current models are critically analyzed and
presented in Table 1. The critical analysis includes their
advantages and limitations. The review of the related works
is as follows: An Elephant Herd Optimizer-based Finite
Dirichlet Mixture Method (EHO-FDMM) was proposed in
[11] for BD intrusion detection. This framework comprised
three modules: capture and logging, pre-processing, and an
IDS approach utilizing the EHO-FDMM. The UNSW-NB15
and NSL-KDD datasets were utilized to evaluate the
performance of this system. The findings indicated that
statistical analysis facilitated the selection of the optimal
model that accurately matches the network data. The EHO-
FDMM-based IDS provided a reduced False Alarm Rate
(FPR) and an enhanced Detection Rate (DR).

A full-stream BD system with optimized DL for
cybersecurity (FSBDL) was proposed in [12]. The model
utilized two concurrent optimizers, such as Adam and
RMSprop. This Hyper-Parallel optimization (HPO) approach
was developed to improve efficiency and stability. The
optimized Convolutional Neural Network (CNN) under the
model attained elevated accuracy in real-time attack
detection while maintaining reliability. A deep CNN-
Weighted Deep Long Short-Term Memory (WDLSTM) IDS
model was developed in [13] for a big data model. The deep
CNN recovered significant attributes from the attack data,
using its advantage due to sharing weights. A dropout
strategy was employed to disregard certain neurons during
model training to mitigate overfitting randomly.
Subsequently, the developed network model was employed
to discern dependencies within the extracted attributes and
address the issue of data imbalance. At last, the model's
hyperparameters ~ were  refined  through iterative
experimentation. Experimental findings demonstrated better
results, with 97.1% accuracy.

A Network IDS (NIDS) technique based on deep neural
networks within a BD environment was developed in [14].
Feature reduction and anomaly probability output were
fundamental to both levels. Subsequently, a CNN,
comprising a layer called down-sampling and a feature
extraction layer consisting of a convolutional layer, achieved
input correlation by the incorporation of bidirectional LSTM.
Next, a pooling layer was incorporated following the
convolution layer to extract essential features based on
various sampling criteria. This enhanced the overall efficacy
of the NIDS model. A hybrid Stacked Autoencoder (SAE)—
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Support Vector Machines (SVM) framework for a rapid and
effective cybersecurity IDS was proposed in [15]. The model
employed a network for latent feature extraction. The study
utilized various classification-based IDS methods like SVM,
Random Forest (RF), Decision Tree (DT), and Naive Bayes
(NB) for performing IDS in extensive network data. The
efficacy of all the models was evaluated utilizing the BD
analytics tool Apache Spark. The model's results highlighted
that the accuracy was increased and the execution time was
reduced.

The research in [16] developed an IDS utilizing the BD
platform, Apache Spark. Apache Spark was utilized in
conjunction with its ML library (MLIib) and the BoT-loT
dataset. The IDS was subsequently assessed and analyzed
using F-Measure, which was the conventional method for
evaluating unbalanced data. Two rounds of testing were
conducted: one utilizing a partial dataset to mitigate bias, and
the other employing the complete BoT-loT dataset to
investigate BD and ML abilities within a security context.

The RF algorithm has shown superior performance in
classification for the dataset. A data flow utilizing structured
streaming using Apache Spark, Apache Kafka, and
MongoDB was developed in [17] capable of real-time
adaptation to evolving attack patterns and classification of
attacks within extensive 10T networks. Upon detecting
concept drift, the model retrained itself using the data
samples that triggered the drifts alongside the representative
subsamples with the model's prior training data. The
classifier was assessed using the most recent dataset, 10T23.
The training duration of the distributed RF algorithm was
assessed by altering the count of cores in the Apache Spark
platform, yielding improved outcomes.

A security model based on distributed computing to
protect BD systems was developed in [18]. The Ensembled
Multi-Binary  Attack Model (EMBAM) provided a
distinctive anomaly-based approach to identify both normal
behaviour and anomalous attacks, such as network threats.
EMBAM integrated numerous binary classifiers into a
unified model by stacking. The fundamental binary model
was a DT classifier with hyperparameters refined by the grid
search technique. The EMBAM classifier was evaluated,
demonstrating better performance and a high detection rate.

A streaming Sliding Window Local Outlier Factor
Coreset Clustering Method (SSWLOFCC) was proposed in
[19]. The method employed a clustering-based technique for
anomaly identification utilizing BD technology, including
Flume, BrolDS, Spark Streaming, Kafka, Spark MLlIib,
HBase, and Matplotlib. It was assessed to validate its
effectiveness. The evaluation results have significantly
demonstrated the effectiveness of the method with a
markedly increased accuracy rate.
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The research in [20] developed a Java system to
establish a model with a substantial flow of data that
identified attacks in a distributed framework. The model
utilized an operating system with distributed components for
data acquisition, analysis, and storage. The findings
demonstrated that external DDoS attacks were promptly
identified. The failure of the single-point problem was
resolved, mitigating the limitation in data processing
capacity. ML methodologies, including K-means clustering,
DT, Bayesian classifiers, SVM, and ensemble learning
techniques such as Bagging, Boosting, and Stacking, were
used in [21]. DL methodologies utilized CNN for feature
extraction, Recurrent Neural Networks (RNN) for temporal
data analysis, and approaches such as deep transfer learning
and multitask learning to improve detection precision. These
integrated methodologies seek to enhance the precision,
efficacy, and resilience of network traffic detection of
anomalies and security measures based on BD.

An IDS model utilizing BD mining, incorporating fuzzy
rough set theory, Generative Adversarial Networks (GAN),
and CNN was proposed in [22]. A fuzzy rough set-based
technique was introduced for feature selection in BD through
loT applications. Subsequently, CNN's effective feature
extraction abilities were leveraged to develop an IDS based
on the chosen features. Additionally, an approach was
applied for intrusion detection across diverse circumstances
by integrating CNN and GAN. Simulation findings indicated
that the method's performance was superior. An ensembled
framework was developed in [23] to assess dimensionality
reduction in the IDS model, with several combinations
evaluated and processed on datasets. BD methodologies have
been employed to process and analyze extensive datasets,
facilitating a comprehensive data analysis procedure. The
ensemble methodology used the bagging technique in
conjunction with boosting techniques. Additionally, a DT has
been incorporated into  this  methodology. The
experimentation demonstrated that the evaluated ensemble
models exhibited superior performance.

The research in [24] utilized Device Type Identification
and Device-based IDS (DIDS) techniques. The DIDS
learning model integrated the classification of unidentified
attacks to manage computational demands in extensive
networks. The model also enhanced throughput while
maintaining a low false alarm rate. The performance revealed
that RF was the most effective DIDS algorithm and excelled
in recognizing device types. The utilization of memory data
for malware detection was utilized in [25]. Malware
detection was executed utilizing diverse DL and ML
methodologies within a BD framework featuring memory
data. The research was conducted using PySpark on the
Apache Spark BD platform. Binary classification was
conducted with RF, DT, Gradient Boosted Tree, NB,
Logistic Regression (LR), Multilayer Perceptron, SVM,
Deep Feedforward Neural Network, and LSTM techniques.
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The LR technique yielded the highest efficacy in malware
identification. The research in [26] utilized event profiles and
Artificial Neural Networks (ANN) to present the DL-based
Security Information Systems (DL-SIS). The research
enhanced the detection of anomalies by distilling BDsets into

The model enabled security analysts to respond promptly and
efficiently to urgent security alerts by analyzing data over
extended durations. The model achieved the maximum
detection accuracy, although it exhibited poor performance in
the high-dimensional dataset.

event profiles and employing DL-based detection techniques.

Table 1. Critical analysis of analyzed related works

Ref Model Application Advantages Disadvantages
[11] EHO-FDMM Big Data Intrusion Reduced false positive Optimization model was
Detection (UNSW- rate; Improved detection | computationally expensive; it
NB15, NSL-KDD) accuracy. needs fine-tuning.
[12] FSBDL Cybersecurity (real-time | High accuracy and Requires large computational
attack detection) stability in real-time resources for dual-optimizer
detection. training.
[13] Deep CNN + Weighted IDS for big data 97.1% accuracy; Deep models are resource-
DLSTM + Dropout + Overfitting was reduced intensive; Difficult to
Hyperparameter tuning using Dropout. interpret.
[14] | CNN + Bidirectional LSTM Network-based IDS in | Enhances feature Complexity increases training
+ Pooling Layer big data extraction and sequence time; High memory usage.
modelling.
[15] | SAE + SVM + Apache Spark Efficient IDS in high- High speed and accuracy | Requires expertise in Spark
volume traffic with Spark; Multiple configuration and tuning.
classifiers tested.
[16] | Apache Spark + MLIib + RF Big data intrusion Balanced testing, Spark Suffer from class imbalance if
on BoT-loT dataset detection in loT enables scalability. not handled properly.
[17] Apache Kafka + Spark Real-time IoT attack Adaptable to evolving Requires robust stream
Streaming + MongoDB + RF detection attacks; Distributed management; Complex setup.
+ Concept Drift Handling processing.
[18] EMBAM Big data anomaly High detection rate; Ensemble increases
detection Effective ensemble computational complexity.
model.
[19] SSWLOFCC Real-time anomaly Improved accuracy; Real- | Cluster maintenance over the
detection in network data | time adaptation. stream can be costly.
[20] | Java-based distributed system Distributed DDoS No single-point failure; Limited ML integration; the
for intrusion detection detection Scalable. General framework lacks
algorithmic novelty.
[21] ML: K-means, SVM, DT, Big data anomaly and Robust feature analysis; High dimensionality can
Bagging, Boosting; DL: threat detection Ensemble enhances impact performance.
CNN, RNN, Transfer resilience.
Learning
[22] | Fuzzy Rough Set + CNN + 10T big data IDS Superior performance; GAN training is unstable;
GAN Effective feature Model complexity is high.
selection.
[23] Ensemble (Bagging + Big data-based IDS with | Better performance with Multiple models can slow
Boosting + DT) dimensionality reduction | large datasets. execution.
[24] Device-based IDS + RF + Device type classification | High accuracy (95%); Do not generalize to unknown
DL/ML and anomaly detection Manages large-scale device types.
networks.
[25] DL & ML (RF, DT, GBT, Malware detection in big | Logistic Regression was Feature engineering needed,;
LR, SVM, LSTM) on data memory traces most effective, with Real- | Potential overfitting.
PySpark time capability.
[26] DL-SIS (Event Profiling + Big data anomaly High detection accuracy; | Poor performance on high-
ANN) detection via event logs | Effective long-term dimensional data.
analysis.
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2.1. Research Gap Analysis

After analyzing the related works, there are a few
research gaps from the recent advancements in IDS models
based on BD using diverse ML and DL methodologies. Most
of these models aimed to enhance the detection accuracy and
system scalability. However, these models neglect
adaptability for evolving loT attacks and variations.

The majority of the models lack a feature selection
process and are dependent on computationally intensive
models. This led to latency and inefficiencies in detecting
attacks. Additionally, few models utilize lightweight and
effective optimization techniques appropriate for managing
high-dimensional data in 10T networks. These gaps highlight
the need for robust, scalable and efficient IDS models for
large-scale 10T data using effective optimization and
classification algorithms.

3. Materials and Methods

This research proposed a BD-based 10T intrusion
detection model using the DL algorithm with Apache Spark
for attack detection and classification. The developed
research model incorporates the BSSA technique for feature
selection and the BIiT method for attack detection and
classification. The developed research model’s workflow
was depicted in Figure 3. As shown in the figure, the CIC-
l0T-23 BD dataset is initially collected and used for training
and testing the research model. Using Apache Spark, the data
is preprocessed with multiple preprocessing phases, such as
data cleaning, normalization, oversampling, and encoding, to
make the data in a standard manner and appropriate for the
developed model.

The preprocessed data is divided into training and test
subsets, which are used for training the model and
evaluation. The binary variant of the SSA model is applied to
select features from the training data. This BSSA technique
selects the most optimal features that help the classifier for
accurate attack detection, minimizing dimensionality and
enhancing learning efficiency. The selected features are
applied to train the BiT model. This DL architecture is
capable of capturing contextual relations in sequential data
and is optimal for complex intrusion detection tasks. At last,
the trained model was evaluated using common evaluation
metrics to assess its performance in detecting different attack

types.

3.1. Dataset Details

The CIC-10T 2023 dataset comprises a range of recent
loT attacks. This collection contains communications from
105 authentic loT devices and includes 33 distinct attack
methods. To enhance classification performance, these
attacks were categorized into seven distinct categories: DoS,
DDoS, Spoofing, Brute Force, Recon, Mirai, and Web-based.
This CIC-10T-2023 dataset comprises 46 features.
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Table 2. Dataset distribution

Attack Classes | No. of Records | Distribution %
Benign/Normal 1098195 2.35
Spoofing 486504 1.04
Reconnaissance 354565 0.76
Bruteforce 13064 0.03
WebBased 24829 0.05
DoS 8090738 17.33
Mirai 2634124 5.64
DDoS 33984560 72.79

As shown in Table 2, the attack category with the most
records is DDoS, which overflows networks or devices with
an overwhelming traffic volume, resulting in disruptions and
rendering services inaccessible. The next dominant class,
DoS, resembles DDoS but generally originates from a single
source and similarly seeks to impair service availability.
Brute Force seeks to obtain unauthorized access by
systematically testing many password combinations.
Spoofing leads devices by disguising itself as authentic
entities, resulting in data exfiltration or virus distribution.
Reconnaissance attacks collect network data to find
vulnerabilities. Web-based attacks leverage vulnerabilities in
web applications to gain unauthorised access unauthorized.
The Mirai attack exploits 10T, converting devices into bots
for extensive attacks like DDoS. This dataset offers a
thorough analysis of the prevailing 10T attacks. The DDoS
category contains a large number of instances, followed by
DoS and Mirai. Remaining classes, like Recon, Spoofing,
Brute Force, and Web-based, exhibit significantly limited
samples [27].

3.2. Apache Spark

Apache Spark (APS) is an open-source initiative
intended to parallel process BD sets. It is designed using the
Scala programming language. The fundamental design is the
Resilient Distribution Dataset (RDD). RDDs are dispersed,
adaptable, and resilient structures. APS does data processing
in memory. This capability enables speed processing,
surpassing MapReduce's ability to operate on memory. APS
comprises the components of Spark SQL, Spark Core, Spark
Streaming, Horovod, and GraphX. The Spark Core serves as
the foundational framework for every component. Spark
Streaming, Spark SQL, Horovod, and GraphX were the
principal libraries of APS. Spark SQL handles structured
information, whereas Spark Streaming is used for real-time
data processing: Horovod, a DL library for Spark. Network
and graph analysis were conducted using the GraphX
package. These library tools could be utilized concurrently
within an individual project. Spark offers multi-language
assistance with project implementation. Applications could
be developed on Spark utilizing R, Scala, Python, and Java
programming language tools. APS could utilize the Hadoop
Distributed File Systems (HDFS) for storage, and can be
combined with various BD technologies.
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3.3. Preprocessing and Normalization

Efficient preprocessing is an essential phase in the
proposed IDS model, guaranteeing that the data is formatted
appropriately for analysis. The present research utilizes a
multistage preprocessing approach, starting with feature
selection and target variable mapping that simplifies the
classification work. To rectify the class imbalance in the data
set, SMOTE was utilized to produce synthetic data for
minority classes, resulting in a balanced dataset. The first
stage entails delineating the features and the target variable.
The target variable is subsequently categorized into one
benign class and seven overarching classes of attack,
therefore mitigating the complexity of the problem.

SMOTE is employed on the data set to mitigate the issue
of class imbalance. SMOTE functions by generating
synthetic instances within minority classes, rectifying class
distribution imbalance. Although SMOTE effectively
mitigates class imbalance by generating supplementary
samples for minority categories, it possesses inherent
limitations. The synthetic data are validated by analyzing the
class distribution and confirming that the created samples
correspond with the statistical properties of the actual data.
Nonetheless, the application of SMOTE can continue to
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Fig. 3 Proposed Big Data-based l0T intrusion detection model

impact the model's efficacy in highly dynamic practical loT
contexts [28].

Following SMOTE resampling, the features are
normalized utilizing the StandardScaler from the sklearn
library, which is also called Z-score normalization. This
normalization guarantees that all features have a standard
deviation of 1 and a mean of 0. This normalization process is
essential for DL algorithms that are subject to changes in
input data size.

The normalization procedure utilized in the research was
defined by Equation (1). The Z-score normalization
procedure constrains numerical values to the interval 0-1.

)

In this context, o represents the real value, ' denotes the
standardized value, while ¢ and p signify the standard
deviation and mean values, respectively [29]. The subsequent
step entails encoding a target variable with LabelEncoder.
Subsequently, one-hot encoding is utilized to transform the
categorical labels into the required format. The dataset is
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divided into training and testing sets, with 80% assigned for
training and 20% assigned to testing.

3.4. Binary SSA-based Feature Selection

The Salp belongs to the Salpidae family, exhibiting a
structure and behaviour comparable to that of jellyfish. SSA
is a swarm intelligence system that emulates the behaviour of
salps in the ocean.

Typically, salps exist in aggregations, forming structures
known as salp chains. The main Salp was also designated as
the leader, while the other salps were classified as followers.
The position of the leader salps could be modified utilizing
the computational model of SSA, as stated in the subsequent
Equation (2).

1 _ {ﬁ. + al((ui - li)az + ll) as > 0.5 (2)
! i al((ui - li)az + ll) as <0.5
Here, z! denotes the leader's position, while f;

Represents the i"" dimension of the food source's origin. The
input variable a, plays a crucial role in SSA, gradually
decreasing over the iteration in Equation (3) to facilitate
greater exploration in the initial phases of the optimisation
process and thus enhance exploitation in the following
process. The terms [; and u; Signify the lower and upper
bounds of the i dimension. The values a, and a; represent
the random distribution that persists within the range [0, 1].
It guides the following update positions in the i"" dimension
from -oo to oo, thus imposing the size of step [30].

a, = 2e~“k/M)?

®)
Here, k represents the current iteration, and M is the
maximum number of iterations. The relevant positions are
revised using the expression provided in Equation (4).
Zj — 1(21' _ Zi—l)
1~ 3\ l

(4)

Here, j = 2, and zlj Represents the location of the jt
affiliate in the i dimension.

The traditional SSA was employed to alleviate periodic
optimization challenges. The binary metaheuristic algorithm
is employed to address feature selection issues. According to
bSSA, the salps are permitted to navigate within specific
parameters defined by the values of zero and one. The
primary method that affected the conversion process was the
implementation of a transfer function. This function was
employed to verify the likelihood of enhancing a component
in the best possible solution as either one or zero. The
sigmoidal transfer function was utilized to convert the
continuous functions into an individual function, as
articulated in Equation (5).
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1
1+exp —Z{ (t)

T(z/(®)= ®)

Here, z™ Represents the j™ factor in the optimal value z
within the j™ dimension, whereas t signifies the next
iteration. The pertinent features could be chosen from the
subset of features in accordance with Equation (6).

1 rand =T (zjm(t + 1))
z"(t+1) = (6)
0 rand <T (zjm(t + 1))

Here, z™ Denotes the j™ component of the optimum

vector z in the j™ dimension.

Feature Selection (FS) aims to enhance accuracy while
reducing the error rate and quantity of selected features. The
proposed bSSA employs the objective function outlined in
Equation (7) for the selection of the optimal feature set. The
Fitness Function (FF) specified in Equation (7) is optimized
throughout the selection of pertinent features.

|S—Fs|
S|

FF = a1y,(D) + B U]

Here, y, (D) Denotes the accuracy associated with the
decision D. The variable F, Denotes the chosen features, S
signifies the total number of features, a; € [0,1] and B, are
constants indicating the significance of classification
accuracy and the length of the subset, respectively. The total
of a; and B; mustequal 1 (a; + B, = 1).

Equation (7) can be reformulated as a minimization
problem utilizing error values and the ratio of selected
features. The error-reducing fitness function is outlined in
Equation (8).

|Fs|

FF = a,Ex(D) + 'Blﬁ

®)
Here, Ex(D) Denotes the error rate [31].

A total of 15 optimal features have been selected from
the CIC-10T-2023 dataset using the BSSA approach. The
features selected are ack flag_number, fin_flag_number,
header_length, https, icmp, magnitude, min,
psh_flag_number, protocol, rst_count, rst_flag_number,
syn_flag_number, tcp, udp, and variance.

3.5. Bidirectional Transformer Model

This research utilized the BiT approach for intrusion
detection based on the selected features from the BD. This
approach identifies and classifies attacks by analyzing BD
loT network traffic. To attain this objective, the BiT
technique assimilates both historical and prospective
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information for enhanced detection accuracy. The
architecture of the model is illustrated in Figure 4 [32].

The BiT model employs the mechanism of self-attention
to encode the input sequence of data. For the input sequences
X =[xy, %, ..., x7], Where x, € R% Denotes the features that
were input at time step t, the model initially produces three
critical matrices via linear transformation: the query matrix
Q, the key matrix K, and the value matrix V. The
computational equations for these three matrix structures are
as follows:

Qe = XWy, K, = XWy,V, = XW, 9)
In this Equation (9), Wy, Wy, W, € R**% represents the

acquired weight matrix and d, Denotes the number of
dimensions of every query and key.

Input

\

( Feed Forward ‘
N

Multi-Head
Attention

K[ Linear | | Lincar | [ Linear | /

N T~ —7

000

v
[ Output

>y
Fig. 4 Architecture of BiT Model

The correlation among several time steps is represented
by computing the self-attention weight matrix. A, Using
Equation (10):

A, = Softmax (Qt—Jdif) (10)

The representation of every position in the sequence of
inputs is derived by performing a weighted summation of the
value matrix V, resulting in the output representation for each
time step as given in Equation (11).

Zy = AV, (11)

In the BIiT, two channels of self-attention computation
are employed: one is forward, from x; to x;, and the second
is reverse, from x; to x;. The model could simultaneously
leverage prior attack patterns and predict potential future
threats through this bidirectional exchange of data, enhancing
its comprehension of the dynamic intrusion behaviours in
10T networks. To obtain the final representation, the model
combined both the reverse and forward outputs as
represented in Equation (12).

Z, = [thUTW‘le'Z?ackward] (12)

Subsequently, the research enhances the model's
expressiveness by layering several Transformer encoding
layers. Every layer comprises a multi-head self-attention
mechanism and a Feedforward Neural Network (FFNN).

In multi-head self-attention, distinct associations are
acquired through numerous independent heads of attention h,
and the last representation for every step is derived by
combining the outputs from these heads and applying linear
transformations.

7, = Concat(3h_, AWVIMW, (13)

In this Equation (13), W, denotes the learnt output
weight matrix, whereas A" and V/* signify the attention
weight and value matrices of the h-th head, respectively, and
H indicates the total number of attention heads. A FFNN is
employed to execute a nonlinear change on the output of
every layer, thereby enhancing the model's representational
capacity. The computational procedure of the FFNN is
delineated as given in Equation (14):

FFNN(Z,) = ReLU(Z,W, + by)W, + b, (14)

Here, by, b, and W,, W, represent the acquired biases
and weights. In the end, following multiple layers of
encoding, the model obtains a hidden state series Z =
[Z,,Z,,...,Z;] That encompasses temporal information. To
detect the intrusion, the work subsequently input this hidden
state sequence into a model using linear Regression to
estimate the potential threat level of the network data. The
research computes the attack assessment value. y; Utilizing
the subsequent formula in Equation (15):
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yi =W Ze + b, (15)
Here, W, € R represents the learnt weight, W, € R
denotes the bias term, and y{ signifies the attack detection
value at the time step t. To optimize the model parameters,
the research employs Mean Square Error (MSE) as the loss
function. Given a true attack sequence y = [y;,¥5, ..., V7],
the loss function L is articulated as in Equation (16):
1 /

L= ;Z?ﬂ()’t - y)? (16)

The model utilizes the back-propagation approach to
adjust the parameters Wy, Wy, Wy, Wo, Wy, W, W, Moreover,
the bias in the model aims at minimizing the loss function.
At the end, post-training, the model can detect intrusion
attempts, allowing security measures to proactively address

threats and mitigate the dangers associated with advancing
intrusions in extensive I0T environments.

This method effectively captures nonlinear relationships
and temporal dependencies in large-scale 10T network traffic
data by utilizing a BiT architecture, integrated with a self-
attention mechanism and an FFNN, thereby improving the
accuracy of intrusion detection in BD environments [33].
The pseudocode of the developed IDS model is presented
below.

Initialization
Load CIC-10T-2023 dataset into Spark DataFrame
Drop irrelevant columns
Handle missing/null values
Encode categorical features
Map target variable labels to integers
Normalize  features  using  Z-score
(StandardScaler in Spark)
Balance data using oversampling (SMOTE)
Split the dataset into training/testing sets
Feature Selection using BSSA
Initialize the salp population and control parameters
For each iteration:
Evaluate the fitness of each Salp
Update the positions of salps
Select the feature subset with the best fitness score
End For
Select the best feature subset from BSSA
Initialize the Bi-directional Transformer model
Define the input layer based on selected features
Configure attention layers, positional encoding, and the
classification head
Compile the model with optimizer
Train the model on training data
Predict on test data
Compute evaluation metrics
End

normalization
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Table 3. Hyperparameter tuning of the model

Hyperparameter Value
BSSA Population Size 50
No. of iterations of BSSA 1000

No. of Search Agents of BSSA 8

Search Domain of BSSA [0, 1]
Learning Rate 0.001

Batch Size 32

Epochs 100

Dropout Rate 0.2

Hidden Size 256
Activation Function ReLU
Optimizer Adam

Table 3 shows the hyperparameter values set for the
developed research model. The hyperparameter tuning
ensures effective learning and model convergence while
minimizing overfitting and optimizing computational
efficiency for BD in Spark-based environments.

4. Experimentation Analysis
4.1. Experiment Setup

This section highlights the experiments conducted on the
extensive CIC-10T-2023 dataset. The study employed the
PySpark tool, which facilitates programming with Python on
the Apache Spark BD platform within the Google Colab
environment. The proposed system is implemented using
PySpark. It is a library that connects Python with Apache
Spark. All testing was conducted on Windows 10 64-bit,
utilizing a Core i7 processor operating at 2.70GHz, 16 GB of
RAM, and the programming language, Python. The dataset is
divided into testing and training halves of 20% and 80%.

4.2. Result Metrics

The research assessed the efficiency of the binary and
multiclass classification models. The parameters of
Accuracy, Precision, Detection Rate, and F1-score were
computed to assess performance. The following are the
formulas of these parameters presented in Equations (17) to
(20).

TP+TN

Accuracy = ———
y TP+TN+FP+FN

17

Accuracy denotes the level of correlation or similarity
between the predicted results and the true values within the
dataset.

TP
TP+FP

Precision = (18)

Precision denotes the ratio of correctly identified
positive instances to the total predicted positive cases. It is a
key metric in the assessment of models.
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TP
TP+FN

Detection Rate = (19)

Recall or Detection rate is a quantitative metric that
assesses a model’s ability to identify all relevant occurrences
accurately. These occurrences include the target class within
a specified data set. A superior recall score indicates that the
model can accurately identify a larger proportion of the
dataset’s true positive samples. This demonstrates superior
efficacy in identifying the target class.

RecallxPrecision

target class. The calculation employed the harmonic mean of
recall and precision [11-26].

4.3. Performance Evaluation

This section discusses the results of the developed
research model evaluated using the discussed performance
indicators. Based on this BD framework, the results of the
developed model are assessed in terms of both binary and
multiclass classification. The results of the multiclass
classification are compared with the current models for
proper validation.

Flscore =2 X ———— (20)
Recall+Precision
Table 4. Binary classification results of the research model
The F1 score is an efficiency statistic that evaluates Metric (%) | Training | Testing
precision as well as recall to assess a model's accuracy. An Accuracy 99.69 99.26
elevated F1 score signifies improved overall effectiveness in Detection Rate | 99.55 99.13
reliably identifying positive samples. It is a significant Precision 99.72 99.18
indicator for evaluating the model's capacity to recognize the F1-score 99.52 99.21
mTraining  mTesting
100
99.75
S 995 -
£ 99.25 -
[5]
§ 99 -
£ 9875 1
€ 985
[<5]
o 98.25 -
98 -
Accuracy Detection Rate Precision Fl-score

Fig. 5 Graphical illustration of BSSA-BiT model’s binary classification results

Table 4 presents the binary classification results of the
developed IDS model. The binary classification results
indicate that the model detects and classifies the attacks as
either present or not. The name itself makes it clear that the
attack represents 1 and O as normal. The results are
individually evaluated for the training and test sets and
compared. The accuracy of the developed model in training
is 99.69% and 99.26% in testing. This binary accuracy
performance highlights that the model has the ability to
classify the attack accurately with a high generalization. The
detection rate of the BSSA-BIiT model in training was
99.55% and 99.13% in testing. This reflects the developed
model’s capability to detect positive occurrences of the
attack classes. The precision rate of the BSSA-BIiT model in
training was 99.72% and 99.18% in testing. This
demonstrates that the model has the ability to reduce the false
positives and has high reliability in predicting positive
classes. Finally, the F1-score of the BSSA-BIiT model
attained an Fl-score of 99.52% in training and 99.21% in

438

testing. This highlights that the model has a balanced
performance between precision and detection rate. Moreover,
the model not only identifies the positive class, but it also
effectively avoids misclassification. Thus, these binary
classification results highlight that the BSSA-BIT model can
perform robust and efficient intrusion detection. The binary
classification results are plotted in Figure 5.

Table 5. Multiclass classification results of the research model

Classes Accuracy | DR | Precision | F1-score
Benign 99.48 99.55 99.33 99.44
DDoS 99.21 98.97 99.50 99.23
Brute Force 98.89 98.65 98.78 98.71
Spoofing 98.35 97.90 98.20 98.05
DoS 98.76 98.10 99.00 98.55
Recon 99.05 98.93 98.85 98.89
Web-based 97.82 97.55 98.70 97.62
Mirai 99.30 99.10 99.22 99.16
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Table 5 presents the multiclass classification results of
the developed BSSA-BIiT model. The multiclass
classification results indicate that the model detects and
classifies every attack in the data. The applied BD CIC-10T-
2023 dataset has a total of eight classes, in which seven are
attacks and one is benign. The model attained high accuracy
scores for all the classes in a consistent manner, ranging from
97.82% to 99.48%. The dominating attack classes like
DDoS, DoS, and Mirai are detected with better accuracy
scores. This indicates that the BSSA-BIT model has a strong
generalization and effective adaptability. The detection rate
of the model is similarly high for all the classes, ranging
from 97.55% to 99.55%.

This detection rate performance highlights that the
BSSA-BIT model can detect most of the occurrences
accurately for each class. The precision rate of the model has
been above 98% for each class, ranging from 98.70% to
99.33%. The model highlights that it can reduce false
positives, particularly for DDoS and DoS attacks. The f1-
score of the model ranges between 97.62% to 99.44%. Some
slight variations exist in the performance for spoofing and
web-based attacks. However, the overall performance
highlights that the model is efficient and highly capable of
detecting and classifying intrusions. Figure 6 depicts the
graphical chart of the research model’s multiclass
classification results.

m Accuracy ® Detection Rate

m Precision mF1-score

100

Performance in (%)

Benign DDoS  Brute Force Spoofing DoS Recon  Web-based Mirali
Fig. 6 Graphical illustration of BSSA-BiT model’s multiclass classification results
Table 6. Performance comparison with current models
Models Accuracy Detection Rate Precision F1-score
EHO-FDMM [11] 98.00 97.30 NA NA
CNN-WDLSTM [13] 97.17 97.00 97.00 97.00
BiLSTM-CNN [14] 93.35 91.87 91.64 92.25
DL-SVM [15] 90.20 90.30 90.30 90.30
RF [17] 97.80 NA NA NA
EMBAM [18] 97.84 98.18 97.76 96.80
SSWLOFCC [19] 96.51 NA NA NA
DCGAN [22] 95.22 95.42 98.82 97.09
RF+XGB [23] 97.00 NA NA NA
TabNet [24] 96.00 92.00 94.00 95.00
MLP [25] 97.67 97.98 96.42 97.68
DL-SIS [26] 97.18 97.41 96.17 98.31
Proposed Model 98.85 98.59 98.94 98.70
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Fig. 7 Graphical illustration of results comparison

Table 6 presents an overall performance analysis
comparison of the developed BSSA-BiT model’s results with
the other current models discussed in this research from the
related works section. It is clearly demonstrated that the
developed IDS model has attained high performance in all
the evaluation metrics and outperformed all the current
models. The average results of the research model from
multiclass classification are applied for this comparison. The
research model BSSA-BIT has achieved 98.85% accuracy,
98.59% detection rate, 98.94% precision, and 98.70% F1-
score. In this comparison, models like EHO-FDMM,
EMBAM, and MLP have results that are close to accuracy
compared to the research model. Notably, the DCGAN
model has attained very close precision score of 98.82%, but
it falls short in accuracy and other metrics. Models like
CNN-WDLSTM, BIiLSTM-CNN, and DL-SVM have low-
level performances with accuracies ranging from 90.20% to
97.17%. Models like EMBAM and RF+XGB also performed
well but failed to match the performance of the developed
BSSA-BIiT model. The TabNet and DL-SIS models have also
produced better results in F1-scores, but lag in detection rate
and precision. Overall, the BSSA-BiT model’s consistent
performance and results outperformed the current models in
this research on big-data-based intrusion detection. Figure 7
depicts the graphical chart of the research model’s results
compared with the current models.

This research has several advantages, including the fact
that the model is highly accurate and effective in handling
BD of l1oT environments by developing a model that
implements BSSA for feature selection and BiT for attack
classification. Using Apache Spark in this research helped to
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improve the model’s scalability and processing
performances, which makes the BSSA-BIiT model
appropriate  for BD-based intrusion detection systems.

Moreover, the developed model demonstrates superior
performance in the binary and multiclass classification
results compared to the current models discussed in this
research. However, there are a few limitations to this
research model. The model has increased complexity due to
its architecture. It led to higher computational costs and
longer training.

5. Conclusion

This research proposed a BD-based loT intrusion
detection model using the DL algorithm with Apache Spark
for attack detection and classification. The developed
research model utilized the BSSA technique for feature
selection and the BiT method for attack classification. The
CIC-10T-23 BD dataset was used to train and evaluate the
model. The data was preprocessed with data cleaning,
normalization, oversampling, and encoding. The binary
variant of the BSSA technique selects the optimal features.

This feature selection process helped the classifier for
accurate attack detection, minimizing dimensionality, and
enhancing learning efficiency. The selected features were
applied to train the BiT model. This DL architecture was
capable of capturing contextual relations in sequential data
and was optimal for complex intrusion detection tasks. After
training, the model was evaluated using common evaluation
metrics to assess its performance in detecting different attack
types. The BSSA-BIiT model attained 98.85% accuracy,
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98.59% detection rate, 98.94% precision, and 98.70% F1- interpretability, which could make the comprehension of
score in multiclass classification, and 99.26% accuracy, decision-making simpler. Other BD tools like Apache Flink
99.13% detection rate, 99.18% precision, and 99.21% in can be used for real-time data streaming and evaluation.
binary classification. Compared to the other models, the
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