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Abstract - Faster speeds of Beyond-5G (B5G) communication technologies have allowed connectivity in Internet of Things (1oT)
ecosystems on an unprecedented scale, although this progression has also increased existing security vulnerabilities by making
most 10T devices resource-constrained. The main issue is to balance strong security with the low computing, memory, and power
capabilities of 10T endpoints that cannot be effectively supported by conventional encryption algorithms such as RSA or AES.
To deal with this, the suggested approach, Lightweight Encryption in Beyond-5G loT Security (LEBIS), proposes specialized
cryptographic algorithms that are optimized in low-resource settings, focusing on small code size, power usage, and resistance
to side-channel and quantum attacks. LEBIS incorporates post-quantum cryptographic algorithms like lattice-based and hash-
based schemes with lightweight key management protocols, which guarantee the safety of communication without damaging the
working of the devices. The results of the experiment have proven that LEBIS can establish a high level of data confidentiality
and integrity, and in the process, the data encryption is enhanced, and real-time Internet of Things can be supported by up to
80% higher efficiency at practical throughputs. It concludes with the statement that LEBIS is capable of ensuring B5G-enabled
Cloud Assisted 10T Ecosystems because it can converge lightweight cryptographic rigor with the harsh resource limitations of
the 10T devices, and hence is a promising approach to ensure security in 10T systems in future smart pervasive environments. It
is therefore a work that adds a scalable and adaptable method that is vital in the progression of trust to next-generation loT
networks.

Keywords - Beyond-5G, Internet of Things, lightweight encryption, post-quantum cryptography, resource-constrained devices,
l0T security.

1. Introduction

Wireless technology has reached one of the greatest
heights with the introduction of the B5G communication
technologies [1]. The latter essentially changed the
telecommunication scene with their extremely low time
delays, colossal amounts of information handled, and strong
and multipurpose  connectors [2]. Another notable
consequence of the paradigm shift related to such technologies

The use of RSA, ECC, AES, and other dominant
cryptographic techniques for network security is not new.
Such techniques do guarantee privacy, authenticity, and
integrity [6]. The 0T ecosystem contains a large number of
small, resource-constrained sensors, actuators, and embedded
systems. The limited processing capability, memory, and
energy requirements of such systems, however, are why many

is the Internet of Things, or 10T. It currently supports the most
modern smart ecosystems, such as smart cities, smart
transport, smart healthcare, and smart industrial automation
[3]. It is predicted that by 2030, B5G networks will have
flawlessly incorporated billions of 10T devices, therefore,
generating an untapped volume of data and making intelligent,
highly responsive services omnipresent and available [4]. The
accelerated technology proliferation has its negative aspects,
though, especially in the limited resource context of an loT
environment, where even the simplest communication is very
delicate and should be preserved [5].

OSOE)

devices do not use such systems [7]. The inability of these
systems to defend themselves while there is a well-established
security architecture is a paradox. Eavesdropping, man-in-the-
middle, denial of service, and other complex attacks [8] are
examples of such attacks. As more devices become connected
to B5G, the need for robust and reliable security solutions has
become increasingly critical [9].

Researchers have been trying harder and harder to create
ways to encrypt data that are both quick and light, without
trading off security [10]. These algorithms are great for loT
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setups because they do not utilize a lot of memory, power, or
processing power [11]. As quantum computing becomes more
common, public-key cryptography will need to utilize Post-
Quantum Cryptographic (PQC) methods to protect it from
quantum attackers [12]. In B5G circumstances, one way to
make 10T security better in the long run is to adopt hybrid
systems that mix lightweight cryptography with PQC
principles [13].

The proposed approach to the existing research suggests
the LEBIS framework to balance these goals, and LEBIS can
simply withstand both traditional and novel quantum attacks
due to the less complex key management protocols, PQC
algorithms on lattices, and hash [14]. It is also compatible with
endpoints that are not resource-intensive in the 10T [15]. There
is also the possibility to utilize it on a large scale as it improves
code size and throughput, thus allowing real-time
communication to be more effective [16]. This work can be
followed by the fact that it adds to the developing knowledge
base because it touches upon the concurrent demands of
security and efficiency of the next-generation 10T network
[17]. In order to create trust, resilience, and scalability in smart
environments enabled by B5G, it puts emphasis on the
importance of cryptographic architectures that are lightweight
and future-proof. This will lead to the establishment of safe,
flexible, and smart cyber-physical systems [18].

Existing security approaches predominantly emphasize
computationally intensive  cryptographic schemes or
centralized trust mechanisms, which introduce processing
overhead and communication delays that are incompatible
with  ultra-reliable low-latency and massive device
connectivity scenarios. In parallel, lightweight security
solutions reported in the literature frequently focus on isolated
10T layers or assume static network conditions, limiting their
effectiveness in dynamically orchestrated cloud-assisted
environments. This disconnect highlights a gap between
cryptographic robustness and operational feasibility in
Beyond-5G 10T ecosystems, where heterogeneous devices,
cloud coordination, and real-time data flows coexist.
Addressing this challenge necessitates a security framework
that integrates lightweight encryption, efficient key
management, and cloud-aware coordination without imposing
excessive computational or communication burden, thereby
forming the core problem investigated in this study.

The novelty of this work lies in the integrated design of a
lightweight security framework specifically aligned with the
operational characteristics of cloud-assisted Beyond-5G
Internet of Things environments. Unlike existing approaches
that treat encryption, key management, and cloud coordination
as separate or loosely coupled components, the proposed
Lightweight Encryption in Beyond-5G 10T Security (LEBIS)
framework unifies these elements within a single architecture
optimized for low latency, constrained computation, and large-
scale device connectivity. The framework introduces cloud-
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aware encryption workflows that adapt to heterogeneous loT
node capabilities while maintaining cryptographic strength
and minimizing communication overhead. Furthermore, the
security evaluation simultaneously considers computational
efficiency, energy consumption, and attack resilience under
Beyond-5G traffic conditions, providing a comprehensive
performance perspective that extends beyond the scope of
prior studies.

2. Related Work

The small resources of these devices are optimized to use
lightweight cryptographic algorithms and protocols to be used
in the Internet of Things (10T). The existing literature review
explains new iterations of these old ciphers, such as M-
XXTEA, that are more secure and faster since they modify the
keys instantly, which is an improvement compared to previous
encryption techniques. The experimental support of the
popular 10T platforms, like Arduino platforms, also
demonstrates that the Latest Lightweight Block Ciphers
(LWBC) are highly secure and consume less power. It also
discusses new algorithms such as LBC-loT and RBFK, and
hybrid models such as PHOTON. It also discusses the security
problems that Beyond-5G loT networks must be able to deal
with. This part concludes with an examination of
performance-oriented solutions that are designed to ensure
B5G deployments are safe and effective, including LSNCP
and adaptive authentication frameworks (NLAF).

2.1. Lightweight Cryptographic Algorithms and Protocols
for 10T Security

XXTEA - Its paper is outlining a XXTEA that has a more
secure S—box and is more capable of defending against attacks
such as these. The cipher keys are changed dynamically while
blocks of plaintext are encrypted. M XXTEA is more secure
than still works with different key sizes and varying text block
widths. The paper performs a series of tests to evaluate how
M XXTEA compares with the original XXTEA and AES. M
XXTEA is shown to outperform AES by 60\% in encryption
and decryption time efficiencies. M XXTEA is also 57\%
faster than AES with respect to speed. Its effective use can
benefit the Industrial Internet of Things (I0T) smart devices,
Electronic Health Records (EHRs), and smart city
infrastructure [19]. Lightweight Block Ciphers (LWBC) -
This research paper discusses in detail the power and security
features of an LWBC designed specifically for 10T devices.
The experimental setup was an Arduino NodeMCU V3,
powered by the Otii Arc and running the LWBC security
algorithm. The research indicates that LWBCs have rather
high efficiencies, which is beneficial for low-power Internet
of Things devices. The suggested cipher outperformed state-
of-the-art LWBCs in the comparison, which showed its lower
energy used per bit. Power efficiency, round count, cipher
design, gate area, random octet size delay, and throughput
were some of the most critical factors used to evaluate the
proposed LWBC [20].
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2.2. Security Challenges and Threat Landscape in Beyond-
5G Cloud Assisted 10T Ecosystems

LBC-loT - Ramadan et al provide "LBC-IoT," a novel,
extremely lightweight algorithm for secret-key block
enciphering. The Feistel structure forms the basis of the
proposed 32-bit block length that supports 80-bit key lengths.
"LBC-1oT" uses compact, stiff substitution boxes (4-bit-S-
boxes) and simple functions (shift, XOR) to achieve energy
efficiency in cryptography. In addition to being highly
implementable and resistant to various attack types (including
linear, differential, and side-channel), it is also quite secure.
The findings of the hardware implementation of LBC-1oT are
really encouraging, and they are on par with the top
lightweight ciphers of today [21]. Randomized butterfly
architecture of fast Fourier transform for key (RBFK) is
proposed for resource-constrained IoT devices in the edge
computing environment. The key scheduling system generates
robust round keys for the five rounds of the encryption method
using the butterfly architecture. The RBFK ciphers' robust
security is ensured by their butterfly architecture, which
results in a bigger avalanche effect. The RBFK cipher's
memory use and execution cycle are evaluated with the help
of the FELICS analysis tool. By examining the histogram,
correlation graph, and entropy of encrypted and decrypted
images, the suggested ciphers were further tested for key
sensitivity in MATLAB 2021a [22]. PHOTON - To improve
the privacy and security of smart card transactions, the paper
presents a new hybrid crypto standard called PHOTON that
combines Elliptic Curve Cryptography (Curve25519) for
secure key generation, the SPECK block cipher for
lightweight encipherment, and a powerful hash function for
message authentication and integrity checks. Current crypto
models are not suitable for lightweight smart card transactions
due to their high computational cost in areas like key length,
encryption time, decryption time, and energy efficiency.
When compared to other hybrid crypto standards that are
already in use, the proposed standard performs much better
across a humber of important metrics [23].

2.3. Performance Evaluation and Implementation Strategies
of Lightweight Encryption in B5G loT

LSNCP - In order to solve this problem, the paper
provides the LSNCP, a secure NCP that is lightweight and
uses less scalar multiplication than Bluetooth's NCP. The
safety of LSNCP in GNY logic can be checked with the help
of new rules and expressions in logic. By combining the
commitment scheme with the short hash function, it is able to
do a verifiable security analysis. The modified Bellare-
Rogaway model demonstrates that LSNCP is secure. Finally,
it tests the effectiveness of LSNCPs through both theoretical
and experimental studies. The results support the assertion that
LSNCP surpasses NCP and other benchmark protocols
regarding computational expense [24]. New Lightweight
Authentication Framework (NLAF) - This paper's lightweight
authentication method, which is based on a five-layer deep
autoencoder for anomaly-based authentication, makes it
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possible for resource-limited edge-based smart grids to
communicate safely and quickly. Temporal sequencing and
feature normalization are used to make the model more
accurate in finding things while making it less complicated to
run.  To ensure high reliability in dynamic smart grid
environments, an adaptive thresholding technique is employed
to enhance the model's resilience against developing cyber
threats [25].

Aman Kumar et al [27] suggested the Hybrid
cryptographic approach for strengthening loT and 5G/B5G
network security. This paper introduces a hybrid
cryptographic system using AES, DES, and RSA. RSA
secures key exchange and authentication, while AES and DES
safeguard data quickly with symmetric encryption. The use of
dynamic round keys increases encryption complexity and
cryptanalytic resistance. Evaluations of encryption and
decryption time, data expansion metrics, and throughput show
that the proposed architecture strikes the right balance
between security and computational overhead. Comparing
hybrid cryptography to conventional and post-quantum
approaches shows its efficiency and data reduction.
Additionally, the ESP32 hardware implementation proves the
model's real-time encryption capability in resource-
constrained 5G applications. Next steps include integrating
quantum-resistant cryptographic techniques into this scalable
and flexible encryption paradigm to improve cybersecurity in
high-speed wireless networks. With successful ESP32
implementation and 100% decryption accuracy for key sizes
up to 128 bits, the hybrid model provides up to 30% greater
throughput, 10-15% lower data expansion, and decreased
encryption/decryption time than baseline techniques.

Bongani Mthethwa and Austin Smith [28] proposed the
Next-Generation Encryption Protocols for Drone-Generated
Traffic Data in 5G-Driven Smart Grids. For drone and grid
system communication in 5G contexts, secure Kkey
management approaches that work consistently during
frequent handovers are prioritized. Field-programmable gate
arrays may boost encryption efficiency. In 5G-based smart
grid designs, next-generation encryption methods for drone-
generated communications include performance trade-offs,
computational complexity, and security issues. Cryptographic
design, 5G network engineering, and drone communication
methods are used to provide complete frameworks for
protecting energy and flight data. Effective encryption
solutions for 5G-based grids are needed to preserve
operational excellence and trustworthiness.

Rasha Hussein Joudah and Mehdi Ebady Manaa [29]
presented the Enhancing Secure 5G-AKA Protocol Using
ASCON Lightweight Cryptography. To improve the
efficiency and security of UE-HN authentication parameter
exchange, this paper proposes replacing the 5G-AKA
standard's AES with the lightweight ASCON algorithm,
which performs encryption and additional authentication
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simultaneously. To incorporate the protocol into a 5G network
architecture, a Mininet and Python network emulator were
used. The NIST measures of memory utilization (current and
peak), entropy, and avalanche effect indicated a clear
performance gain over the AES protocol version.

According to the literature, 10T devices with limited
resources should use lightweight cryptographic algorithms
and protocols to stay safe. Better cipher design, such as better
substitution boxes, dynamic key management, and smaller
cryptographic structures, makes things much safer and faster.
Tests of real hardware performance also reveal that the
algorithms operate well in 10T environments. Adaptive and
anomaly-based authentication solutions work better together
than either one alone to protect beyond-5G networks from new
and changing cyber threats. In general, these studies lay a good
groundwork for creating security frameworks that are both
useful and resource-aware to meet the needs of the future
generation of Cloud Assisted 10T Ecosystems. Current
security mechanisms for Internet of Things deployments over
Beyond-5G infrastructures predominantly evolve from
conventional cryptographic designs or isolated lightweight
solutions tailored to individual device constraints. Although
these methods demonstrate partial effectiveness, they
commonly emphasize either cryptographic strength or
computational efficiency without jointly considering cloud-
assisted coordination, dynamic network behavior, and ultra-

low-latency communication requirements. As a result, a gap
persists between secure encryption design and practical
deployment feasibility in heterogeneous, large-scale loT
environments supported by cloud resources. The proposed
approach bridges this gap by introducing a unified framework
that integrates lightweight encryption with cloud-aware key
management and communication-efficient security workflows
aligned with Beyond-5G operational conditions.

3. Proposed Methodology

The proposed solution is based on LEBIS, which delivers
awhole plan for keeping B5G Cloud Assisted 10T Ecosystems
safe. There are five basic processes, and the first one is
processing information and starting up the system. At this
point, Internet of Things devices swiftly gather and process
data so that it can be encrypted. After quantum computing has
happened, the efficient encryption core encrypts data using
dynamic key management. This keeps resources to a
minimum. The encrypted data stream is always being
profiled and altered to get the most out of resources while
keeping them safe. To make sure that data is delivered safely,
qguantum-safe protocols that repair mistakes are used.
Finally, a powerful procedure for decrypting and verifying the
integrity of data makes it possible to have safe, scalable 10T
connections in B5G settings. This technique makes sure that
the data is real and private.

Normalization

Continuous Logs
Sampling Buffers

Compression

Noise Filtering

Format Optimization

Data Structuring l

10T Device
Sensors

Raw Data
Collection

Pre-processing Unit

\ 4

Optimized IoT Data for

Fig. 1 Flow diagram of system initialization & input handling
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3.1. Step 1: System Initialization & Input Handling

The first steps of the encrypted Internet of Things data
pipeline are illustrated in Figure 1. This process starts with
Internet of Things (IoT) sensors, which continuously gather
raw data based on logs and sample buffers. The preprocessing
unit makes the data better using normalization, noise filtering,
and data structure. To ensure that the processed outputs are
encrypted in a very short time, a lightweight input handler is
used to compress and optimize the format of the processed
outputs. In this solution, the reliability and throughput of the
B5G 10T network have been enhanced because the various
forms of data under the 10T can be prepared more readily to
be processed by security.

n o, XitmXimin
X{ = =1 Ximax— Ximin (1)

n .
2i=1 WL'

Equation 1 declares the Normalized & Weighted Sensor
Aggregation, X;, = raw input at time t, w; = weight, X; i,
Ximax —> sensor scaling bounds.

This equation normalizes sensor data, applies weighted
importance, and aggregates inputs, ensuring consistent, scaled
values suitable for lightweight encryption initialization in
diverse 10T environments.

Xe = Xoe-r + Ke (Ze — H X\ (2)

X, - estimated state, K, -> Kalman gain, (Z,
—>observation, H - observation matrix.

3.2. Step 2 - Lightweight Encryption Core (LEBIS)

phemeral Keys

G

Lightweight Key
Management

LEBIS Encryption Engine

Equation 2 characterises the Filters' noisy lIoT sensor
inputs by recursively estimating state and improving accuracy
as well as error in preprocessing prior to encryption, which
results in enhanced reliability and security in further
cryptographic tasks.

H(X)

X 100 (3)

n
¢ Scomp

H(X) -> Shannon entropy of data, Sy, = COMpressed
stream size after preprocessing.

The entropy preservation against the compressed size is
evaluated in equation 3, and the method proves to be efficient
in preprocessing when it comes to storage of meaningful
information without wastage at the cost of maintaining an
energy-efficient and lightweight encrypted communication.

LP — Tnorm + Tfither + Tstruct (4)

Thorms Triters Tstruct - times for normalization,
filtering, and structuring. N - total input packets.

Equation 4 assists me in obtaining an average
preprocessing latency on a packet-by-packet basis, and it
shows the efficiency of the system. Reducing the latency will
make a lightweight encryption pipeline feasible in real-time
Beyond-5G IoT.

Minimal Code Size

Low Energy Ops

Post-Quantum Secure

v

Encrypted Data Packets

Fig. 2 The flowchart of Lightweight Encryption Core (LEBIS)

Figure 2 depicts the LEBIS engine's
management and encryption phase. Key management takes
care of making and distributing temporary keys. This is a good

light key

fit for the 10T's changing security demands and frequent state
changes. The LEBIS engine encrypts information using a tiny
code, low energy use, and post-quantum security features to
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protect it from both regular and quantum cyber attacks. The
final product is data packets that have been securely encrypted
and are ready for optimization and profiling. This means that
the Beyond-5G network can connect to a lot of different
Internet of Things (10T) endpoints in a safe and scalable way.

)

P - plaintext, K > Key, M - mixing matrix, g =2
modulus.
Equation 5 produces ciphertext by XORing plaintext with the
key, multiplying with the mixing matrix, and applying
modulus for nonlinearity. This lightweight method ensures
secure yet resource-efficient 10T data encryption.

C=((P BK).M (mod q)

C=A.s +e (mod q)

(6)

A ->public matrix, s = secret vector, e = error noise.
Equation 6 generates a ciphertext resilient against

quantum attacks by embedding noise. Lattice-based

cryptography ensures 10T devices remain secure in Beyond-
5G contexts with minimal overhead.

Eenc

m
= Z( Pcpu,i . Tcpu,i

i=1
+ Pmem,,i -Tmem,,i ) (7)

Pepu,i 2 CPU power, Tep, ;i 2 CPUtIME, Prom i - Tinem, i
- memory power, memory time.
CPU Usage

Memory Consumption

Energy Profile

Resource Profiler

Encrypted Data
Packets from LEBIS

O

The consumption of aggregate CPU and memory energy
per round of encryption in equation 7 is a declaration of
efficiency. Energy minimization can make lightweight
encryption feasible across the limited loT devices.

Siepis = ak + pd + yq (8)
k > key length, d - diffusion depth, «, 8,y >
weighting constants.

Encryption security strength is defined in Equation 8 as a
weighted function of the length of the key, depth of diffusion,
and modulus. Increased values increase the resistance to brute
force and quantum attacks.

3.3. Step 3 - Resource Footprint Optimization

Figure 3 illustrates the LEBIS encryption process, which
relies on resource profiling and adaptive optimization.
Resource profiler examines LEBIS-encrypted packets to
determine their CPU, memory, and energy use.
Subsequently, the system initiates the adaptive optimization
layer that leverages such techniques as dynamic scaling,
memory  footprint  reduction, and energy-conscious
scheduling. This intelligent layer constantly alters the
encoding and system assets to produce the encrypted stream
as optimally as possible on the 10T devices that do not
consume a large amount of power or resources. This ensures
that there is no data loss, and the stream can be effectively
deployed in B5G ecosystems.

T
_ Jo Pactive (Ddt

Uc(t) =
fOT Ppotar (O)dt

)

Dynamic Scaling

Energy-Aware
Scheduling

Memory Footprint
Reduction

v

Adaptive
Optimization Layer

Optimized Encrypted
Stream

Fig. 3 The process of resource footprint optimization
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P,ciive > active CPU power, P, (t) > total CPU
power capacity, (T)-> evaluation time

Equation 9 defines the CPU utilization ratio during
encryption, highlighting efficiency improvements from
lightweight designs. Lower load reduces overheating and
ensures scalability across constrained loT devices.

M(t) = Mpgse + Z?:lfi (Bi,JAi,J Ti,) (10)

Myuse —> base memory, B; -> buffer size,4; ->

algorithm steps, T; -> iteration count.

Equation 10 Models memory consumption growth with
algorithm iterations, buffer size, and steps. Optimization
ensures encryption consumes minimal memory, preventing
crashes in resource-limited devices.

U= |GE)+ (o) + ()

U. > CPU use, My - memory footprint, E;,, - energy
budget, denominators = maximum capacity.

(11)

Equation 11 provides a composite index combining CPU,
memory, and energy utilization. A lower index indicates an
optimized lightweight cryptographic footprint in 1oT.

RU ine—JRU
ROG = ] baseline= J LEBIS X 100
J R Upaseline

(12)

J R Upgserine index of old methods, J R U gg;s = index
of proposed method.

Equation 12 calculates the percentage reduction in
resource usage when switching to LEBIS. Demonstrates how
proposed encryption significantly improves loT efficiency.

Optimized Encrypted
Stream from Stage 3

Transmission Handler

3.4. Step 4 - Secure Transmission in B5G Network

Figure 4 shows that the B5G loT architecture ensures the
safe transfer of data. Once the optimization and encryption are
done in the earlier steps, the data is transferred either through
a Beyond-5G channel employing quantum-safe protocols or
through an error-correcting module to ensure the data is safe.
These specialized quantum-resistant methods will keep
quantum computers safe from future attacks.  Finally, a
central receiving hub gathers the certified and secure data
packets, making it possible to have a dependable end-to-end

solution for critical loT communication in big and
complicated settings.
__ D.(1-BER)
Terr = =it (13)

D - data, BER > biterror rate, t = transmission time, T,,.,
-> error correction delay.

Equation 13 Measures throughput after accounting for errors
and corrections, reflecting the efficiency of secure lightweight
encryption in Beyond-5G transmission.

E
b /No
6

R, =exp| — (14)

Eb/NO -> signal-to-noise ratio, § -> fading margin.

Equation 14 Models the probability of reliable channel
delivery under noise and fading. Ensures lightweight encrypted
signals retain high reliability in B5G.

Cq =B logo(1+ 5) (15)

B - bandwidth, S = signal power, N = noise power, Q = quantum
attack noise.

8

®\vv
O

Error Correction
Module

=

5G Channel Quantum
Safe Protocols

Secure Data
Reception Hub

Fig. 4 Secure transmission in B5G network
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Equation 15 defines the maximum safe data rate with noise and

quantum interference included. Demonstrates that proposed
encryption remains viable under future quantum threats.
TOR — Henc + Hauth (16)

P payload

3.5. Step 5 - Decryption & Integrity Verification

Hene > encryption header, H,,., > authentication header,
Ppayioaa = Payload size.

Equation 16 Quantifies transmission overhead from

encryption/authentication headers relative to payload size. A lower
ratio indicates lightweight efficiency.

Hash Verification

Post-Quantum Resistance

Side-Channel Defense

Received
Encrypted Packets

LEBIS Decryption
Engine

—

o

»
|

P

Integrity and
Authentication

..))

Original loT Data
Restored

Fig. 5 The process of decryption & integrity verification

Figure 5 depicts the safe way to decrypt data packets sent
via the Internet of Things using the LEBIS framework. The
LEBIS decryption engine is the first line of protection against
side-channel assaults and post-quantum resistance. It uses
powerful cryptographic algorithms to process encrypted
packets. At the next level, which focuses on integrity and
authentication, hash verification makes sure that the data is
correct and stops tampering. The system will safely send back
the original 10T data for further processing when everything is
in order. This multi-layered method keeps important
information private, safe, and protected from new cyber
threats in Beyond-5G 10T settings.

P' = Dg (E,(P)) + € 17)

(P) > plaintext, Ej
decryption, € = error.

encryption function, Dy =

Equation 17 guarantees the decrypted information is
identical to the plaintext with a small error factor.
Authenticates lightweight decryption accuracy when used in
constrained 1oT.

I'=6(H(P),H(P) (18)

H - hash function, § - comparison operator, P >

original, (P") = decrypted.

Equation 18: Tests the accuracy of authentication. A
score of a higher value will confirm the reliability of
lightweight encryption in terms of access control in the 10T.

TP
TP+FP+FN

Cautn = (19)
TP - true positives, FP = false positives, FN = false
negatives.

Equation 19 measures the accuracy of authentication. A
score of 100 or greater proves lightweight encryption to have

dependable access control to the IoT.
m

Scum = Z 2k

i=1

(20)

k; -> key lengths of multiple layers, m = number of layers.

Equation 20 Summary Strength is the Total strength,
which is a combination of multi-layer keys. Guarantees
resilience to attacks. The LEBIS methodology is able to solve
the unique security challenges posed by resource-constrained
IoT devices in Beyond-5G networks by integrating an
adaptive, lightweight cryptography algorithm with effective
system resource management. It is the best to be used,
according to the experimental results, as far as CPU, memory,
and energy consumption are concerned, with the assistance of

308



S. Almelu et al. / IJECE, 13(3), 301-311, 2026

powerful encryption. Quantum-safe protocols in transmission
and layered decryption with integrity checks are used to make
the network better resistant to the constantly evolving cyber
threats. LEBIS offers a secure, practical, and scalable solution
to next-gen B5G ecosystems to generate confidence and allow
mass usage of secure 10T services.

Encryption-Decryption Time Scaling with Packet Size

—eo—XTEA

- UBC
—a—.BC
——HBTC
—*—PHOTON
—#=NAC
LEBIS (Proposed)

—_ — [} [§] )
o wn [=1 wn o

w

Encryption / Decryption Time (ms)

0"
64128 256

512
Packet Size (Bytes)
Fig. 6 Analysis of encryption / decryption time

1024 1500

4. Results and Discussion

Dataset Description: The Internet of Things Edge Dataset
simplifies the process of implementing and testing security
solutions to decentralized 10T systems more than ever. It
consists of tagged data and logs of the actions of Internet of
Things devices in a smart environment. The dataset has
benign interactions as well as various attack scenarios and is
an excellent source of training and testing access control and
Intrusion Detection Systems (IDS). This dataset can be used
to experiment with lightweight encryption solutions or post-
quantum encryption methods to protect loT-based
communication. Its organized system and a wide variety of
scenarios are quite useful to enhance the security solutions in
the 10T systems that have limited resources [26]. The analysis
shows how scalable different 10T encryption methods are by
graphing the time it takes to encrypt and decrypt a packet
against its size in bytes. Figure 6 shows that the results of the
comparison show that the time it takes to process all of the
techniques goes up when the packet size goes up. The
suggested LEBIS algorithm, on the other hand, always has the
lowest time, no matter how big the packet is. This shows that
it always beats other algorithms. This shows that LEBIS is a
good choice for Beyond-5G applications that require low
latency since it can handle real-time needs in 10T devices with
limited resources.

Figure 7 illustrates how much energy (in millijoules)
different encryption techniques use compared to each other as
the size of the packets grows. LEBIS stands out because it
works best in low-energy 10T settings and on battery-powered
devices by showing the lowest energy footprint for each
packet size that was tested. In Beyond-5G circumstances,
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smart devices connected to 10T networks can benefit from
LEBIS's ability to extend operational life while using less
power than other algorithms, which use a lot more energy,
especially when packet sizes are larger.
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The throughput efficiency (in Mbps) of different loT

encryption methods for different packet sizes is shown in Figure 8.
The suggested LEBIS approach consistently has the best throughput
efficiency of any of these methods. This is notably clear when the
packet sizes are small (50 bytes) or large (1600 bytes). As the packet
size grows, other approaches witness a drop in throughput. However,
LEBIS keeps higher performance, making sure that data is sent
quickly and reliably, which is very important for scalable B5G loT
systems.

Figure 9 presents the comparison of various 10T encryption
methods against attacks. A greater value denotes greater resilience.
LEBIS is superior to other lightweight algorithms in terms of
preventing a large range of attacks at their best. LEBIS is an 10T
security solution of the future that is resistant to increasing threats in
Beyond-5G networks. It has built-in side-channel and post-quantum
resilience on its balanced cryptography design, as observed in the
chart.



S. Almelu et al. / IJECE, 13(3), 301-311, 2026

Resistance to Attacks Distribution Across Encryption Algorithms

0¢¢‘$

LBC HBTC PHOTON
Encryption Algorithm
Fig. 9 Analysis of resistance to attacks

Attack Success Probability (%)

XTEA

UBC

NAC

Resource Footprint Distribution of IoT Encryption Algorithms

{. %%{.%
T

80

70

60

50

40

Resource Footprint (CPU + Memory Usage %)

30

9] 9]
[<2] aa]
= -

XTEA
HBTC
HOTON
NAC
NAF
LEBIS

(-9
Fig. 10 Analysis of resource footprint

Figure 10 shows how much CPU and memory different loT
encryption methods consume. This information can help make the
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