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Abstract - The Vehicular Adhoc Network (VANET) secures the communication of vehicles during information generation and 

transfer. Even though the lack of trust and privacy in this network questions the reliability of information exchange, to 

overcome this problem, we are designing a blockchain-based VANET framework to establish secure information exchange 

via blockchain technology and offer improved scalability, confidentiality, and privacy. This study uses an Improved K-

Harmonics Mean Clustering (IKHMC) model for cluster formation in VANET. After that, a novel Hybrid Capuchin-based 

Rat Swarm Optimization (HCRSO) algorithm is used to select the cluster heads, which primarily aims to provide efficient 

energy utilization, throughput and delay minimization. We use the blockchain as a reliable and highly secure technology, and 

trust-based collaborative intrusion detection in the VANET model is performed using an optimized (Seagull Optimization) 

Convolutional Neural Network (CNN). Finally, the three intrusion classes, namely Distributed Daniel of Service (DDoS), 

Blackmailing and Sybil attacks with non-intrusion class, are classified. The blockchain-based collaborative intrusion 

detection model solves security issues and motivates (rewarding) vehicles to collaborate, and avoids repetitive detection 

processes. The experimental results show that the proposed methodology is efficient to be applied in resource-constrained 

vehicles and also shows bigger improvements in terms of malicious node detection, overhead, end-to-end delay, and energy 

utilization.   

Keywords - Blockchain, Security, Convolutional Neural Network, and Ad-hoc, Vector routing protocol. 

1. Introduction 
The types of Adhoc networks [3] are wireless sensor 

networks (WSN), Mobile ad-hoc networks (MANET), 

vehicular ad hoc networks (VANET), and wireless mesh 

networks (WMN). A group of static or moving automobiles 

connected to a wireless network is known as a Vehicular 

Adhoc Network (VANET) [1]. Wireless communication 

links are connected to each vehicle node.  In VANET, every 

node is denoted as a router and participant of the network 

connected with intermediate nodes. In a wireless network, 

the vehicle connects with an Adhoc network from a moving 

object. An Adhoc network is a Local Area Network that 

uses multiple devices simultaneously. VANET's main 

contribution is the development of the MANET [2]. The 

Intelligent Transportation System (ITS), a traffic system 

categorized for driver assistance, emergency brake light, and 

accident notification, is the major source of VANET. 

 

The Adhoc network uses Bluetooth technology to 

accumulate networks from the past. To share networks and 

files, an Adhoc network is helpful for accessing the Internet. 

An access point can transfer messages from the vehicle as a 

router or node. The automobile can be connected from 100 

to 900 meters range. Media access, multicast, and QoS 

support are the challenges of the Adhoc network. The 

routers centralize the wireless network [4] through the base 

station, but the routers are distributed in the Adhoc network.  

The devices communicate directly from any location to 

share files. Multiple devices are linked together to 

communicate with each other without an access point. The 

roadside equipment is allowed to communicate with 

vehicles with the help of VANET. An intelligent 

transportation system is a process associated with mobility 

nodes. The foundation of VANET is a public utility, traffic 

monitoring, and mobile communication. The advantages of 

VANET are limited transmission capacity and power-

driven. The recent Adhoc network does not support wireless 

devices, making it insecure and slower than conventional 

networks. 

 

http://www.internationaljournalssrg.org/
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Blockchain [5] is a distributed system that stores 

information through file-sharing nodes in blocks and is 

denoted as the chain that uses digital currency. A numerical 

ledger acts as a storage device and accesses the user for 

transactions. The duplicate is eliminated to record 

transactions from the network. To view the transactions, the 

immutable records are shared by the numerical ledger [6]. A 

smart contract is a set of rules to evaluate and store 

blockchain to transfer bonds. Transaction of records, 

cryptographic keys, and file-sharing networks are the 

combined methods of blockchain. When it is recorded, it 

cannot be changed. There are four types of blockchain 

private, public, consortium, and permissioned blockchain. A 

private blockchain is a peer-to-peer network that shares a 

ledger to maintain the redundant protocol. Bitcoin uses a 

public blockchain with less security and numerical power. 

To maintain the blockchain, many organizations access data 

for transactions in business. The consortium blockchain 

shares the data. To enter the network, the permissioned 

blockchain gives access to obtain the network. It is also 

secure, clear, and archived immediately, and the data are 

detectable and tamper-proof. 

 

Several techniques based on intrusion detection systems 

have been used in the past decades to overcome security 

vulnerabilities. Generally, the traffic data examination and 

attack detection were analyzed using several machine 

learning techniques like support vector machine (SVM), 

random forest (RF), K-nearest neighbor (KNN), Ensemble 

learning, etc., with deep learning techniques like 

convolutional neural network (CNN), Deep neural network 

(DNN), Long and short term memory (LSTM), Deep belief 

network (DBN), etc. Even though ML techniques improve 

trustable detection techniques, there is still no concise 

review of how ML and DL methods can assist academics 

and professionals in traversing dissemination safety in 

VANET. The security problem [7] is solved by blockchain 

by applying it in the VANET domain. It manages 

agreements, and the data is processed faster for secure 

agreements. To predict and analyse data, the information is 

stored in the blockchain. To evaluate the reliability of 

blockchain configuration Artificial intelligence to perform 

classification and features. Machine Learning predicts the 

correct features. On a smaller scale, it can also operate 

secure information. The data is shared with the entire 

network with clarity, security, and tracking ability. The 

drawbacks are time and energy-consuming, scalable, and 

complex. The research contribution of this study is 

summarized as follows: 

 

• The Improved K-harmonics mean clustering (IKHMC) 

model is used to divide the VANET area into different 

numbers of clusters. Clustering simplifies routing and 

bandwidth allocation, resulting in a higher delivery 

ratio. Based on the traditional K- harmonics mean 

clustering (KHMC), compute the distances metric to 

determine the distance between centroids and nodes. 

• The main goal of combining the CSA and RSO 

techniques is to use the best features of both algorithms 

when selecting cluster heads. In this regard, we used the 

CSA's estimating velocity and acceleration features and 

the HCRSO algorithm's location up-gradation feature. 

The novel Hybrid Capuchin-based Rat Swarm 

Optimization (HCRSO) algorithm selects the optimal 

cluster heads.  

• The reliable and highly secured blockchain-based 

privacy preservation model is introduced.  

• An optimized CNN model classifies collaborative 

intrusion detection in VANET. From this, three 

intrusion classes, namely Distributed Daniel of Service 

(DDoS), Blackmailing and Sybil attacks, are classified.  

 

The rest of the article is summarized as follows: The 

related works are discussed in section 2, and section 3 

explains the proposed framework of collaborative intrusion 

detection in VANET. Section 4 discusses the experimental 

results, concluding the article in section 5.  

 

2. Literature Review  
In this section, we discussed about the existing work 

related to blockchain based intrusion detection in VANET. 

A few of the works are reviewed here.  

Ma et al. [8] suggested a decentralized key management 

mechanism (DB-KMM) to realize the registration. The 

bivariate polynomial opposes the DoS attacks to determine 

the key agreement and lightweight authentication. Vehicle-

to-Vehicle and Vehicle-to-Infrastructure communication 

improve the security of the proposed method. This method 

deters collusion attacks, internal attacks, DoS attacks, and 

public key tampering attacks to prevent the UC framework. 

In this method, the efficiency is increased, and the cost is 

reduced. Thus, the complexity should be improved. 

Li et al. [9] described a fine-grained access control 

scheme for VANET data based on blockchain (FADB) to 

enhance security. Access, privacy, and security are 

combined with sharing data to allow the method. The user 

shares data and identifies the information from the data and 

identity chains. The smart contracts preserve by the data 

chain to deter external attacks. The computational pressure 

is decreased efficiently. However, the retrieval functions are 

optimized by the revocation functions. 

Maskey et al. [10] introduced an Applied Intelligence in 

blockchain vanet (ALICIA) to select the node from the 

consensus process. The Miner Node Selection (MNS) 

detects accidents and validates sending data to the proposed 

system. The edge nodes are connected with the outer edge 
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of the connected vehicles. The code nodes connect the edge 

nodes to determine the metrics and accumulate the 

reputation model. The proposed method is secure and 

reliable. Thus, the estimation of the system should be 

elaborated. 

Kudva et al. [11] have developed the Proof of Driving 

(PoD) technique for an efficient and fair miner node 

selection process. The number of minor nodes is optimized 

by planning a real-time service standard score protocol Sc. 

The consensus nodes ignore the malicious part to execute 

the performance efficiently. The selected minor nodes are 

experimentally analyzed to predict feasibility and security. 

Hence the proposed method is efficient, feasible, and secure. 

Thus, the miner node should be efficient in various attacks. 

Ma et al. [12] have described an attribute-based 

encryption algorithm to maintain the roadside unit (RSU). 

The road source unit performs the computation model that 

utilizes the vehicle to encrypt the data. The storage and 

computing capabilities are the two roadside unit nodes. The 

message decrypts the data to the attributes and is examined 

for traceability and audits. Security and efficiency are 

achieved from the proposed method. Hence, the immutable 

characteristics are improved by combining revocations and 

policy changes.  

Buda et al. [13] have stated a distributed clustering 

approach to determine the edge nodes from record 

transactions. The quality of the ordinary and edge vehicles 

is distributed among the velocity of vehicles for edge 

selection. The sensor information is received and calculated 

for creating and validating the blocks. The number of 

transactions is generated to transmit the purely distributed 

data. By using this approach, communication problems are 

solved. Thus, the high computation nodes need to be solved. 

Horng et al. [14] have suggested that the cipher text-

policy attribute-based encryption (CP-ABE) algorithm 

shares the encryption/decryption data. A set of attributes are 

determined by the data decrypting the policy itself. The 

nodes and roadside units are computed by encryption and 

decryption operations. The data is updated by the user and 

attribute revocations. Hence the experimental result 

achieved secure, scalable, and fine-granularity features. 

Moreover, communication latency is tested in a real-world 

environment. 

Rathee et al. [15] have developed agent-based modeling 

(ABM) and population-based modeling (PBM) to transmit 

and record real-time communication. The information is 

transferred by the communicating device to evaluate the 

computational models. The social impact theory optimizer 

(SITO) is examined to calculate the data transmission and 

receiving rate, preceding and succeeding nodes, and energy 

consumption. The communications are secure, effective, and 

comfortable. Thus, the dynamic networking patterns are 

analyzed by identifying the trusted devices in the network. 

Meshcheryakov et al. [16] have performed a practical 

Byzantine Fault Tolerance (PBFT) consensus algorithm to 

restore distributed ledger for executing such devices. The 

Blockchain system is evaluated to explore its performance 

of the system. The feature of IoT devices determines the 

data rate and computing power. The data packet, generation 

period, and block size examine the latency. The network 

performance is higher, up to 70 nodes. Hence, the network-

constrained devices are applied to execute in the network 

infrastructure. 

 

3. Proposed Methodology  
In this study, we develop a blockchain-based 

collaborative intrusion detection model in VANET. The 

proposed framework consists of four major stages. Figure 1 

depicts the overall framework of the proposed model. An 

improved K- harmonics mean clustering (IKHMC) provides 

cluster formation. Afterwards, optimal cluster heads are 

selected using a hybrid Capuchin-based Rat Swarm 

Optimization (HCRSO) algorithm, and the blockchain-

based privacy preservation in VANET is introduced. 

Finally, an optimized CNN model is used to detect the 

collaborative intrusion in VANET.  

 

3.1. Improved K- Harmonics Mean Clustering (IKHMC) 

The area of VANETs is split into different numbers of 

clusters using the Improved K-harmonics mean clustering 

(IKHMC) model. The clustering simplifies the routing and 

bandwidth allocation, providing a higher delivery ratio. 

Based on the traditional K- harmonics mean clustering 

(KHMC), render the distances metric to gauge the relative 

distance among the centroids and nodes. Where the distance 

is determined solely by the positions of the centroids and 

nodes. Characterize position together with the velocity of 

the vehicle and regards the vehicles’ mobility during the 

cluster formation in VANET [33].  

 

The velocity centered on the vehicle’s position is stated 

via the weighted distance metric. The improved K- 

harmonics mean clustering (IKHMC) model is the changing 

of weighted distance metric. Where,𝑦𝑗 and 𝑦𝑗
𝑐𝑒  are the 

positions in which the velocity is𝑉𝐸𝑦,𝑗 and𝑉𝐸𝑐𝑒
𝑗

. The 

negative Euclidean distance among the node position is 

nodes mobility, which is expressed as follows.  

 

𝐸𝐷(𝑖, 𝑗) = (‖𝑦𝑖 − 𝑦𝑗‖ + ‖𝑦𝑖
∗ − 𝑦𝑗

∗‖)                (1) 

 

𝑦𝑖 = [
𝑦𝑖
𝑧𝑖
] (𝑦𝑖)

∗ = [
𝑦𝑖 + 𝑉𝑦,𝑖𝐹𝑇

𝑧𝑖 + 𝑉𝑧,𝑖𝐹𝑇
]              (2) 
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Fig. 1 Overall diagram of the proposed framework for intrusion detection in VANET 

 

The predicted next position of node i is implied as(𝑦𝑖)
∗ , 

and the transfer function is  FT. On the y-direction, the 

current velocity of the ith node is𝑉𝑦,𝑖. On the z-direction, the 

current velocity of the ith node is𝑉𝑧,𝑖. Initialize the self-

similarity, and the number of clusters lessened the same 

values. It is an immovable node, and the value of 0 states 

the Road Side Unit (RSU) velocity [18]. The following 

equations signify the clustering objectives.  

 

         𝐼𝐾𝐻𝑀𝐶𝐹 = ∑
𝐽

∑
1

(𝑑𝑖,𝑗)
2

𝐽
𝑗=1

𝑀
𝑖=1                    (3) 

                   

 The centroid's position takes the partial 

derivation𝐼𝐾𝐻𝑀𝐶𝐹to derive the optimal position of 

centroids. 

𝜕𝐹

𝜕𝑦𝑗
𝑐𝑒𝑛 = 𝐽∑

4(𝑦𝑖−𝑦𝑗
𝑐𝑒𝑛)+(𝑉𝑦,𝑖−𝑉𝑗

𝑐𝑒𝑛)

𝑑𝑖,𝑗3(∑
1

𝑑
𝑖,𝑗2

𝐽
𝑗=1 )

𝑀
𝑗=1         (4) 

The jth centroid 𝑦𝑗
𝑐𝑒𝑛 with optimal position is obtained 

and set 
𝜕𝐹

𝜕𝑦𝑗
𝑐𝑒𝑛 = 0.  

𝑦𝑗
𝑐𝑒𝑛 =

∑
𝑦𝑗+𝑉𝑦,𝑗

𝑑
𝑖,𝑗3

(∑
1

𝑑
𝑖,𝑗2

𝐽
𝑗=1

)

2
𝑀
𝑗=1

∑
1

𝑑
𝑖,𝑗3

(∑
1

𝑑
𝑖,𝑗2

𝐽
𝑗=1

)

2
𝑀
𝑗=1

    (5) 

 

3.2. Cluster Head Selection 

This section used a novel Hybrid Capuchin-based Rat 

Swarm Optimization (HCRSO) algorithm to select cluster 

heads. The cluster head is present in every cluster, and the 

HCRSO algorithms select the clusters. Regularly update the 

cluster heads on the VANET if the new service enters the 

network. Synchronize the cluster head in which the latest 

service description is encompassed via cluster head. The 

below section selects the optimal cluster heads together with 

the cluster formation using the HCRSO model is given as 

follows: 

 

3.2.1. Capuchin Search Algorithm 

This algorithm relies on the characteristic features of 

the Capuchin monkey and has utilized food-searching 

strategies. Numerically, the global and local strategies are 

explained as delineated below. The movement of the 

Capuchins from one tree to another is similar to projectile 

motion, and hence the motion can be formulated as,  

 

𝑎 = 𝑎0 + 𝜈0𝑡 +
1

2
𝑟𝑡2   (5) 

 

Here, a is the distance from the source tree to the 

destination tree, like the source node to the targeted node 

[19]. The initial location of the node is 𝑎0. The acceleration 

of the vehicle is denoted as r under the time instance t. the 

velocity of the vehicle is indicated as 𝜈 and can be 

determined with the help of the first law of motion as 

expressed below, 

 

𝜈 = 𝜈0 + 𝑟𝑡    (6) 

 

According to the capuchin monkey, the initial velocity 

components of the vehicles are given as a and b and can be 

expressed as, 

Service 

Provider 

Cloud 

Server RSU 

Cluster formation 

using IKHMC 
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optimal cluster head 
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𝜈0𝑎 = 𝜈0 𝑐𝑜𝑠( 𝜙0)    (7) 

 

𝜈0𝑏 = 𝜈0 𝑠𝑖𝑛( 𝜙0)                   (8) 

 

The initial velocities of the vehicles in the a and b 

directions are represented as 𝜈0𝑎 and 𝜈0𝑏correspondingly. 

The angle concerning the a-direction is given as 𝜙0. The 

next step is to estimate the horizontal velocity of the vehicle 

obtained from equations 2 to 4.  

 

                               𝜈𝑎 = 𝜈0𝑎 + 𝑟𝑎𝑡   

 

= 𝜈0 𝑐𝑜𝑠( 𝜙0)                            (9) 

 

The acceleration of the vehicle in the horizontal 

direction 𝑟𝑎is set as 0. Then the distance can be evaluated as,  

 

𝑎 = 𝑎0 + 𝜈0 𝑐𝑜𝑠(𝜙0)𝑡                        (10) 

 

3.2.2. Rat Swarm Optimizer 

This relies on the fighting and chasing behaviors of the 

rat in search of food. It is numerically expressed, as shown 

below. 

 

Chasing the Prey 

The chasing behavior of the Rat is based on the 

agonistic nature and searching for the prey after knowing 

the location of the prey [20]. The location of the search 

agents is updated with respect to the best search agent or 

vehicle. The location up-gradation of the vehicle is 

expressed as shown below,  

 

�⃗⃗� = 𝑋. �⃗⃗� 𝑖(𝑎) + 𝐹. (�⃗⃗� 𝑜(𝑎) − �⃗⃗� 𝑖(𝑎))   (11) 

 

The location of the vehicle is indicated as �⃗⃗� 𝑖(𝑎), and 

the best optimal vehicle node is represented as �⃗⃗� 𝑜(𝑎). The 

parameters X and F are estimated as shown below,  

 

𝑋 = 𝑃 − 𝑎 × (
𝑃

𝑀𝑎𝑥𝑖𝑡𝑒𝑟
)     (12) 

 

Here, 𝑎 = 0,1,2, . . . . . , 𝑀𝑎𝑥𝑖𝑡𝑒𝑟  
 

𝐹 = 2. 𝑟𝑎𝑛()                       (13) 
 

The P and F are random integers with the values lying 

in the range s of 1 to 5 and 0 to 2 correspondingly. During 

iterations, the parameters X and F are used for the 

exploration and exploitation stage. 

 

Fighting with prey 

The fighting process of rats for the prey is used for the 

location up-gradation of vehicles while conducting the 

cluster head selection. It can be numerically expressed as, 

  

�⃗⃗� 𝑖(𝑎 + 1) = |�⃗⃗� 𝑜(𝑎) − �⃗⃗� |     (14) 

�⃗⃗� 𝑖(𝑎 + 1) shows the updated location of the vehicle. 

Moreover, it is selected as the best vehicle node and 

arranged with the other nodes with respect to it. Besides, it 

can also be used to find the optimal vehicle node from n-

dimensional search space. 

 

3.2.3. HCRSO Algorithm for Cluster Head Selection 

The main aim of hybridizing both the CSA and RSO 

algorithms is to take the important features from both 

algorithms while performing the cluster head selection. 

With respect to this, we have taken the estimating velocity 

and acceleration features from the CSA and the location up-

gradation feature from the HCRSO algorithm.  

 

CSA: 

● Initialization 

● Movement of the vehicles 

● Velocity and acceleration of the vehicle nodes 

RSO: 

● Location updated using the known features 

● Updating the location of the nodes after estimating 

the optimal solution 

Based on the HCRSO algorithm, the optimal cluster 

heads are selected by minimizing the delay and energy 

consumption as well as increasing the throughputs. The 

schematic structure in figure 2 delineates the Hybrid CRSO 

algorithm used for the optimal cluster head selection. 

 

3.3. Blockchain-Based Privacy Preservation in VANET 

The security of the VANET faces two issues while 

transferring data from one vehicle to another. The task 

manager in the VANET has no required data sensed by the 

vehicles before sharing. Hence there is a chance to upload 

modified data into the VANET system. to surmount these 

problems; we used the blockchain-based privacy 

preservation technique, which effectively perpetuates the 

security throughout the system [21]. Blockchain is a point-

to-point network system in which each vehicle node 

includes the replication of the global machine method. It can 

also circumvent the risks of downtime and attack at a single 

point with the distributed data sharing and storage capacity. 

Moreover, the open ledger in the blockchain can be used 

to ensure the integrity and authenticity of the original global 

approach [22]. The vehicles in the VANET system upload 

precise information based on the incentive and punishment 

mechanism. This averts the uploading of fake information. 

Each transaction's characteristics can be easily traceable. 

The overlay of blockchain-based security in the VANET 

system is illustrated in figure 3. 

 

The forwarded information in the roadside units contains 

parameters such as the sender’s identity, model accuracy, 
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and data signature. The privacy-preserving of our proposed 

blockchain-based approach is evaluated by the metrics such 

as the evaluation of offset of the trusted computing of 

RSUs, and the incentive mechanism for multiple RSUs. 

 

3.4. Collaborative intrusion detection in VANET 

The collaboration aspect is primarily in charge of 

providing assistance to a node in calculating the trust values 

of some other node through transmitting out normal queries 

or obstacles. The collaborative intrusion can assist an 

experimented node in providing feedback in response to 

requests or questions. This study detects collaborative 

intrusion in VANET using seagull optimization-based CNN 

or optimized CNN model, which is explained in the 

following section. 

 

3.4.1. Convolutional Neural Network 

The multi-layer structure with a neural network is 

present in the convolutional neural network (CNN). In the 

previous layer, the weighted sum of the elements activates 

and obtains each neuron's outputs [23].  

 

3.4.2. Input layer 

The statistical characteristics information is obtained via 

the network data traffic attributes. On the jth feature plane is 

the kth neuron in the Con1layer. 

 

𝐶𝑜𝑛𝑗𝑘
𝑂 = 𝐻(∑ 𝑊𝑡

𝐼𝑁 × ℎ_𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙𝑇
𝐼𝑁𝐹𝐼

𝑗=1 )   (15) 

 

The Tth convolution kernel weight is 𝑊𝑡
𝐼𝑁, and the filter 

length is𝐹𝐼. Based on the input layer, the characteristics 

plane feature plane position related to the convolutional 

kernel weight isℎ_𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙𝑇
𝐼𝑁. Where, 𝐻𝑗(⋅)𝑎𝑠(𝑗 = 1,2,3) 

is the ReLU, tanh and sigmoid activation functions, which 

are explained as follows: 

 

𝐻1(𝑦) = 𝑅𝑒 𝐿 𝑈(𝑦) = 𝑚𝑎𝑥(0, 𝑦)     (16) 

 

𝐻2(𝑦) = 𝑡𝑎𝑛ℎ( 𝑦) =
(𝑒𝑥𝑝𝑦 −𝑒𝑥𝑝−𝑦 )

(𝑒𝑥𝑝𝑦 +𝑒𝑥𝑝−𝑦 )⁄     (17) 

 

𝐻3(𝑦) = 𝑠𝑖𝑔(𝑦) =
1

(1+𝑒𝑥𝑝−𝑦 )
     (18) 

 

An advanced and deeper feature of the original data is 

obtained through the convolutional layer and flattened the 

feature plane. The training set provides higher precision, as 

well as the validation set provides lower precision results 

and overfitting issues in the process of training the network. 

The network generalization ability is improved. Train the 

samples of each batch and different neuron nodes working 

in every training cycle. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2 Systematic Flow diagram of proposed hybrid CRA algorithm for the cluster head selection 
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Fig. 3 Blockchain privacy preservation in our proposed VANET system 

 

3.4.3. Fully Connected Layers 

The shole connection layer sets the number of 

activation mode neurons. In the fully connected layer, the 

below equation expresses the nth neurons𝐹𝐿𝐶𝑛
𝑂𝑢𝑡. 

 

𝐹𝐿𝐶𝑛
𝑂𝑢𝑡 = 𝐻(∑ × 𝑐𝑤𝑚 + 𝑎𝑛

𝑐𝑤
𝑚=1 )     (19) 

 

After the flattening and dropout, the number of neurons 

is denoted as 𝑐𝑤𝑚 , and the connection weight is𝑐𝑤. The 

offset of the nth neuron is 𝑎𝑛.  

 

3.4.4. Output Layers 

An output layer transfers the output value of the last 

fully connected layers. The expression of softmax classifies 

various kinds of VANET attacks.  

 

𝑆𝑀(𝑧)𝑗 = 𝑒𝑥𝑝
𝑧𝑗 ∑ 𝑒𝑥𝑝𝑧𝑗𝐴𝑇

𝑗=1⁄      (20) 

 

Various kinds of attack detection are represented 𝐴𝑇, 

and the output value is𝑦𝑗.  

 

𝐶𝐸𝐿(𝑞, 𝑟) = −∑ 𝐴𝑃𝐷(𝑦) 𝑙𝑜𝑔  𝐸𝑃𝐷(𝑦)𝑦            (21) 

 

The distance between the estimated probability 

distribution𝐸𝑃𝐷(𝑦) and the actual probability distribution 

𝐴𝑃𝐷(𝑦) are measured using the cross-entropy loss function 

as𝐶𝐸𝐿(𝑞, 𝑟).  
 

3.4.5. Seagull Optimization (SO) Algorithm 

The Laridae is the scientific name of a seagull. The 

omnivorous are seagull that eats earthworms, fishes, 

amphibians, reptiles and insects. The behavior of the seagull 

inspires the seagull optimization (SO) algorithm. The 

mathematical modeling of the SO algorithm is delineated in 

this section. 

 

3.4.6. Exploration or Migration 

The seagull's group moves from one position to another 

are simulated during the migration. Three conditions include 

collision avoidance, motion to the optimal nearer direction, 

and closer remaining to the optimal search agent [34]. To 

calculate the new search agent, employ an additional 

variable, AV, to avoid collision among the neighbors.  

 

𝑆𝐶
→ 
= 𝐴𝑉 × 𝑃𝑆

→ 
(𝑦)              (22) 

 

The y-search agent position and current search agent 

position are 𝑆𝐶
→ 

and𝑃𝑆
→ 

. The current iteration is y. The 

frequency variable is controlled using the factor𝐶𝐹.  

 

𝐴𝑉 = 𝐶𝐹 − (𝑦 × (𝐶𝐹 𝐼𝑡𝑟𝑚𝑎𝑥⁄ ())()𝑚𝑎𝑥)                (23)

     

The search agent moves in the best neighbor's direction 

after avoiding the collision among the neighbors. The search 

agent position 𝑆
→
𝑝and the best search agent𝐵

→
𝑃 are 

represented as𝑆𝑀
→  

. The randomization behavior is𝐾. The 

random number falls into the interval [0, 1].  

 

𝑆𝑀
→  

= 𝐾 × (𝐵
→
𝑃 (𝑦) − 𝑆

→
𝑝 (𝑦))                (24) 

 

𝐾 = 2 × 𝐴𝑉2 × 𝑟𝑎𝑛𝑑𝑜𝑚                  (25) 
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Based on the best search agent, the position is updated. 

The distance among both search agents and optimal best fit 

is𝑆 𝐷
→

. 

𝑆 𝐷
→
= |𝑆𝐶
→ 
+ 𝑆𝑀
→  
|                       (26) 

 

3.4.7. Exploitation or Attacking 

The below equation updates the position of the search 

agent. The best solution is stored by using𝑆 𝑝→ (𝑦) , and the 

other search agent position is updated. Algorithm 1 explains 

the pseudocode of the seagull optimization algorithm. 

 

𝑆 𝑝→(𝑦) = (𝑆𝐷
→ 
× 𝑦` × 𝑧` × 𝑥`) + 𝐵𝑃

→ 
(𝑦)                  (27) 

 

3.4.8. Optimized CNN model for Collaborative Intrusion 

Detection in VANET 

Generally, the CNN architecture has several 

advantages, such as better detection and classification 

results, provides faster implementation and easy 

understanding. However, it met a few shortcomings in case 

of higher computational complexity, improper 

hyperparameter tuning, lower detection results, etc. To solve 

these issues, we apply the seagull optimization (SO) 

algorithm to optimize the hyperparameters involved in the 

CNN structure, thereby providing better detection and 

classification accuracy for VANET attack detection. 

Because the SO algorithm consists of better searchability 

and convergence speed to solve the optimization issues. 

Hence, we combined used optimized CNN or seagull 

optimization-based CNN model to detect collaborative 

intrusion detection is VANET [25-30]. Initially, the seagull 

position comprises every layer of CNN parameters and 

initializes the position parameters. 

 

Figure 4 expresses the collaborative intrusion detection 

model in VANET using optimized CNN.  

 

The CNN structure related to every seagull's position and 

continuous iteration determines the optimal network 

structure parameter. In order to determine various kinds of 

attacks, consider the actual requirements and requirements 

to predict the effect of optimal prediction. The predicted and 

real value difference is evaluated via the loss function. 

Encode the actual labels in the CNN model, and the softmax 

layer obtains every class (intrusion and non-intrusion) 

prediction probability. In the initial training cycle, the SO 

algorithm provides less cross entropy loss function, which is 

set as the fitness function. Determine the minimum loss 

function value depending upon the variable structure 

parameters of every layer via the SO algorithm. The cross-

entropy loss function is calculated by obtaining each seagull 

fitness value in the current iteration. AN average fitness 

value is calculated and stores the minimum fitness value of 

every seagull. The migration or exploration step of the 

seagull is initialized to optimize the CNN parameters. The 

optimal solution or optimal intrusion detection results are 

obtained whether the SO algorithm meets the maximum 

number of iterations or otherwise repeats the entire process. 

Finally, we have to classify the collaborative intrusion and 

non-intrusion classes in VANET. From this, the three 

intrusion classes in VANET are also classified. Distributed 

Daniel of Service (DDoS), Blackmailing and Sybil attacks. 

 

 

 

 

 

 

 

 

Algorithm 1:Pseudocode of the seagull optimization algorithm  

Input: Population of seagull𝑆
→
𝑝 

Initialization of 𝐴𝑉and 𝐾parameters with the maximum number of iterations 

set𝐶𝐹 ← 2 

While (y< maximum iteration) do 

𝐵
→
𝑃 ← 𝑓𝑖𝑡𝑛𝑒𝑠𝑠𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑖𝑜𝑛 (𝑆

→
𝑝 (𝑦)) 

𝑟𝑎𝑛𝑑𝑜𝑚 ← 𝑟𝑎𝑛𝑑𝑜𝑚(0,1) 

𝑥 ← 𝑟𝑎𝑛𝑑𝑜𝑚(0,2𝜋) 

 Calculate the distance the distance𝑆 𝐷
→
= |𝑆𝐶
→ 
+ 𝑆𝑀
→  
| 

𝑆 = 𝑦` × 𝑧` × 𝑥` 

𝑆 𝑝→ (𝑦) ← ((𝑆𝐷
→ 
× 𝑆) + 𝐵𝑃

→ 
) 

𝑦 ← 𝑦 + 1 

End While 

Return 𝑆 𝑝→ (𝑦) 
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Fig. 4 Flowchart of optimized CNN model for collaborative intrusion detection model in VANET 

 

4. Results and Discussion  
The proposed model's effectiveness is evaluated, and 

the comparative results are listed in this section, which is 

analyzed through various performance metrics with respect 

to the state-of-art techniques. The dataset is taken from 

https://www.kaggle.com/bigquery/ethereum-blockchain, 

and the recoverable sampling scheme is used [31,32]. The 

simulation is performed using NS-2 software. Table 1 

expresses the parameters used for the simulation. 
 

Table 1. Parameter setting for simulation 

Parameters Ranges 

Number of Population 

Size 
50 

Maximum number of 

iterations 
100 

Number of nodes 100 

Transmission range 280 m 

Speed Movement 4 m/sec 

Range of Simulation 1.5 km*1.5 km 
 

4.1. Performance Metrics 

The performance metrics such as accuracy, delay, 

energy consumption, throughput, detection rate, encryption 

and decryption time validate the effectiveness of the 

proposed framework.  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇−𝑣𝑒+𝑇+𝑣𝑒

𝑇+𝑣𝑒+𝑇−𝑣𝑒+𝐹+𝑣𝑒+𝐹−𝑣𝑒
                  (27) 

Over a time period, the total number of attacks are 

detected using the detection rate. Accurate classification of 

intrusion and non-intrusion classes is detected. 

 𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑟𝑎𝑡𝑒 =
𝑇+𝑣𝑒

𝑇+𝑣𝑒+𝐹−𝑣𝑒
                  (28) 

 

From the above equations, the true positive and 

negative classes are expressed as 𝑇+𝑣𝑒and𝑇−𝑣𝑒. Further, 

𝐹+𝑣𝑒and  

 

𝐹−𝑣𝑒are the false positive and negative classes.  

 

 Delay: The amount of time it takes for a packet to travel 

from source to destination across a network. 

Throughput: The total number of data units a scheme 

can handle in a predetermined period of time is called 

throughput.  

 Energy consumption:  From the source to the 

destination, the total energy consumed by the packet is 

referred to as energy consumption. 

Initialization of vehicle information, SO and CNN 

parameters with maximum number of iterations 

Compute the fitness function of seagull and evaluate 

the loss function as the objective function 

Update the exploration or migration stage to optimize 

the CNN parameters   

Start 

Stopping 

criterions met? 

Obtain the optimal collaborative 

intrusion detection in VANET 

  

Blackmailing 

Attack 

Sybil attack 

Non-intrusion 

DDos attack 

Intrusion 

Yes 

No 

https://www.kaggle.com/bigquery/ethereum-blockchain
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4.2. Performance Analysis 

Figure 5 illustrates the detection accuracy rate of our 

proposed and other existing approaches, such as DB-KMM, 

FADB, CP-ABE, and PBFT. Since our proposed approach 

utilizes collaborative CNN-based intrusion detection, the 

efficacy is the very high irrespective number of VANET 

nodes used. From the graphical representation, the accuracy 

of the proposed approach is equal to 94.2%, whereas DB-

KMM achieves the least detection accuracy of about 89% 

when the VANET node is equal to 100. The state-of-art 

work PBFT exhibits a detection accuracy of 91.9%, CP-

ABE achieves 90.12%, and FADB achieves 89.75%, and 

are lower than our proposed approach. Hence our proposed 

approach can be used for intrusion detection in VANET 

with higher nodes. 

 

Figure 6 depicts the performance of several nodes Vs 

energy consumption. There are 20 to 100 nodes selected 

with varying energy consumptions obtained. The state-of-art 

techniques, namely DB-KMM, FADB, CP-ABE, and PBFT 

and the proposed method to validate the energy 

consumption performance with respect to the number of 

nodes. Here, we have selected 20, 40, 60, 80 and 100 nodes 

with state-of-the-art methods. The proposed method 

demonstrated lesser energy consumption outputs than all 

these existing techniques.  

Figure 7 illustrates the performance analysis with respect 

to the delay in passing the information from one VANET 

node to another. Here we have considered 100 nodes, and 

the delay increases with the number of nodes in the VANET 

system. Our proposed approach utilizes a hybrid approach 

for cluster head selection and Blockchain-based 

collaborative CNN-based intrusion detection. Hence, the 

delay has been decreased when compared to other 

approaches. The delay of the proposed approach when the 

number of nodes is equal to 100 is just 10 sec whereas; the 

DB-KMM approach has a higher delay of equal to 20.65sec. 

Meanwhile, the approaches PBFT, CP-ABE, and FADB 

have a delay of 18.4sec, 16.4sec, and 13.9sec, respectively.  

Figure 8 summarizes the performance of the number of 

nodes versus the throughput. The state-of-the-art techniques 

DB-KMM, FADB, CP-ABE, and PBFT, as well as the 

proposed method, are used to validate the throughput 

performance with respect to the number of nodes. We chose 

20, 40, 60, 80, and 100 nodes, thereby evaluating 

throughput performance. The proposed method produced 

lower energy consumption outputs compared to all of these 

existing techniques, namely DB-KMM, FADB, CP-ABE, 

and PBFT, respectively. The intrusion detection ratio with 

respect to the number of nodes is illustrated in figure 9. The 

proposed approach detects the intrusion more effectively 

from the implementation result than the other approaches. 

When the node is equal to 100, our proposed approach 

detects the intrusion with a ratio of 94.23%. Meanwhile, the 

DB-KMM achieves a detection ratio of 86.98% and the 

least. Besides, the PBFT, CP-ABE, and FADB achieve a 

detection ratio of 91. 67%, 89.26%, and 87.20% 

respectively. 

 

Table 2 shows the security level analysis of different 

approaches in percentage. Our proposed approach utilizes 

blockchain-based privacy preservation and intrusion 

detection CNN; based SGO approach is used. It enhances 

the security level in the VANET system irrespective of the 

VANE nodes in the system. Hence the security level of our 

proposed approach is 97%. The state-of-art work methods 

DB-KMM, PBFT, CP-ABE, and FADB achieve security of 

about 89%, 93%, 92%, and 94%, respectively, lower than 

the proposed approach. 
 

Table 2. Performance Analysis in terms of Security Level 

Methods Security Level 

DB-KMM 89% 

PBFT 93% 

CP-ABE 92% 

FADB 94% 

Proposed 97% 
 

5. Conclusion and Future work 
This article presented the seagull optimization-based 

CNN or optimized CNN model for the detection of 

collaborative intrusion detection. From this, we have 

classified the non-intrusion class with three intrusion 

attacks, such as blackmailing, Sybil, and DDoS attacks, 

respectively. The implementation platform of NS-2 provides 

the simulation results. The proposed method outperformed 

superior results in terms of throughput, accuracy, attack 

detection ratio, and security level. When compared to the 

previous methods like DB-KMM, PBFT, CP-ABE, and 

FADB, the proposed method offers minimum delay and 

energy consumption results during cluster head selection. 

When the number of nodes is equal to 100, the proposed 

approach has a delay of just 10 seconds, but the DB-KMM 

approach has a delay of 20.65 seconds. 
 

Meanwhile, the delays for the approaches PBFT, CP-

ABE, and FADB are 18.4sec, 16.4sec, and 13.9sec, 

respectively. Our proposed approach detects the intrusion 

with a ratio of 94.23 % when the node is equal to 100. The 

proposed method demonstrated 97% security level and 

94.2% accuracy results. This method met a few limitations, 

such as computational complexity and cost and failed to 

discuss the latency. In the future, we will use any novel 

optimization technique with a deep learning model-based 

blockchain system for intrusion detection in VANET. 

Moreover, we will use more parameters like distance, 

bandwidth, and coverage. 
 

Acknowledgements 
 The researchers would like to thank the University Vice 

Chancellor.  



M. Azath & Vaishali Singh / IJEEE, 10(2), 143-156, 2023 

 

153 

 
Fig. 5 Performance analysis in terms of detection accuracy with respect to the number of nodes 

 

Fig. 6 Performance of number of nodes Vs energy consumption (J) 

 

 
Fig. 7  Performance analysis in terms of delay with respect to the number of VANET nodes
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Fig. 8  Performance of number of nodes Vs throughput 

 

Fig. 9 Performance analysis in terms of detection ratio with respect to the number of nodes
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