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Abstract - Block Chain is one of the technologies that is gaining popularity in the modern world. The technology in question 

offers an exceptionally robust level of protection. Users do not have a lot of information about Block Chain, but its security is 

used to safeguard the data that is sent in several directions. This user continued to utilize the “ChaCha” and RBJ25 algorithms, 

which are considered to be compact and secure varieties. In this article, we present the new security mechanism that we have 

decided to call RPBB24-1. Two components make up the RPBB-24-1 approach, which are encryption and decryption. Five 

stages are involved in the encryption procedure. Assignment of the “Latin Alphabet cod” to PT is the first step in the procedure. 
Multiplying the number by itself four times using Equation (1) is the second step. Using encrypted data, the third procedure 

involves swapping the cell values, but the process begins with the 0th cell value from the most recent cell value. The fourth step 

involves dividing the prime key into the values of the matrix cells. Implementing the “ChaCha” algorithm in the matrix is the 

fifth step in the procedure. At long last, the ordinary text is transformed into encrypted text. Unlike the encryption procedure, 

the decryption approach works in the opposite direction. When compared to the approach that is currently in use, the suggested 

method offers a higher level of security. 

Keywords - Blockchain, ChaCha, Decryption, Encryption, Performance, RBJ25, RPBB-24-1. 

1. Introduction 
Blockchain (BC) technology, which is a decentralized 

digital ledger system that securely preserves an ever-

increasing quantity of data records and transactions, has 

recently garnered a large amount of interest all around the 

globe. The public or unauthenticated, the private or 

authenticated, and the consortium are the three basic 

characteristics that apply to the accessibility and identification 

of British Columbia information.  

The notion of blockchain is differentiated by its major 

and distinguishing characteristic, which is the total security of 

information that is held inside the blocks included within 

blockchain transactions. There have been several fields in 

which BC technology has been successfully deployed. When 

it comes to the use of BC technology for the purpose of 

exchanging and sharing “network data, records, validation, 

and security services,” an ongoing study is being carried out 

on the subject of security in the Internet of Things (IoT) 
sector. There are now a number of organizations that have 

been granted accreditation working towards the goal of 

ensuring that the Internet of Things network is compatible, 

secure, and private.  

Blockchain technology is causing a revolution in data 
modeling, and governments have already used blockchain 

technology in a number of Internet of Things applications. 

Because of its remarkable versatility, segmentation, security, 

and sharing characteristics, it is particularly tempting for a 

wide variety of applications that fall within the Internet of 

Things domain. In the Internet of Things (IoT) sector, 

blockchain technology is playing a crucial part in a number of 

emerging trends and developments. The fact that a number of 

Internet of Things services are vulnerable to attacks as well as 

difficulties is one of the factors that contribute to this problem. 

As shown in Figure 1, anonymity is an essential 
component of blockchain technology played a significant role 

in maintaining the secrecy of transactions that take place inside 

networks.  

http://www.internationaljournalssrg.org/
http://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:chan.bagath@gamil.com
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Fig. 1 The elements of blockchain 

The public nature of the blockchain ledger, on the other 

hand, makes it difficult to maintain anonymity via the 

blockchain. In addition, there is no structure in place to 

guarantee the privacy of user information, and each user is 

responsible for creating their own address.  

In order to improve the privacy of Bitcoin transactions, a 

specialized Bitcoin mixing service was developed and made 

available. This service has the power to obscure or perplex the 

original Bitcoin transaction addresses, which results in an 
increase in the degree of anonymity. When it comes to 

blockchain technology, one of the most significant security 

considerations is the need to make certain that public keys and 

transactions do not reveal genuine identities. 

The diagram in Figure 2 illustrates a wide variety of 

essential components that make up a blockchain. The 

descriptions that follow give in-depth explanations for each 

individual component. A ledger is a database that stores the 
most recent global status of the transactions performed on a 

blockchain. In the context of a business network, a smart 

contract is a piece of code that encapsulates the transactions 

that it processes.  

The retrieval and setting of the ledger state are both 

triggered by a transaction call. A collection of peers that 

works together to reliably keep a replicated ledger updated via 
the use of data and processing constitutes a consensus 

network. In addition to overseeing the administration of 

identity and transactional certificates, membership is 

responsible for overseeing other aspects that are associated 

with access rights.  

Events are notifications that are generated on major 

actions that occur inside the blockchain, such as the 

generation of new blocks. Additionally, events may provide 
notifications that apply to smart contracts that do not include 

event dissemination.  

 

 

 

 

 

 

 

 

Fig. 2 The components of blockchain 

The development, modification, and monitoring of 

blockchain components are all made possible via the 

administration of the system. The wallet is able to manage and 

protect security credentials in an efficient manner. System 
Integration: This department is in charge of ensuring that 

blockchains are seamlessly integrated with external systems, 

which enables communication in both directions. 

2. Literature Survey 
In the year 2021, Saurabh Singh and his colleagues had a 

discussion regarding a variety of “Blockchain security issues 

such as transactions, network security, and privacy” [1]. In the 
year 2021, Bhutta and colleagues conducted research on the 

several uses of blockchain technology in the cryptocurrency 

known as “Bitcoin”, as well as the difficulties associated with 

the danger of blockchain security [2].  

During the year 2021, Iqbal and his colleagues conducted 

research on the management of risks associated with 

blockchain technology. The primary emphasis of their 

investigation was on two dangers, namely “Sybil” and 

“double-spending” [3]. Rathore et al. have the idea that 

blockchain technology with Deep Learning (DL) may provide 

security. The data will be analyzed using the DL technique, 
and then predictions will be made using the data. The data will 

then be utilized to offer security using Blockchain technology 

[4].  

R. A. Mallah and colleagues have examined the security 

risks associated with blockchain technology and conducted an 

examination of the numerous mobile risks associated with 

blockchain [5]. This author, E. A. Shammar et al., investigates 

the many publications written about blockchain technology 

with the objective of conducting a survey in the field of 

security [6]. Among the writers who put up the idea of the 

blockchain was Junyu Ren and his colleagues. At one point in 
time, this program was able to cut down on latency [7].  
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The algorithm of cryptography was the primary topic of 

discussion among A. J. Cabrera-Gutiérrez and his colleagues 

in the year 2022. An algorithm that was used to enhance the 

overall security of the Internet of Things business [8]. Y. Goh 

and his colleagues, along with other writers, came up with the 

TDCB D3P approach in the year 2022. Through the use of 
this technology, harmful activity can be effectively reduced, 

and the overall network’s security may be improved [9]. 

During the year 2023, P. M. Rao and his colleagues focused 

their research mostly on the storage, 5G, Internet of Things, 

V2X, and security of blockchain technology.  

In order to concentrate primarily on the survey of 

technologies that are in between, these technologies are used 

[10]. When it comes to the “Digital Twin (DT)” environment, 

the author examines G. Thakur and his colleagues. [11] This 

environment was used for the purpose of conducting a 

rigorous investigation of the security of blockchain. “Sec-

health” is a technique that was suggested by L. D. Costa and 
colleagues, and it is based on blockchain technology.  

In order to increase the time access in health records and 

minimize the amount of memory work that is done on the 

client side, this strategy is used [12]. The author, L. Li, D. Jin, 

and others, concentrated their attention primarily on the 

storage in blockchain. This storing approach is used to 

enhance the support for faults and to give a high level of 

security [13].  

Based on the previously presented work, the “RBJ25” 

approach, which offers improved security. This author, 

primarily concentrated on the security of encryption, and the 
solution that was presented is SRB18. This technique was 

used to deliver a high level of encryption security at a decent 

speed.  

This author, together with other researchers, conducted 

research on the seven-stage security approach of RPBB31. 

The authors, examined ways to increase the level of 

performance and security. On the basis of the literature 

review, we are going to present the RajaprakashBagathbasha-

24 (RPBB-24-1) approach that has been suggested.  

3. Methodology 
The RPBB-24-1 methodology has two parts: encryption 

and decryption. The encryption method has 5 processes. The 

1st process is to assign the “Latin Alphabet code” to PT. The 

2nd process is to multiply the 4 times using Equation (1). The 

3rd process is to swap the cell values using Encrypted data but 

start the 0th cell value from the last cell value. The 4th process 

is to divide the prime key in matrix cell values. The 5th 

process is to apply the “ChaCha” method in the matrix. 
Finally, the plain text is converted to cipher text, as shown in 

Figure 4. The decryption method is the reverse of the 

encryption process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 RPBB-24-1 methodology 

3.1. Encryption Algorithm 

1. First, we have chosen a secret message as PT. 

2. Apply the “Latin alphabet” for PT and convert it to 

numbers. 

3. Each letter number multiply the 4 times to encrypt the PT. 
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 (1) 

4. To apply the encrypted values in matrix A to swap the 

values, but cell number 0 start from reverse. 

Plain Text (PT) 

Assign the Latin Alphabet 

Code 

Each Letter Multiply 4 Times to 

Encrypt the PT 

To Apply the Encrypted Data in Matrix and 

Swap the Cell Values 

To Find and Apply the Prime Key then Divide the 

Prime Key in Matrix Cell Values 

To Apply the ChaCha Method in Matrix 

Cipher Text 
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5. To find the prime number from the encrypted code or the 

nearest prime number in the middle letter code. 

6. Apply the prime number in matrix A and divide the cell 

values with the prime key. 

7. To apply the ChaCha method in matrix A. 

3.2. Decryption Algorithm 
1. First, we have to receive a Cipher Text message from the 

user as CC. 

2. Apply the ChaCha Method in matrix CC. 

3. Apply the secret prime key in matrix PT and divide the 

cell values with the prime key. 

4. Apply the “Latin alphabet” for the CT message and 

convert it to numbers. 

5. Each letter number is multiplied 4 times to decrypt the 

CT. 

i Stopn then i 

else

charaters ofnumber  n and          

 0j 1,jj n,  to1i  i 0,i            

Remainder  is R andCharacter  is P Where

*
i

R=
j i

P**)
i

(R=
j i

P

*
i

R=
j i

P**)
i

(R=
j i

P

*
i

R=
j i

P**)
i

(R=
j i

P

                          *
i

R=
j i

P*
j i

P=
j i

P

nCT-
i

P

Thenn   i if









 (2) 

6. To apply the decrypted values in matrix PT to swap the 

values, but cell number 0 start from the reverse. 

4. Result & Discussion 

A=



















44434241

34333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

4.1. Working for Encryption  

 PT = BLOCK 

 
6676796775

75,67,79,76,66





PT

KCOLB
 

 Apply Equation 1 to encrypt the PT. 

4.1.1. First Character - B=66  

7991/435611

66*6611

66

511

1,1











C

C

B

PTC

ji

 

4014

4091/349814

66*5314

4

5391/178213

66*2713

3

2791/521412

66*7912

2





















C

C

C

j

C

C

j

C

C

j

 

4.1.2. Second Character - L= 76 

4391/577621

76*7621

1,76

521

1,2

211

,1















C

C

jL

PTC

ji

i

ii

 

2024

2091/220424

76*2924

4

2991/630823

76*8323

3

8391/326822

76*4322

2





















C

C

C

j

C

C

j

C

C

j

 

 

4.1.3. Third Character - O= 79 

5391/624121

79*7921

1,79

531

1,3

312

,1















C

C

jO

PTC
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i
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3
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79*5332
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C
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4.1.4. Fourth Character - C= 67 

3091/448941

67*6741

1,67

541

14

413

,1















C

C

jC

PTC

ji

i

ii

 

5844

5891/542744

67*8144

4

8191/53643

67*843

3

891/201042

67*3042

2





















C

C

C

j

C

C

j

C

C

j

 

4.1.5. Fifth Character - K= 75 

7491/562551

75*7551

1,75

551

15

514

,1















C

C

jK

PTC

ji

i

ii

 

1754

1791/120054

75*1654

4

1691/675053

75*9053

3

9091/555052

75*7452

2





















C

C

C

j

C

C

j

C

C

j

 

 CT=4020535817 

 To make a pair and apply the encrypted code in Matrix 

A, but 0 starts from reverse. 

A=



















44434241

34333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 CT pair is (4,0), (2,0), (5,3), (5,8), (1,7) 

 The 1st swap values (4,0) 

CT=



















34434241

44333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 2nd swap values (2,0) 

CT=



















42433441

44333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 3rd swap values (5,3) 

CT=



















42433433

44413231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 4th swap values (5,8) 

CT=



















42433433

44243231

41232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 5th swap values (1,7) 

CT=



















42313433

44243243

41232221
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PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 Now, apply the prime key in the CT Matrix. 

CTP=










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















79

42

79

31

79

34

79

33

79

44

79

24

79

32

79

43

79

41

79

23

79

22

79

21

79

14

79

13

79

12

79

11

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 Now apply the “ChaCha” Method in the CTP matrix. 

CC=





























79

33

79

34

79

31

79

42

79

43

79

32

79

24

79

44

79

21

79

22

79

23

79

41

79

11

79

12

79

13

79

14

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT
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4.2. Working for Decryption  

CC=





























79

33

79

34

79

31

79

42

79

43

79

32

79

24

79

44

79

21

79

22

79

23

79

41

79

11

79

12

79

13

79

14

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 

 

Now apply the “ChaCha” Method in the CC matrix. 

PT=





























79

42

79

31

79

34

79

33

79

44

79

24

79

32

79

43

79

41

79

23

79

22

79

21

79

14

79

13

79

12

79

11

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 Now apply the prime key 79 in the CT Matrix. 

PT=



















42313433

44243243

41232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 PT = KCOLB 

 
7567797666

66,76,79,67,75





PT

BLOCK
 

 Apply Equation 2 to decrypt the PT. 

4.2.1. First Character - K=75  

7491/562511

75*7511

75

511

1,1











P

P

K

CTP

ji

  

1714

1791/120014

75*1614

4

1691/675013

75*9013

3

9091/555012

75*7412

2





















P

P

P

j

P

P

j

P

P

j

 

4.2.2. Second Character - C= 67 

3091/448921

67*6721

1,67

521

1,2

211

,1















P

P

jC

CTP

ji

i

ii

 

5824

5891/542724

67*8124

4

8191/53623

67*823

3

891/201022

67*3022

2





















P

P

P

j

P

P

j

P

P

j

 

4.2.3. Third Character - O= 79 

5391/624121

79*7921

1,79

531

1,3

312

,1















P

P

jO

CTP

ji

i

ii

 

5334

5391/624134

79*7934

4

7991/7933

79*133

3

191/418732

79*5332

2





















P

P

P

j

P

P

j

P

P

j

 

4.2.4. Fourth Character - L= 76 

4391/5776

76*76

1,76

14

413

,1

41

41

541















P

P

jL

PTP

ji

i

ii

 

2044

2091/220444

76*2944

4

2991/630843

76*8343

3

8391/326842

76*7342

2





















P

P

P

j

P

P

j

P

P

j

 



C. Bagath Basha et al. / IJEEE, 11(4), 36-44, 2024 

 

42 

4.2.5. Fifth Character - B= 66 

7991/435651

66*6651

1,66

551

15

514

,1















P

P

jB

CTP

ji

i

ii

 

4054

4091/349854

66*5354

4

5391/178253

66*2753

3

2791/521452

66*7952

2





















P

P

P

j

P

P

j

P

P

j

 

 PT=1758532040 

 To make a pair and apply the encrypted code in Matrix 

A, but 0 starts from reverse. 

 PT pair is (1,7), (5,8), (5,3), (2,0), (4,0) 

 The 1st swap values (1,7) 

PT=



















42433433

44243231

41232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 2nd swap values (5,8) 

PT=



















42433433

44413231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 3rd swap values (5,3) 

PT=



















42433441

44333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 4th swap values (2,0) 

PT=



















34434241

44333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

 The 5th swap values (4,0) 

PT=



















44434241

34333231

24232221

14131211

PTPTPTPT

PTPTPTPT

PTPTPTPT

PTPTPTPT

 

Table 1. RPBB-24-1 encryption performance 

File Size (Bytes) ChaCha RBJ25 RPBB-24-1 

25 1.69 2.2 2.9 

77 1.29 2.6 3.5 

110 1.09 3.4 4.1 

311 2.73 4.5 4.9 

811 2.64 5.3 5.8 

1521 3.4 5.5 6.1 

6580 2.27 6.8 7.2 
 

 
Fig. 4 ChaCha vs. RPBB-24-1 encryption speed 

Table 1 shows the comparison of 3 encryption speeds. The 

proposed method RPBB-24-1 shows good performance of 

speed when compared to other methods. The proposed method 

RPBB-24-1 is the performance of the speed 2.9, 
3.5,4.1,4.9,5.8,6.1,7.2 in different file sizes good when 

compared to the existing methods are “ChaCha” in Figure 4, 

“RBJ25” in Figure 5 and RPBB-24-1 in Figure 6. 

Table 2 shows the comparison of 3 decryption speeds. The 

proposed method RPBB-24-1 shows good performance of 

speed when compared to other methods. The proposed method 

RPBB-24-1 is the performance of the speeds 3.1, 3.7, 4.3, 4.7, 

5.1, 5.5, 6.2 in different file sizes good when compared to the 

existing methods are “ChaCha” in Figure 7, “RBJ25” in Figure 

8 and RPBB-24-1 in Figure 9. 
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Fig. 5 RBJ25 vs. RPBB-24-1 encryption speed 

 
Fig. 6 RPBB-24-1 encryption speed 

Table 2. RPBB-24-1 decryption performance 

File Size (Bytes) ChaCha RBJ25 RPBB-24-1 

25 1.3 1.9 3.1 

77 1.6 2.3 3.7 

110 2.1 2.8 4.3 

311 2.6 3.5 4.7 

811 2.8 4.1 5.1 

1521 3.1 4.5 5.5 

6580 3.3 5.6 6.2 

 

 
Fig. 7 ChaCha vs. RPBB-24-1 decryption speed 

 
Fig. 8 RBJ25 vs. RPBB-24-1 decryption speed 

 
Fig. 9 RPBB-24-1 decryption speed 
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5. Conclusion 
Block Chain is one of the technologies that is one of the 

most rapidly increasing in the globe. Despite the fact that 

consumers are not aware of Block Chain, this technology is 

used to ensure the safety of various data locations. “ChaCha” 

and “RBJ25” are the names of the minor level of security 

algorithms that continue to be used by this sort of user.  

The RPBB-24-1 security approach is the one that is being 

offered in this study. Two components, namely encryption 
and decryption, are included in the RPBB-24-1 approach. The 

technique of encryption has five different procedures. Within 

the first step of the procedure, the “Latin Alphabet code” is 

assigned to PT. Equation (1) is used to perform the second 

step, which is to multiply the number four times.  

The third step involves exchanging the values of the cells 

with encrypted data, beginning with the value of the 0th cell 

from the value of the previous cell. The prime key is divided 

into the values of the matrix cells, which is the fourth 
procedure. The “ChaCha” approach is used in the matrix, 

which is the fifth step in the procedure. The ordinary text is 

finally transformed into encrypted text. This means that the 

procedure of decryption is the opposite of the encryption 

approach. When compared to the approach that is currently in 

use, the suggested method offers a higher level of security. 
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