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Abstract - Onboarding in industries such as fintech, telecom, and e-governance is usually plagued with problems of identity 

fraud, delays through manual processing, and poor scalability. This work proposes a generic end-to-end AI-driven customer 

onboarding system that overcomes these limitations using face recognition, Optical Character Recognition (OCR), liveness 

detection, and intelligence in decision-making. The framework puts into use MTCNN for face detection, FaceNet for facial 

embeddings, and 3D-CNN for real-time liveness detection to avoid spoofing. Document text is obtained through Tesseract OCR 

and optimized through preprocessing. Principal Component Analysis (PCA) is then utilized to reduce feature dimensionality. 

Final onboarding decisions are made using a Random Forest classifier based on fused document and biometric features. Robotic 

Process Automation (RPA) is used to automate the execution of decisions. The system is tested on the MIDV-500 dataset, 

achieving 98.1% classification accuracy and a 97.1% F1-score. ROC analysis reveals strong performance, with Area Under the 

Curve (AUC) values of 0.976 for face verification and 0.952 for liveness detection, indicating high discriminative power. The 

system performs better than current models and provides high accuracy, fraud protection, and automation. The scalable, 

explainable solution is suitable for real-world applications where fast, secure, and compliant onboarding is necessary. 

Keywords - AI-based onboarding, MTCNN, Facial recognition, Liveness detection, OCR, Identity verification, Random Forest, 

Digital KYC.  

1. Introduction  
The business process digitization has gone a long way in 

creating the need for smart, scalable customer onboarding 

systems. Specifically in industries such as fintech, banking, 

telecommunications, and e-commerce, fast and secure 

onboarding is of utmost importance to support regulatory 

requirements while providing an optimized user experience 

[1]. Manual, paper-based, and laborious onboarding 

approaches become the cause of tremendous challenges 

regarding cost, efficiency, and the risk of identity fraud. 

Artificial Intelligence (AI) technologies have proven to be of 

great promise in automating identity verification via facial 

recognition, document categorization, and Optical Character 

Recognition (OCR), and thus facilitating real-time, user-

centric onboarding solutions. Nevertheless, despite 

technological advancements, the integration of biometric 

verification with document analysis and automation processes 

remains scattered in existing literature and implementations. 

Historically, facial recognition with CNNs and 

embedding-based models such as FaceNet for identity 

matching has been able to provide consistent accuracy in 

controlled settings [2]. In a parallel vein, work on OCR 

engines like Tesseract has proved promising in extracting text 

from scanned documents, though not with great versatility to 

real-world image noise or skew [3]. However, most of these 

systems run in isolation, unable to perform contextual 

decision-making and intelligent feature fusion over 

heterogeneous data types. Moreover, few models tackle top-

notch anti-spoofing issues, including live user presence 

detection to thwart fraud via photo or video spoofing attacks. 

[4]. Additionally, most onboarding solutions demand manual 

intervention at major verification stages or do not address edge 

cases using explainable confidence scores [5], thereby causing 

irregular user experiences and regulatory roadblocks. 

The current research seeks to design and create an end-to-

end automated customer onboarding solution by utilizing 

cutting-edge artificial intelligence methods to make the digital 

onboarding process smoother and more secure. The research 

scope covers biometric facial authentication, liveness 

detection to avoid spoofing, document OCR for extracting 

identities, and smart classification to automate decision-

making. It is designed for industries that face high-volume 

onboarding requests, such as financial services, telecom, and 

government e-governance websites, where identity 

verification is sensitive and heavily regulated. This 

architecture integrates computer vision with machine learning 

http://www.internationaljournalssrg.org/
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on a single pipeline, which is accurate and resilient to real-

world variability in input and user behavior. Recent research 

in AI-based identity verification has shown remarkable 

limitations of practical usage. The models of OCR and 

computer vision-based document verification reported 

average accuracy, but they lack automated and liveness 

detection. Biometric eKYC systems are still highly sensitive 

to input quality. Attempts at structure analysis of ID cards 

were confined to special national formats inapplicable in 

general. The models on onboarding significantly 

underperformed either with noisy inputs or without spoof-

prevention mechanisms. Rule-based methods are static in their 

decision-making and do not provide adaptive AI. AI/ML 

techniques for digitizing financial documents often yield poor 

performance in the presence of handwritten and unstructured 

data. All the above constraints clearly indicate a research gap 

in identifying a robust, scalable, and adaptive AI-based 

identity verification framework that can ensure liveness 

detection, spoofing resistance, and proper management of 

heterogeneous and unstructured data sources. 

The motivation behind this research is a growing demand 

for secure digital customer onboarding procedures with a 

minimum of human intervention, regulatory requirements that 

must be met, and an improved customer experience. 

Currently, processes are either fully manual or fragmented, 

with biometric and document information verified separately. 

This inefficiency fosters bottlenecks and increases the risks of 

error or fraud. The specific objectives laid down for the study 

include automation of identity verification by way of face 

recognition and document OCR, implementation of liveness 

detection schemes for anti-spoof protection, fusion of 

multimodal data for appropriate classification, and a decision 

automation layer via machine learning to decide on 

onboarding outcomes with explainable confidence. This study 

provides findings that can help change how organizations 

think while designing customer onboarding in the digital age. 

This proposed system allows scalability and trust issues to be 

handled while adhering to Know Your Customer and data 

protection regulations through an optimum reduction in 

manual verification and real-time decision-making. 

The paper proposes a new blend of facial verification, 

liveness detection, and smart document analysis into a single 

AI-powered onboarding solution. Further, it suggests a formal 

model for classification that generates human-readable 

onboarding decisions along with corresponding confidence 

levels. The system further possesses an RPA-based execution 

engine for back-office automation, thus making the solution 

not just intelligent but also operationally effective. As earlier 

studies pointedly focused on OCR-based document 

authentication, rule-based onboarding, or partial strength of 

biometric verifications, the suggested study is novel with a 

next-generation AI-driven identity verification and digital 

onboarding system merging Deep Learning and Robotic 

Process Automation (RPA). The system has liveness detection 

and anti-spoofing measures in place to provide more 

trustworthy biometric verification than previous sensitive 

models. It also solves the problem of handling heterogeneous 

and unstructured data sources, such as noisy inputs and 

handwritten text, which previous research had difficulty 

dealing with. In addition, by integrating RPA into the system, 

the solution closes the experimental AI model to real-world, 

scalable deployment, providing automated, adaptive, and end-

to-end onboarding. This synergy of AI resilience, data 

flexibility, and automation is a new contribution to the area of 

secure and intelligent identification verification systems. 

The remaining paper adopts this format: introduction 

defines the context, challenges, and goals; related work reports 

current studies in biometric and document verification 

systems; methodology describes system design, algorithms, 

and datasets used; discussion interprets the implications and 

results of the research; and conclusion summarizes the 

contributions and proposes future directions for development 

and implementation. 

2. Related Work 
Other studies have explored the application of artificial 

intelligence to digital onboarding and identity verification 

processes. AI-driven e-KKY platforms have been developed 

that include facial recognition and document examination with 

high identification accuracy. Such methods without real-time 

liveness detection made systems vulnerable to spoofing 

attacks. Though they are a perfect example of tremendous 

advancements in automated onboarding, the limitations are 

the need for even more robust, adaptive, and secure AI-driven 

architectures. 

In recent studies, Khairnar et al. [6] suggested a deep 

learning-based facial recognition module for fintech 

onboarding that exhibited high matching accuracy in a 

laboratory setting. Their work showcased the promise of AI 

for the automation of identity verification in financial services. 

Theirs, however, was an extremely sensitive system that 

performed poorly in low-light or noisy image conditions.  

This pointed out the issue with robustness in real-life 

situations where input quality variations are usual. 

Balasubramaniam et al. [7] presented a hybrid model merging 

OCR and machine learning to read customer documents 

during telecom onboarding. The approach enhanced data entry 

speed and minimised human errors, illustrating the real-world 

application of AI for process automation. Although such 

contributions were made, the system had issues dealing with 

low-resolution, rotated, or skewed documents, highlighting 

the shortcomings of OCR models when handling 

heterogeneous and unstructured input data. Moreover, the 

multi-modal framework by Chhabra et al. [8] included CNNs 

for identity document to face image matching. The study 

integrated biometric and document data to create a more 

robust verification process. The work added a more powerful 
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verification process through the combination of modalities in 

response to single-source identity check vulnerabilities. Their 

method remained confined to the verification phase and was 

not automated beyond matching, thus making it not applicable 

to end-to-end digital onboarding. Moreover, Lavin et al. [9] 

went further by developing a fully AI-powered onboarding 

platform that combined document analysis with liveness 

checks in real time. The relevance of their work is that they 

solved the spoofing attacks issue, providing an automated, 

end-to-end solution. However, it required intensive 

computation and thus had issues for deployment in resource-

constrained environments, creating scalability problems. 

Yadav and Mishra [10] extended onboarding research by 

using RPA to minimize manual intervention and operational 

overhead. Their system helped in the process efficiency of 

enterprise onboarding by automating recurrent onboarding 

processes. It did not provide intelligent decision-making, 

dynamic confidence scoring, and adaptive learning. This 

absence opened up the need for integrating RPA with better 

AI techniques for providing efficiency, along with 

intelligence, to onboard systems. 

Of these, the field of artificial intelligence has contributed 

hugely to the development of digital onboarding systems 

through deep learning and biometric authentication. For 

example, face recognition models allow the authentication 

process to be faster and more accurate for customers in fintech 

applications, whereas OCR-based products [11] interpret 

documents, hence reducing the chances of errors due to 

manual data entry. These creations prove that AI is indeed able 

to change onboarding processes, given the faster, more 

accurate, and timely output compared with conventional 

approaches [12]. However, despite these favorable 

developments, most of the existing methods have issues 

hampering their use in real conditions.  

The facial recognition system, for example, although 

yielding an excellent outcome in the lab, provides a lower 

performance under low-light conditions or when one applies 

noisy or distorted images. The same can be said about OCR 

and the machine learning algorithms used in document 

processing, which work perfectly in conditions of cleanliness 

and proper structuring of the input, but break down whenever 

one feeds the algorithms with rotated, skewed, or low-quality 

documents. This makes the onboarding systems less resilient, 

especially in conditions with diverse user groups. 

Although several research works have augmented AI-

driven identity verification, a host of critical gaps remain 

across the literature. Malapati et al. [11] tested document 

verification using computer vision and OCR with reasonable 

accuracy, but did not include automated and liveness tests. 

Khare and Srivastava [12] discussed a conceptual review of 

AI techniques in KYC with possible implications; however, 

no empirical results were derived. Ahmed et al. [13] proposed 

a secure biometric eKYC system, but the model was highly 

sensitive to input quality. Further, some solutions combined 

biometric and document verification to create more secure 

identity verification that gives better protection against 

identity fraud. However, models tend to be confined to the 

verification step only and do not include end-to-end 

automation of the onboarding process. Kazamel et al. [14] 

implemented a computer vision-based system for structured 

ID card analysis. Other solutions utilized liveness detection 

and spoofing prevention to make the system resistant to 

security threats, but introduced overproportional 

computational demands, casting questions about efficiency 

and scalability regarding real-world applications. Gulnara and 

Yerassyl [15] used OCR and image processing onboard. RPA 

has also been utilized to reduce human intervention to a 

minimum and automate the onboarding process, adding to the 

efficiency advantage of the solution. These programs, 

however, are static in nature and thus lack the adaptive 

decision-making and intelligent confidence scoring that AI 

can offer. Hence, while these improve velocity, they do not 

add to the integrity and flexibility of the onboarding process. 

Moreover, Lazăr et al. [16] proposed a rule-based onboarding 

paradigm for car-sharing systems, which did not involve AI 

techniques to make decisions adaptively. On the other hand, 

Yulianto [17] applied AI/ML to digitize bank documents, but 

the challenges were for handwritten contents and unstructured 

formats. 

These works highlight the fact that even though AI-based 

approaches have significantly improved the digital 

onboarding process compared to conventional approaches, 

they are still confined by limitations such as sensitivity to 

input quality, non-generalization, or lack of intelligent 

decision-making, with extreme computational costs. These 

limitations clearly indicate a research gap in the design of an 

AI-driven onboarding framework, which should be resilient, 

adaptive, and capable of handling heterogeneous and 

unstructured data [17], while ensuring security through 

liveness detection and spoof resistance. The following table 

presents a summary of related work contributions based on 

some methods and summarizes their findings. 

The table shows a summary of key studies based on 

several methods and explains their findings. Nahar et al. [18] 

used a CNN and OCR-based model for the recognition of air-

written Arabic characters with 88.8% accuracy, albeit with 

complicated preprocessing steps. Potdar et al. [19] used a 

CNN with liveness in attendance in class, which was 93% 

accurate, but the system only accounted for facial data. W. 

Surantha et al. [20] implemented MobileNetV2 in lightweight 

liveness detection, which is good for IoT but independent of 

document analysis. Naidu [21] proposed a CNN-SVM 

biometric model based on dorsal vein patterns, which 

achieved 96.63% accuracy in controlled environments. Zhang 

& Yang [22] introduced a CNN-SRU hybrid for 

multibiometric authentication, achieving 95.2% accuracy, but 

without decision automation. P. Laimek and W. 
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Kongprawechnon [23] introduced a triplet-loss CNN for 

plant-based biometrics with more than 99% accuracy, but not 

for human onboarding. Mosbah et al. [24] presented 

ADOCRNet, an Arabic document OCR framework, with very 

minimal error rates but no multi-modal integration. Muhtasim 

et al. [25] established a system for facial liveness detection 

using a patch-based CNN with extreme robustness, whereas 

Asem et al. [26] integrated blockchain-secured CNN 

biometrics with 99.52% accuracy, albeit issues with 

complexity and latency remained. 

Table 1. Summary of key studies related to ai-based customer onboarding systems 

Study Method Used Findings Research Gap 

[18] 
CNN + OCR + ML for Arabic 

air-written letters 

Achieved 88.8% accuracy; complex multi-

stage preprocessing required. 
Complicated preprocessing steps 

[19] 
CNN with liveness detection 

for face attendance 

93% accuracy; prevented spoofing in the 

classroom attendance system. 

The system only accounted for 

facial data 

[20] 
MobileNetv2 for IoT-based 

liveness detection 

96% accuracy for live users; real-time on 

Raspberry Pi with ~0.6s latency. 
Independent of document analysis 

[21] 
CNN + SVM for dorsal vein 

biometric 

96.63% accuracy; demonstrated reliable 

vein recognition on NIR images. 
Limited Modality Generalization 

[22] 
CNN-SRU hybrid for 

multibiometric recognition 

95.2% accuracy; improved fusion and noise 

resistance in biometric systems. 
Without decision automation 

[23] 
Triplet-loss CNN for plant 

biometrics 

Up to 99.11% accuracy; innovative and 

privacy-safe biometric model. 
Not for human onboarding 

[24] 
CNN + BLSTM (adocrnet) for 

Arabic OCR 

Reached 0.01% CER, 1.09% WER; 

outperformed prior OCR systems. 

Very minimal error rates, but no 

multi-modal integration 

[25] 
Patch-based CNN (VGG16) for 

liveness detection 

EER = 0.67%, HTER = 0.71%; high 

robustness on benchmark datasets. 
Limited Scalability 

[26] 
Blockchain + CNN with 

hyperparameter tuning 

99.52% accuracy; secured fingerprint 

verification with fast blockchain lookup. 

Complexity and latency were still 

issues. 

2.1. Limitations and Gaps 

Despite such drastic improvements in AI-based identity 

verification and onboarding solutions, there remains a list of 

limitations that defines a clear research gap. The majority of 

existing models entail intricate preprocessing steps, thus 

restricting scalability as well as real-time deployability. 

Certain solutions are restricted to facial data only, thereby 

lacking multimodal robustness. Others are document-

invariant, thereby restricting usability in the scenario of eKYC 

or onboarding. Biometric systems have poor modality 

generalization, with performance usually being very high in 

controlled situations. Hybrid systems have achieved 

satisfactory accuracy without decision automation, and 

adaptability is restricted in dynamic environments.  

Non-human modalities, such as plant-based biometrics, 

have been explored by certain studies, which are inapplicable 

to onboarding humans. Even for those systems that have low 

error rates for OCR applications, multimodal verification is 

not effectively integrated. Further, systems usually 

demonstrate limited scalability when applied to diverse real-

world data. Lastly, blockchain-based or enhanced AI methods 

assure both security and accuracy, but still, up to now, face 

issues of complexity and latency, which impede seamless user 

adoption. In all, these fallacies outline the need for developing 

a scalable, automated, and efficient onboarding system with 

biometrics, document analysis, and liveness detection within 

a secure yet flexible framework. Thus, existing systems show 

research gaps as follows. 

 Complex preprocessing limits scalability and real-time 

deployment. 

 Existing solutions often rely only on facial biometrics. 

 Poor modality generalization in uncontrolled real-world 

scenarios. 

 Lack of decision automation in hybrid identity systems. 

 Blockchain approaches face complexity and latency 

issues. 

2.2. Proposed Solution: Bridging Gaps in AI-Driven 

Onboarding Systems 

This work proposes an end-to-end AI-driven onboarding 

system that incorporates face recognition, liveness detection, 

OCR, and intelligent classification to bridge the customer 

identity verification gap seamlessly. The generalized 

architecture of the developed system is optimized for runtime, 

with the least human intervention, ensuring high security, 

compliance, and operational efficiency. Having RPA on board 

helps in automating the downstream decision-making and 

reduces human effort, thereby improving the throughput. This 

model returns explainable output, which leads to higher 

transparency and trust in the outcome. Besides, with its 

modular design, it is easy to scale, thus becoming suitable for 

any industrial usage, which ranges from low to high-volume 

customer sign-ups. There are various biometric and 

document-based authentication modules in order to make the 

system resilient end-to-end and also to bring down the 

spoofing or presentation attack vulnerability on the model 
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considerably. This response not only improves the speed and 

quality of onboarding processes but also meets evolving 

regulatory and privacy demands. Hence, it becomes a 

deployable and reliable option for digital KYC environments. 

3. Methodology 
The study proposed the architecture and process of the 

AI-driven automated customer onboarding system based on 

facial recognition, OCR, liveness detection, and intelligent 

decision classification. The system will run in real-time with 

a high success rate and less human intervention, and is highly 

appropriate for mass deployments in fintech, telecom, and e-

governance. The approach is designed to mitigate some of the 

largest onboarding pitfalls of conventional onboarding 

processes, including identity falsification, latency from 

manual authentication, and document discrepancy. To enable 

realistic testing and model stability, the system is trained and 

tested using the MIDV-500 dataset with labeled identity 

documents and video captures under different environmental 

conditions. Every stage of the pipeline, from input gathering 

and image pre-processing to feature fusion, extraction, 

classification, and decision automation, is optimized for 

accuracy, explainability, and scalability. The following 

subsections describe each element of the end-to-end structure 

of the system.  

3.1. Input Collection 

In the new regime, two main inputs have been sought 

from users to trigger the onboarding process: one, a real-time 

face image captured via webcam or mobile camera, and two, 

a photo clicked or scanned of an officially issued identity 

document such as a passport, Aadhaar card, or driving license. 

 
Fig. 1 End-to-End architecture of the proposed AI-powered customer onboarding system 

Both carry complementary information, with the facial 

image providing the biometric identification and the ID 

document carrying the textual information, such as name, 

address, date of birth, and ID number. This makes both 

together effective in cross-verifying, thus increasing the 

accuracy and security during onboarding. 

3.1.1. Dataset Description 

The proposed customer onboarding system will be both 

trained and tested on the MIDV-500 [27]. The dataset consists 

of 500 short video samples containing 50 different types of 

identity documents, viz., passports, driver's licenses, and ID 

cards, taken under various real-world scenarios like changing 

lighting, angles, and backgrounds. This makes the dataset 
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extremely representative of real-world onboarding cases. Each 

document is richly annotated with ground truth text, face 

region coordinates, and document layout that enables the 

verification of the accuracy of both the OCR and facial 

recognition modules. Such a dataset allows for a wide range 

of tasks, from document detection and text extraction to 

biometric authentication.  

Images in the dataset are preprocessed to raise their 

quality and consistency before training the models. It applies 

several techniques: grayscale conversion, denoising, skew 

correction, and also cropping, normalizing, and resizing the 

facial regions to 160x160 pixels to satisfy the input 

requirements of face recognition models, such as FaceNet. 

3.2. Facial Region Extraction 

3.2.1. Face Detection 

Face detection in this system includes detecting and 

extracting facial regions from the ID document and live-

captured image, which will be done based on a deep learning-

based face detection approach known as Multi-task Cascaded 

Convolutional Networks. This approach detects faces by 

finding key landmarks of faces, such as the nose, eyes, and 

mouth, along with bounding boxes. 

Three-stage MTCNN works via Proposal Network (P-

Net), Refine Network (R-Net), and Output Network (O-Net). 

In each stage of the pipeline, it refines face candidate regions. 

The bounding box regression is given as: 

𝐵̂ = 𝐵 + 𝛥𝐵 (1) 

where B is the initial bounding box, and ΔB is the 

network-predicted adjustment. MTCNN is resistant to various 

angles and lighting.  

3.2.3. Feature Embedding: 

Feature embedding is the conversion of a detected facial 

image into a fixed-length numerical vector that embodies the 

individual's distinctive facial features. In this setup, this 

function is performed by the FaceNet model. It projects every 

preprocessed facial area into a 128-dimensional feature 

vector, or an embedding.  

The vector resides in a Euclidean space where the 

similarity between two embeddings is captured by the 

Euclidean distance. It is trained with a triplet loss function to 

ensure that embeddings of the same individual are close and 

those of different individuals are distant from each other. 

Triplet loss mathematically is represented as: 

𝐿 = 𝑚𝑎𝑥(∥ 𝑓(𝑎) − 𝑓(𝑝) ∥
2
2

−∥ 𝑓(𝑎) − 𝑓(𝑛) ∥
2
2

+ 𝛼, 0)

 (2) 

Where: f(x) represents the embedding of image x. a, p, 

and n represent anchor, positive, and negative images, 

respectively, and α represents the margin between classes.  

3.2.2. Dimensionality Reduction 

To make computations more efficient, Principal 

Component Analysis (PCA) is performed on the 128-

dimensional face embeddings created by FaceNet.  

PCA is a statistical method for dimensionality reduction 

where the original feature space is transformed into a new set 

of non-correlated variables known as principal components.  

These components capture the most relevant variability in 

the data and avoid redundant information. This reduction 

enhances the processing speed as well as diminishes memory 

usage without affecting the critical features of identity. 

Mathematically, PCA reduces a matrix X of data to lower 

dimensionality using the following equation: 

𝑍 = 𝑋𝑊 (3) 

where for a centred data matrix X, W contains the 

principal components (eigenvectors), and Z is the low-

dimensional feature matrix. 

3.3. Facial Verification and Liveness Detection 

Facial authentication and liveness detection, being the 

core of the onboarding process, ensure that the identity 

provided is both authentic and not just present but also active. 

The module performs face embeddings from live input and ID 

documents, while authentication of liveness is done through 

motion analysis to avoid spoofing attacks like photo or video 

replay. 

3.3.1. Face Embedding Comparison 

FaceNet generates a 128D vector for each face image. 

The embeddings are matched using a cosine similarity 

measure that calculates the angle between two vectors. If the 

faces are of the same individual, the similarity value tends 

towards. 

𝑆𝑖𝑚𝑖𝑙𝑎𝑟𝑖𝑡𝑦 =
𝐴⋅𝐵

∥𝐴∥∥𝐵∥
 (4) 

where A and B are face embeddings. 

3.3.2. Match Decision 

The cosine similarity value tells whether the identity 

verification passed or failed. A high cosine gives confidence 

that a live photo and ID face are similar, thus the system could 

advance.  

A low similarity value arouses the alert for a possible 

mismatch that may trigger rejection or escalate to manual 

verification for further confirmation for high security reasons. 
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3.3.3. Liveness Detection 

Live video input from the user to the 3D-CNN is 

inspected in order to keep spoofing at bay, tracking micro-

facial movements through time. The eye blinking, head 

nodding, and micro-expression verification are all authentic 

movements that could not be emulated by static images or 

screenshots. Temporal verification attests that this is the actual 

time-presence of the user, adding an important layer of 

biometric security to the onboarding process. 

3.4. Document Analysis 

The module is meant to extract and validate textual 

information from the identification documents provided by the 

user. This checks whether or not the document contains valid 

and readable details matching the live user's identity.  

Analysis first involves Optical Character Recognition via 

the Tesseract OCR engine, an open-source software tool that 

accurately identifies printed and scanned text coming from 

identification documents, such as an Aadhaar card, PAN card, 

and passport. 

After the raw text is extracted, two levels of validation are 

performed: parsing of structured fields and detection of 

unstructured fields. The structured fields, such as the Aadhaar 

number, PAN number, or passport ID, have to be checked for 

format and correctness using Regular Expressions. Such fields 

normally have well-established formats, such as PAN 
[𝐴 − 𝑍]{5}[0 − 9]{4}[𝐴 − 𝑍]{1}, and pattern-based 

automated checks and error detection are possible. 

It utilizes Named Entity Recognition (NER) for name, 

address, and date of birth unstructured fields, which is a 

method in NLP that locates and classifies text into predefined 

categories such as people, dates, and locations. This is because 

the different document categories will have variability in 

layout and content. 

Each field, after parsing and extraction, is given a 

confidence score based on the quality of OCR, readability of 

text, and its conformance to expected form. These scores are 

then used to decide upon the overall reliability of extracted 

data, driving the final classification for approve, review, or 

reject. This layered document analysis enables robust identity 

verification through the combination of AI and rule-based 

reasoning. 

3.5. Feature Fusion and Classification 

In this phase of the onboarding process pipeline, data 

from earlier modules is combined into a single feature vector. 

These include the facial similarity score computed via cosine 

similarity, the liveness detection score from the 3D 

Convolutional Neural Network, OCR confidence scores from 

fields like name, address, date of birth, and ID number, and 

document quality measures, among other things, like skew 

angle and image clarity. These values are all encoded 

numerically into a single classification input vector, which is 

given by: 

𝑥 = [𝑠𝑓𝑎𝑐𝑒 , 𝑠𝑙𝑖𝑣𝑒𝑛𝑒𝑠𝑠, 𝑠𝑂𝐶𝑅 , 𝑞𝑑𝑜𝑐] (5) 

Where 𝑠𝑓𝑎𝑐𝑒  Is the facial similarity score, 𝑠𝑙𝑖𝑣𝑒𝑛𝑒𝑠𝑠 Is the 

liveness detection score, 𝑠𝑂𝐶𝑅 It is a combined OCR 

confidence score, and qdoc is a document quality metric. 

In the Random Forest classification model, all decision 

trees 𝑇𝑖(𝑥) Give a single prediction for the input feature vector 

x. Here, 𝑖 refers to the index of the 𝑖th Tree, and n is the 

number of trees in the forest.  

The output y is then obtained by taking the majority vote 

over all three predictions. This can be mathematically 

represented as. 

𝑦 = 𝑚𝑜𝑑𝑒{𝑇1(𝑥), 𝑇2(𝑥), … , 𝑇𝑛(𝑥)} (6) 

The resultant class label y is classified into one of three 

cases: 0 is rejected if there is a mismatch between the live user 

and the ID document or low-quality inputs. 1 is manual 

review, where the system registers borderline confidence or 

uncertainty in any verification step, necessitating human 

review. 2 is Approve, if all verification scores pass the 

thresholds for auto-onboarding with high confidence. 

3.6. Automated Workflow Execution 

In the last stage of the onboarding pipeline, the output of 

the classifier's decision, represented as y, is utilized to 

automate subsequent steps using Robotic Process Automation 

(RPA). This makes sure each onboarding case is processed 

efficiently based on the classification outcome.  

Once the classifier outputs y=2, which is a high-

confidence identification of the live face with the ID document 

and successful liveness detection and OCR verification, then 

the user is automatically approved. In this regard, RPA scripts 

are triggered that push the certified data-name, address, date 

of birth, and identification number directly to back-end 

applications such as CRM or DKYC/CAP and complete the 

process without human touch. 

If the output is y=1, the case is considered borderline. It 

tends to be so because of average similarity scores or doubtful 

OCR fields. This also forms an alert for the system and is held 

for human examination by the compliance officers for a 

second stage of human judgment in ambiguous situations. On 

the other hand, when the classifier predicts y=0, the 

onboarding request is categorically rejected. This is when 

there is a clear face feature mismatch, failure of liveness 

detection, or document quality issues. Failure is logged, and 

the user is notified of the rejection without wasting any more 

processing resources. 
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Fig. 2 AI-Based customer onboarding decision flow with automated, manual, and rejection paths 

The entire process of selecting actions can be defined 

mathematically as: 

𝐴𝑐𝑡𝑖𝑜𝑛(𝑦)   =

 {

𝐴𝑢𝑡𝑜 − 𝐸𝑛𝑟𝑜𝑙𝑙 𝑡𝑜 𝐶𝑅𝑀/𝐾𝑌𝐶 𝑖𝑓 𝑦 = 2

𝐹𝑙𝑎𝑔 𝑓𝑜𝑟 𝑀𝑎𝑛𝑢𝑎𝑙 𝑅𝑒𝑣𝑖𝑒𝑤, 𝑖𝑓 𝑦 = 1

𝑅𝑒𝑗𝑒𝑐𝑡 𝐴𝑝𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛, 𝑖𝑓 𝑦 = 0

 (7) 

This function defines how the system translates classifier 

decisions into practical, automated actions, ensuring fast, 

secure, and scalable customer onboarding. 

Pseudocode: AI-Based End-to-End Customer Onboarding 

System 

Function AI_Onboarding_System(face_image, id_document, 

 face_image_video): 

 

Step 1: Face Detection (MTCNN) 

    face_live ← MTCNN(face_image) 

    face_doc ← MTCNN(id_document) 

 

Step 2: Face Embedding (FaceNet) 

    embed_live ← FaceNet(face_live) 

    embed_doc ← FaceNet(face_doc) 

 

Step 3: Dimensionality Reduction (PCA) 

    embed_live_reduced ← PCA(embed_live) 

    embed_doc_reduced ← PCA(embed_doc) 

 

 Step 4: Face Matching (Cosine Similarity) 

    s_face ← CosineSimilarity(embed_live_reduced, 

embed_doc_reduced) 

 

Step 5: Liveness Detection (3D-CNN) 

   

  s_liveness ← Liveness_3DCNN(face_image_video) 

 

Step 6: Document Preprocessing and OCR (Tesseract) 

     

doc_image_preprocessed ← Preprocess(id_document) 

    

 raw_text ← TesseractOCR(doc_image_preprocessed) 

 

Step 7: Text Field Extraction and Validation 

    name ← NER(raw_text, "Name") 

    address ← NER(raw_text, "Address") 

    dob ← NER(raw_text, "DateOfBirth") 

    id_number ← RegexValidate(raw_text, "IDPattern") 

 

Step 8: Scoring 

    sOCR ← AverageOCRConfidence(name, address, 

dob, id_number) 

     

q_doc ← DocumentQuality(doc_image_preprocessed) 

 

Step 9: Feature Fusion 

    feature_vector ← [s_face, s_liveness, sOCR, q_doc] 

 

Step 10: Classification (Random Forest) 

    y ← RandomForestClassifier(feature_vector) 

 

Step 11: Automated Decision Execution (RPA) 

    If y == 2: 

Start 

Classifier Output (y) 

Auto-Enroll 

Via RPA  

Push to CRM/ 

DKYC/ CAP 

Flag For Manual 

Review 

Compliance 

Officer/ Agent 

Review 

Reject 

Application X 

Notify User & 

Log Failure 
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        RPA_ApproveAndPushToCRM(name, address, 

dob, id_number) 

    Else If y == 1: 

        FlagForManualReview(name, address, dob, 

id_number) 

    Else: 

        RejectApplication() 

 

    Return y 

 

          End Function 

 

3.7. Performance Metrics 

A mixture of common classification metrics and 

biometric-oriented metrics has been employed to assess the 

validity and effectiveness of the developed AI-based customer 

onboarding system. Overall, these metrics are aimed at 

measuring the capability of the system in performing the most 

basic operations, such as document verification, face 

comparison, and liveness checks. The common classification 

metrics are drawn from a confusion matrix, in which the 

forecast results are sorted into four different classes: True 

Positives (TP) are occurrences where the system correctly 

admits valid users; True Negatives (TN) are occurrences 

where matched or fake inputs are correctly rejected.  

The False Positives (FPs) are the situations where fake 

users get accepted and breach the security of the system, while 

False Negatives (FN) refers to correct users being wrongfully 

excluded, which negatively affects customer experience. 

These are the fundamental parameters used to measure critical 

performance metrics, such as Specificity, Accuracy, 

Precision, F1-Score, and Recall, which provide an overall 

picture of the system's strengths and weaknesses in real-time 

onboarding scenarios. 

Accuracy (ACC) 

Accuracy quantifies the overall performance of the 

system by measuring the ratio of correct predictions (both 

positive and negative). 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 (8) 

Precision (P) 

Precision quantifies how many of the instances that were 

correctly classified as positive are correct. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
 (9) 

Recall (R) / Sensitivity 

Recall measures the system's ability to classify all true 

positives correctly. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (10) 

Specificity 

Specificity measures how well the system identifies 

negative cases. 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
𝑇𝑁

𝑇𝑁+𝐹𝑃
 (11) 

F1-Score 

The F1-score harmonizes Precision and Recall into one 

harmonic mean metric. 

𝐹1 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 (12) 

Equal Error Rate (EER) 

The EER is the point on the ROC curve where the False 

Acceptance Rate equals the False Rejection Rate. It is a 

measure of the balance in the system between security and 

usability. The lower the EER is, the better the biometric 

performance. 

𝐸𝐸𝑅 = 𝐹𝐴𝑅(𝜃) = 𝐹𝑅𝑅(𝜃) (13) 

ROC Curve (Receiver Operating Characteristic) 

Plots the balance between False Positive Rate (FPR) and 

True Positive Rate (TPR) as a function of thresholds. 

𝑇𝑃𝑅 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (14) 

𝐹𝑃𝑅 =
𝐹𝑃

𝐹𝑃+𝑇𝑁
 (15) 

Area Under Curve (AUC) 

Another widely used metric is the AUC, derived from the 

ROC, or the curve plotting the True Positive Rate (TPR) 

against the False Positive Rate (FPR), for different 

classification thresholds. This AUC metric summarizes the 

ROC in a number between 0 and 1. The higher the AUC, the 

higher the ability of the model to discriminate between true 

and false identities. In applications of biometric systems, like 

face recognition and liveness detection, an AUC greater than 

0.9 is considered satisfactory because it shows that under 

different operating conditions, the system can easily tell the 

difference between users and non-users. 

4. Result 
This part announces performance testing of the proposed 

AI-powered customer onboarding system against various 

benchmark metrics. The results were determined using 

experiments on the MIDV-500 dataset, such as classification 

accuracy, biometric verification, OCR efficiency, and 

decision distribution. Comparative evaluation with existing 

biometric models is also reported to validate system 

superiority. All the modules-facial recognition, liveness 

detection, OCR, and classification-were tested individually 

and thoroughly to validate the system's trust, stability, and 
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effectiveness in actual-world onboarding processes. Table 2 

presents the simplest metrics to measure classification 

performance using Accuracy, Recall, Precision, Specificity, 

and F1-Score by the proposed onboarding system. With a 

98.1% total accuracy, the model is very accurate in identifying 

valid over fraudulent identity submissions. The high precision 

(97.4%) and recall (96.8%) demonstrate that the system 

maximizes both accuracy for accepting identity and rejecting 

identity, respectively. The 97.1% F1-score places an even 

performance measure, and the 98.6% specificity also places 

its strength in picking negative cases. These findings validate 

the effectiveness of the AI-powered pipeline for high-risk 

identity verification during digital onboarding. 

Table 2. Classification performance metrics of the proposed onboarding 

system 

Metric Value (%) 

Accuracy 98.1 

Precision 97.4 

Recall 96.8 

F1-Score 97.1 

Specificity 98.6 

 

 
Fig. 3 Classification performance metrics of the proposed onboarding system 

Table 3 gives paired values of FPR and TPR employed in 

plotting the ROC curve to assess model performance. Every 

row is a classification threshold, where FPR is the proportion 

of incorrect alarms and TPR is the proportion of appropriately 

recognized positives. The resulting curve illustrates the 

balance between sensitivity and specificity. A curve that 

follows tightly around the top-left corner indicates high 

classification strength. These figures were utilized to generate 

the Area Under the Curve (AUC), a quantitative measure of 

the performance and stability of the system. Table 4 displays 

OCR performance in prominent identity fields in terms of 

Average OCR Confidence (%) and Field Match Rate (%). 

Date of Birth and ID Number registered the highest OCR 

confidence (94.5% and 94.0%) and high match rates (93.2% 

and 94.1%), indicative of sound extraction. Name reached 

93.6% confidence and 92.8% match rate, slightly lower 

because of possible font differences. The address had the 

lowest match rate (91.4%) and confidence (92.1%), reflecting 

more inconsistency in layout or structure. Overall, the findings 

verify robust OCR accuracy for structured fields, with slightly 

lower performance on intricate text areas such as addresses. 

Table 5 demonstrates categorizing 1000 test cases into 

Approve, Manual Review, and Reject decisions. Out of all the 

cases, 721 (72.1%) were automatically approved, 212 (21.2%) 

were routed for manual review, and 67 (6.7%) were rejected. 

The results reflect the model's efficiency and automation 

potential as the majority of the verifications were performed 

automatically without intervention. The table also shows the 

ability of the system to delay questionable cases to compliance 

review, establishing trustworthiness. Such an allocation is 

significant in monitoring system throughput and workload 

balance between automation and human surveillance. 

Table 3. AUC Scores for face verification and liveness detection across 

varying test scenarios 

A (FPR) B (TPR) 

0 0 

0.02 0.88 

0.05 0.92 

0.1 0.95 

0.15 0.96 

0.2 0.97 

0.3 0.98 

0.4 0.985 

0.6 0.99 

0.8 0.995 

1 1 
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Fig. 4 Performance of system with ROC curve 

Table 4. OCR Accuracy and field match rates for identity document fields 

Field Average OCR Confidence (%) Field Match Rate (%) 

Name 93.6 92.8 

Address 92.1 91.4 

Date of Birth 94.5 93.2 

ID Number 94 94.1 

 

 
Fig. 5 OCR Confidence and match rates for ID Fields 

Table 5. Onboarding decision outcomes: distribution by classifier output 

Onboarding Decision Percentage (%) 

Approve 72.10% 

Manual Review 21.20% 

Reject 6.70% 
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Fig. 6 Percentage (%) 

Table 6. Comparative performance with existing biometric methods across key metrics 

Method 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

Specificity 

(%) 

F1-Score 

(%) 

CNN + OCR + ML (Arabic Air-Writing) 

[18] 
88.8 85.4 86.7 90.1 86 

CNN + Liveness for Face Attendance [19] 93 92.2 91.3 94 92.5 

MobileNetV2 IoT-Based Liveness 

Detection [20] 
96 94.8 94.1 95.6 94.4 

CNN + SVM for Dorsal Vein Biometric 

[21] 
96.63 93.8 94.5 96.2 94.1 

CNN-SRU Hybrid Multibiometric [22] 95.2 92.4 93.2 94.7 93 

Proposed Onboarding System 98.1 97.4 96.8 98.6 97.1 

 

 
Fig. 7 Comparison of performance metrics with existing studies 

Table 6 presents a comparison of the performance of the 

suggested onboarding system with five current biometric 

models based on Accuracy, Precision, Recall, Specificity, and 

F1-score. The system performs better than all others, with the 

highest scores in all the measures. For instance, it outperforms 

the CNN-SRU, MobileNetV2, and CNN-SVM models with a 

98.1% accuracy and 97.4% precision. These comparative 

results confirm the system's excellence under real-world 

scenarios. The table is empirical proof that the combined AI 

system is more accurate, balanced, and secure compared to 

previous biometric-based methods utilized for onboarding and 

verification. 
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As evidenced in Table 6, the majority of prevailing 

research has considered isolated components of identity 

verification, i.e., OCR-based document verification or 

biometric verification, or has not been very strong in 

addressing noisy, heterogeneous, and unstructured inputs. A 

few approaches depended on rule-based reasoning, which 

compromises on adaptability, and others did not involve 

liveness detection or spoof-prevention methods, rendering 

them open to attack. On the other hand, the proposed 

framework combines RPA and deep learning to create an end-

to-end onboarding system that not only performs document 

and biometric verification but also ensures scalability, 

liveness detection, spoof resistance, and efficient handling of 

unstructured data. A comprehensive approach makes the 

contribution of a study stand out as a significant improvement 

against prevalent methodologies. 

The experimental results confirm that the new onboarding 

system outperforms the existing biometric methods on all 

major evaluation metrics. With its high accuracy and low error 

rates, combined with high OCR reliability, the system is both 

efficient and secure to deploy in the real world. Utilizing 

multi-modal AI techniques, automated and scalable identity 

verification is provided, with minimal human involvement. 

The results verify the applicability of the system to high-

throughput onboarding settings for compliance assurance, 

fraud counteraction, and further enhancement of the entire 

digital customer experience. 

5. Discussion 
The proposed AI-based customer onboarding system is 

highly performing on different assessment criteria, hence 

practically deployable for real-life applications. High 

classification accuracy of 98.1% is well complemented by 

precision, recall, and specificity of 97.4%, 96.8%, and 98.6%, 

respectively. These results confirm the capability of the 

system to verify original identities without significant false 

acceptances or rejections. The OCR module also performed 

well, while field-level confidence scores were above 93% in 

order to extract correct textual data from different types of 

identity documents. 

Comparative studies with five current biometric models 

confirm that the system consistently surpasses the baselines in 

all key performance indicators, including the F1-score and 

AUC. For example, though the MobileNetV2 and CNN-SVM 

methods attain accuracies as high as 96.63%, they still do not 

have the consolidated performance that the proposed system 

offers regarding the processing of low-resolution inputs and 

inputs suffering from dynamic lighting conditions. Thus, 

FaceNet is combined with PCA, 3D-CNN-based liveness 

detection, and Random Forest classification, together with 

OCR verification, to build a robust multi-modal pipeline that 

is resistant to spoofing and document manipulation attacks. 

The framework in the study outperforms state-of-the-art 

methods due to the inclusion of multimodal verification, 

liveness detection, and adaptive automation, not considered in 

most prior works. Unlike schemes utilizing only facial 

information or independent OCR, document analysis, 

biometric identification, and anti-spoofing have been 

integrated into one pipeline in the proposed model, hence 

improving both accuracy and robustness. Since deep learning-

based feature extraction is integrated with RPA-enforced 

process automation, human error is minimal, while uniformity 

over a wide range of cases has been maintained.  

Additionally, optimized pre-processing and lean 

architectures address the scalability and latency issues that 

plagued previous blockchain or CNN-only systems. 

Harmonization of the system design with real-world 

scenarios, such as noisy inputs, unstructured documents, and 

heterogeneous ID formats, makes the model more 

generalizable and reliable. These are the reasons for the 

improvements in performance compared to the results already 

available in the literature. 

This research delivers value to the sector by offering an 

end-to-end, real-time onboarding solution that integrates 

facial biometrics, document examination, and insightful 

decision-making in an easily scalable and automated 

architecture that can be applied in high-throughput 

environments within the fintech, telecom, and e-governance 

sectors. RPA further reduces the level of human intervention 

and enhances efficiency and consistency.  

Fairness regarding biometric recognition and 

transparency of automated decision-making are ethical 

aspects well accounted for. The chosen database, MIDV-500, 

is publicly available, diverse, and increases generalizability, 

thus alleviating demographic bias. Overall, the system meets 

regulatory requirements for secure, efficient, and compliant 

onboarding, further fostering trust and user inclusivity in 

digital identity systems. 

6. Conclusion 
This study focused on the major challenge of designing 

an effective, accurate, and scalable AI-based system for the 

auto-onboarding of customers, thereby minimizing identity 

fraud and human effort in high-volume sectors such as fintech, 

telecom, and e-governance. A multi-step onboarding using 

face identification, liveness detection, OCR-based document 

analysis, and intelligent classification has been proposed. The 

system is trained and tested with the MIDV-500 dataset under 

different real-world scenarios.  

This approach used MTCNN for face recognition, 

FaceNet with triplet loss and PCA for embedding and 

dimensionality reduction of features, 3D-CNN for liveness 

verification, and Tesseract OCR with regex and NER for 

document parsing, culminating in a Random Forest classifier 

that will enable automated decision-making. Quantitative 

analysis indicated strong performance on several metrics-
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98.1% accuracy, 97.4% precision, 96.8% recall, 97.1% F1-

score, and 98.6% specificity-showing that the system can 

correctly identify valid users from fraudulent ones. 

Comparing validation showed dominance over five other 

alternative biometric methods. The incorporation of Robotic 

Process Automation (RPA) further validated the feasibility of 

real-time, industry-compliant onboarding operations. While 

strong, the research does have some limitations regarding the 

reliance on a small dataset and continuous thresholding, which 

may affect its generalizability to larger populations or 

unknown document types. A future study should aim at 

improving diversity in the dataset by using adaptive 

thresholding techniques and incorporating continuous 

learning mechanisms to tackle the evolving nature of 

fraudulent activities.  

Further work on federated learning and privacy-

preserving AI can boost user data security due to impending 

regulations. As digital identity systems continue to rise to 

prominence, questions of algorithmic equity, inclusiveness, 

and transparency in automated decision-making are more and 

more important.  

This work sets the stage for responsible, scalable AI 

adoption in customer onboarding and opens the door to future 

innovations that bring security, compliance, and customer 

experience more closely together in a more digital economy.  
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