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Abstract - Accurate fault detection in power grids is critical to maintain an uninterrupted power supply, reduce outages, and
safeguard vital infrastructure. Conventional methods based on cloud platforms often face limitations like high latency, high
communication overhead, scalability limitations, and high power consumption. Such limitations hinder their applications in real-
time grid monitoring, where quick response and energy efficiency are critical. In order to break these constraints, this paper
suggests an edge-optimized embedded fault detection framework that integrates adaptive wavelet-based preprocessing with a
light-weight machine learning model run on microcontroller-class hardware. The framework is intended to extract fault-related
transient features and classify accurately in real time under limited computational resources. Experimental verification shows
that the system has 94.6% detection accuracy while cutting latency by 80% and minimizing energy consumption by 85.3% over

cloud-based solutions. The findings reveal the potential of embedded edge intelligence as a feasible, scalable, and energy-

efficient solution for future-proof smart grid infrastructures.
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1. Introduction

The rising sophistication of contemporary electrical
power grids, fueled by the integration of Distributed Energy
Resources (DERs), electric vehicles, and smart devices, has
boosted the demand for intelligent, real-time fault detection
mechanisms to provide operational stability and resilience.
Centralized monitoring systems traditionally experience high
communication latency and poor scalability, rendering them
unsuitable for the timely detection and mitigation of transient
and permanent faults within the grid. The increasing use of
edge computing technologies provides a potential path
towards decentralizing fault detection through the facilitation
of real-time analysis on-site near the source of data origin,
lessening latency, bandwidth consumption, and reliance on
cloud infrastructure [1]. Edge-optimized embedded systems,
when used within substations and nodes of distribution,
provide scope for in-situ processing of grid signals like
voltage, current, and phase angle. These systems take

OISO

advantage of low-power microcontrollers, signal processing
methods, and, even more so, lean machine learning models to
identify anomalies and classify fault types with little latency.
Specifically, the need for low-latency fault detection is
becoming mission-critical in the case of smart grids, where
latencies as small as a handful of milliseconds can lead to
major economic and operational consequences [2]. The
capability to react quickly to faults reduces equipment
damage, enhances power quality, and lowers the risk of grid-
wide outages. The advent of TinyML, hardware accelerators,
and real-time signal processing frameworks has rendered it
technically possible to run sophisticated fault detection
algorithms on embedded devices installed at the grid edge.

In spite of significant advances in centralised and cloud-
based fault-detection models, a number of limitations are still
present in the existing body of research. Most present systems
rely upon high-bandwidth, low-latency communications
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networks that are not uniformly present throughout
geographically dispersed grid infrastructures, especially in
rural or remote regions [3]. In addition, these systems tend to
be based on sophisticated data aggregation mechanisms,
which incur processing delays and subject the system to
possible cyber vulnerabilities. Centralized models also suffer
from low adaptability, being unable to manage dynamic grid
conditions and localized faults. This type of model often
overlooks the real-time nature of fault detection and is not
ideal for mission-critical applications in which milliseconds
count [4].

Another prevalent difficulty in existing research is a lack
of energy efficiency and hardware compatibility. Most fault
detection algorithms suggested in previous research are
computationally demanding and consume high memory and
power resources, thus rendering them infeasible for
implementation on limited-resource embedded systems.
Further, while cloud and server-based systems offer
scalability, they typically do not offer resilience in the face of
connectivity failures, which are common in grid faults
themselves [5]. Additionally, much existing work focuses
either on high-level simulation-based verification or on the use
of proprietary test sets, limiting reproducibility and usability
in real-world environments.

Finally, most previous systems lack adaptive learning and
incremental updating, resulting in decreasing accuracy in the
long term in the presence of changing grid topologies and load
profiles. Few fault classification studies are conducted in the
presence of adversarial conditions like sensor noise,
electromagnetic interference, or partial data loss, all of which
are plausible in high-voltage applications. This makes it
imperative for resilient, energy-constrained, and low-latency
embedded systems with autonomous operation at the grid
edge that provide uniform performance over a wide range of
operating conditions [6].

The fast growth of contemporary power grids has
heightened the demand for dependable and real-time fault
recognition.  Traditional  cloud-centered  approaches
experience high latency, bandwidth sensitivity, and high
energy consumption, rendering them inappropriate for time-
sensitive monitoring. Although previous research utilized
wavelet analysis and light-weight machine learning, most are
simulation-based or have no realistic deployment on
embedded devices. This provides a clear research opportunity
for creating low-latency, accurate, and energy-efficient
solutions on microcontroller-class hardware.

To address this opportunity, this contribution presents an
edge-optimized embedded system framework incorporating
adaptive wavelet preprocessing with a lightweight inference
model, thoroughly tested through latency, power, and memory
profiling to show performance advantages over state-of-the-
art methods. This present work aims to design and test an
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edge-optimized embedded system designed to be used for
low-latency fault detection within electrical power grids. The
goal is to make real-time fault classification and alert
generation possible at the grid edge on resource-constrained
embedded devices.

The purview of this effort includes the design,
implementation, and validation of a localized monitoring and
detection infrastructure that can obviate the requirement for
perpetual cloud connectivity, thus lessening latency,
enhancing system robustness, and decreasing dependence on
high-bandwidth infrastructure. This device is envisioned to be
used in urban and rural grid environments, where continuous
connectivity and quick fault detection are paramount to
maintaining power reliability and safety.

The impetus for this work is the growing decentralization
and complexity of contemporary power grids due to the
penetration of renewable resources, electric vehicles, and
distributed loads. With the grid becoming more distributed
and dynamic, the classical paradigm of centralized fault
detection with SCADA systems or cloud-centric analytics
becomes unfeasible with latency, bandwidth limitations, and
susceptibility to network outages.

In mission-critical applications, mere milliseconds of
latency in fault detection can result in cascading failures,
equipment damage, or service loss. Hence, there is a strong
demand for decentralized and autonomous systems that are
capable of processing data and responding at the edge where
faults exist. In this work, it is an inspiration to enable accurate,
efficient, and fast fault detection on embedded hardware with
minimal computational overhead.

The key objectives of this study are:

Design a fault detection system with real-time capabilities
to perform fault classification and signal processing on
edge devices with scarce computational resources.
Implement and develop light-weight machine learning
models and signal processing methods suitable for
inference in edge-based systems.

Test the performance of the system with respect to latency
and accuracy when subjected to diverse electrical grid
fault conditions.

Implement and showcase the feasibility of the system for
deployment in real-world or simulated electrical grid
systems.

Compare the suggested system to traditional cloud-based
fault detection methods to emphasize gains in speed and
efficiency.

Compare the embedded deployment's  power
requirements and memory utilization to guarantee
acceptability for long-duration operation.

Verify the system design and fault detection performance
using actual or high-fidelity simulated grid fault datasets.
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The research in this paper is important to overcome some
of the main limitations in existing fault detection systems.
Current approaches heavily rely on centralized processing,
which is subject to latency and might not be available in every
grid scenario, especially in geographically distributed
locations with intermittent connectivity. With the intelligence
brought to the edge, the system increases the resilience and
responsiveness of the grid by facilitating faster isolation and
recovery in fault events. In addition, the solution fits with the
wider trends around smart grid modernization and energy
digitalization, where localized, real-time decision-making is
essential. It further reinforces the body of literature on
TinyML and embedded Al, showing how edge devices can
enable sophisticated analytics in high-stakes infrastructure
applications.

The paper's contributions are multifold. First, it proposes
a new edge-embedded architecture for fault detection in
electrical grids that is cloud-free. Second, it shows a
lightweight signal processing and efficient machine learning
pipeline for deployment on low-power microcontrollers.
Third, it provides a thorough performance analysis of the
system based on latency, accuracy, and energy efficiency
compared to classical centralized setups. Lastly, the research
presents practical guidelines to hardware-software co-design
for real-time, edge-based fault analytics of power systems.

The paper is organized into five major sections. The
introduction offers the background, issues in previous
research, and motivation for this work. The related work
section presents current literature on fault detection systems,
edge computing applications, and embedded Al for grid
monitoring. The methodology part explains the system
architecture, hardware platform, data collection, fault
detection model, and optimization techniques for edge
deployment. The discussion part includes experimental
outcome, comparative study, and practical applicability. The
conclusion encapsulates the findings and mentions future
directions, such as improvements through federated learning,
adaptive modeling, and wider integration into smart grid
environments.

2. Related Work

Recent advancements in energy-aware edge computing
and TinyML have significantly contributed to reducing power
consumption in real-time 10T applications. Sabovic et al. [7]
explored deploying TinyML on battery-less 10T devices,
proposing an energy-aware execution model that adapts
inference based on harvested energy levels. The study
demonstrated  ultra-low  power  operation  without
compromising detection fidelity, though it faced limitations
under inconsistent energy availability. Giordano et al. [8]
presented the design of an ultralow-power smart 10T device
integrating embedded TinyML for asset activity monitoring.
Their work leveraged event-driven data capture and optimized
inference pipelines, resulting in extended operational lifetime
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and reduced computational overhead, although scalability
across variable workloads remained a challenge. De la Fuente
et al. [9] proposed a hierarchical inference network using
TinyML-enabled edge nodes for predictive maintenance in
mining machinery. Their framework allowed localized low-
latency decisions and upstream alerts, improving maintenance
scheduling efficiency. However, the solution required
domain-specific tuning for generalizability. Ni et al. [10]
addressed energy-aware edge optimization in anomaly
detection systems for 10T networks using adaptive runtime
strategies. Their method significantly improved detection
timeliness under constrained energy budgets, but performance
varied across network topologies and noise levels. These
studies highlight the transformative potential of TinyML and
edge inference for sustainable, low-power real-time
monitoring systems, particularly in resource-constrained or
remote deployment environments.

To address these latency and deployment challenges,
recent studies have pivoted toward edge computing and
embedded Al. Silva et al. [11] demonstrated a
microcontroller-based system utilizing discrete wavelet
transform and decision trees for fault detection. Their
embedded solution achieved sub-25 ms latency and low power
consumption but experienced reduced accuracy under high-
noise conditions. In this study, scientists have paid greater
attention to using edge intelligence and lightweight machine
learning to provide secure, low-latency fault detection in
electrical equipment. Paul et al. [12] proposed an arc fault
detection scheme based on a decision tree from raw current
signals, providing a computationally light solution appropriate
for embedded processing. While the method was effective in
normal fault scenarios, it demonstrated vulnerability to
performance deterioration in noisy conditions owing to sparse
feature diversity. Chen et al. [13] proposed LOPDM, a self-
sustaining on-device predictive maintenance framework that
combines energy harvesting sensors with TinyML-based
models. This solution enabled continuous monitoring with
minimal power consumption, making it highly suitable for
industrial deployment, though model complexity remained
constrained by ultra-low power requirements. Taik et al. [14]
presented a federated edge learning architecture for prosumer
networks in smart grids, with a focus on data privacy and
decentralized model learning. Their scheme enhanced
collaborative fault detection but suffered from distributed
learning dynamics-based synchronization and convergence.
Building upon this, Damo [15] introduced an adaptive
multilayer edge computing framework with energy-efficient
neural optimization and federated learning. This framework
made energy-conscious decision-making and enabled scalable
learning in distributed electrical spaces without compromising
on centralization, but at the expense of increased design and
deployment complexity. Together, these works highlight the
increasing feasibility of edge and embedded learning
architectures in bridging the latency and energy constraints of
conventional centralized fault detection systems, while also
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identifying  continued  challenges in  scalability,
synchronization, and resource-conscious deployment.
However, their system had not been validated under field
conditions. In a broader setup, Rahman et al. [16] presented a
sensor fusion-based fault detection system that integrated
several electrical parameters using ensemble learning on low-
power hardware. This enhanced both noise tolerance and
robustness, but the system's distributed nature presented
synchronization issues. Singh et al. [17] explored adaptive
edge learning using continual learning techniques to handle

dynamic load and topology changes in electrical grids. Their
system demonstrated high adaptability over time but required
periodic retraining and increased memory overhead. Zhao et
al. [18] proposed a federated edge learning framework for
fault detection in smart grids, enabling distributed model
training across multiple substations without sharing raw data.
The system preserved data privacy and improved detection
accuracy in heterogeneous environments, though it faced
challenges with synchronization delays and uneven model
convergence across nodes.

Table 1. Summary of recent studies on edge-based and embedded fault detection methods

Study Method Used Findings
[19] Deep Neural Networks (DNNs) for image Achieved high accuracy in image classification, but faced latency
recognition in a cloud computing environment issues due to cloud-based processing
Wavelet-based edge computing method for Demonstrated reduced computational cost and suitability for
[20] : . e . g
energy-harvesting 10T sensors embedded deployment, enabling efficient real-time monitoring
[21] Recurrent Neural Networks (RNNs) for real- Achieved effective real-time fault detection, but required
time failure detection in storage devices substantial computational resources
[22] TinyML deployment on ESP32 using Enabled real-time fault detection with low power usage; well-
vibration-based predictive maintenance suited for industrial embedded applications
. . . Identified lightweight models suitable for real-time edge
Review of ML algorithms on microcontroller- . . . .
[23] inference; emphasized trade-offs in accuracy vs. resource
class hardware .
constraints
[24] Review of Wireless Sensor Networks (WSNS) Highlighted the role of WSNs in enabling distributed fault
in edge-based architectures detection and low-latency communication in smart environments
Continual learning framework for adaptive Pr_owded dyr_w}mlc. Iearn_mg adaptaplllty ur_1d_er changing
[25] - L2 . . operational conditions; required periodic retraining and memory
machine learning in industrial settings .
handling.
2.1. Identified Research Gaps in Edge-Based Fault  specific modifications for electrical fault detection. Trigka and

Detection Systems

From the studies examined in Table 1, a few key research
gaps still exist in the area of edge-optimized embedded
systems for low-latency electrical grid fault detection. Jia [19]
proved the potential of DNNs in cloud environments for image
classification, but the model had high latency due to its
reliance on the cloud, and therefore, it was not practical for
real-time fault detection in smart grids. Konecny et al. [20]
introduced a wavelet-based approach appropriate for energy-
harvesting 10T sensors, exhibiting computation efficiency but
without fault class diversity and distributed scalability to
nodes in a power network. Su and Li [21] used RNNs for real-
time fault detection in storage systems; although effective, the
process was computationally  demanding, thereby
necessitating room for improvement in optimizing temporal
models to edge platforms.

Gupta and Shivhare [22] applied TinyML on ESP32 for
predictive maintenance through vibration analysis, resulting in
real-time performance with minimal power consumption.
Nonetheless, their application was on industrial machinery as
opposed to power grid fault detection. Saha et al. [23]
presented a detailed review of ML algorithms for
microcontroller-class hardware and noted trade-offs between
model accuracy and resource usage, but not application-
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Dritsas [24] highlighted WSNs' significance for decentralized
detection systems, but were without system-level integration
with ML-based fault analytics on an embedded level. Lastly,
Antony et al. [25] proposed a framework for continual
learning towards industrial adaptability, albeit with the need
for continuous retraining and memory resources not
appropriate for ultra-low-power devices. These shortcomings
highlight a space for a scalable, adaptive, and resource-frugal
embedded system for decentralized grid fault detection.

2.2. Limitations in Existing Research

Even with the improvement in fault detection technology,
current research has a number of drawbacks. Cloud models
tend to be latency-prone and network-dependent, which is not
appropriate for real-time fault detection in mission-critical
power grid scenarios. Although edge computing solutions
provide low latency, most of them lack the flexibility required
to tackle varying and evolving fault conditions. Some systems
with limited scalability are not optimised for deployment on
extensive distributed grid infrastructures. In addition,
architectures incorporating ongoing learning bring with them
added memory and retraining burdens, which are not desirable
in resource-limited embedded environments. EXxisting
solutions also tend to lack an integrated, energy-constrained,
and decentralized structure.
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2.3. Addressing the Research Gaps

Despite advances in fault detection technology, research
to date still has a number of challenges. Cloud-based models,
though able to be highly accurate, are by their nature latency-
intensive and network-dependent on stable network
connectivity, rendering them inappropriate for mission-
critical, real-time fault detection in power grids. Edge
computing systems have been proposed to address latency;
however, those reported systems are not necessarily adapted
to accommodate varied, changing fault conditions in real-
world environments. Scalability is also an issue, as some
methods are not designed for deployment over large and
geographically dispersed grid infrastructures. In addition,
architectures that use continuous or incremental learning tend
to come with heavy memory and retraining burdens, which are
infeasible on resource-limited embedded platforms. Research
has further reported challenges in balancing detection
accuracy and energy efficiency, leading to solutions that either
sacrifice real-time responsiveness or surpass allowed power
budgets. The available strategies generally do not contain a
unified framework that is at the same time low-latency,
energy-efficient, scalable, and decentralized, leaving
substantial room for real-world application in today's smart
grids.

=

Feature Extraction

' Data Acquisition

ML Model Development

Fault Detection & Alert

Embedded Deployment

Performance Evaluation

Fig. 1 Methodology workflow for edge-optimized embedded fault
detection in electrical grids

3. Methodology

This section outlines the disciplined approach used in
developing and testing a low-latency fault detection edge-
optimized embedded system in the electric grid. The proposed
method integrates real-time signal acquisition, feature
extraction, embedded deployment, and lightweight machine
learning in an effort to make timely and accurate fault
detection possible without relying on cloud infrastructures. In
light of the critical need for rapid response in cutting-edge
smart grids, the system is constructed to operate autonomously
on low-power microcontrollers, making it amenable to
decentralized deployment in broad grid contexts.

The method begins with the design of a modular structure
for conditioning and processing electrical parameters locally
using voltage and current sensors. Preprocessed signals are
examined using time- and frequency-domain techniques to
learn fault-relevant features. The features are fed into a
lightweight classification model optimized for embedded
inference. The model is deployed on a low-resource
microcontroller at zero latency. The system's performance is
verified through real-time testing and benchmarking against
cloud-based options, so it meets the constraints of accuracy,
velocity, energy, and scalability requirements in realistic
power grid environments.

3.1. System Design and Architecture

The intended system is organized around an edge-
embedded architecture that is dedicated to local and real-time
detection of electrical faults. The architecture does away with
the need for centralized servers or cloud systems through the
relocation of intelligence to the grid edge. Compact, low-
power microcontrollers like STM32 or ESP32 form the
system's nucleus and can perform real-time signal processing
and machine learning inference locally. These
microcontrollers are connected to voltage and current sensors
positioned strategically in key points of the distribution
network. The sensors continuously read electrical parameters
and record data that may point towards abnormal operating
conditions or impending faults.

The embedded device employs pre-trained lightweight
machine learning models and optimized signal processing
methods to process the data acquired. When a fault is detected,
it immediately produces and sends notifications to a
supervisory control center via low-bandwidth wireless
communication protocols like LoRa, Wi-Fi, or MQTT. This
method provides ultra-low latency and enhances the system's
robustness against connectivity loss, especially for remote or
decentralized environments. The system is modular, so it can
seamlessly be integrated into current grid infrastructures. Its
scalability enables several nodes to execute independently or
in collaboration and facilitates fault detection in a widespread
and distributed power system.
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3.2. Data Acquisition and Signal Conditioning

The basis of proper fault detection is the dependability
and integrity of the data collected from the power grid. In the
system under consideration, data acquisition in real-time is
done through voltage and current sensors that are located at
strategic points along the distribution lines. They are tasked
with constantly observing the electrical parameters and
detecting changes that could be indicative of abnormal
conditions or fault incidents. As the raw analog signals from
such sensors are vulnerable to noise and distortion, signal
conditioning is carried out to improve the quality and integrity
of the data.

The condition of signals for processing is achieved
through the use of anti-alias filters, which remove high-
frequency noise that would otherwise corrupt signal quality in
digital conversion. Operational amplifiers are utilized to
amplify the signal to levels that can be compatible with the
microcontroller ADC. After conditioning, the analog signals
are converted to digital using high-speed onboard ADCs,
enabling accurate and real-time processing on the embedded
platform. To provide strong model training and testing
support, fault datasets are created with MATLAB/Simulink
simulations for simulating different types of fault scenarios,
like line-to-ground, line-to-line, and three-phase faults, under
different load levels. These artificial datasets are cross-
validated with real-world or open-source datasets to ensure
representativeness and generalization of the system proposed.

3.3. Feature Extraction

Feature extraction is the operation of mapping raw input
signals to a compact and informative set of values (features)
representing the underlying pattern or characteristic of the
data. In fault detection systems, this process entails extracting
important signal features—i.e., energy, frequency content, or
statistical ~ characteristics—from current and voltage
waveforms. These characteristics are used as inputs to
machine learning algorithms, facilitating precise classification
of wvarious fault types and minimizing computational
complexity for embedded processing. In this research, three
main methods are used to extract useful characteristics from
electrical signals:

3.3.1. Root Mean Square (RMS)

RMS is a time-domain characteristic that signifies an
alternating signal's effective or equivalent DC value. It
indicates the power content of the signal and is beneficial for
detecting sudden energy changes due to faults.

x2

RMS = |~xi 1)

Where x; Amplitude of the signal at the i-th sample, N:
Total number of samples in the signal window.
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3.3.2. Fast Fourier Transform (FFT) and Total Harmonic
Distortion (THD)

FFT is a frequency-domain method that converts a signal
from the time domain to the frequency domain for analysis of
its harmonic content. THD, calculated using FFT, indicates
the degree of harmonic distortion concerning the fundamental
frequency, to identify waveform abnormalities during faults.

— VN-1 —j2nkn/N
Xk - n=0 Xn€ J /

O]

_ VEHVE+tVE

THD 3)

1
Where X, Frequency component at index k, x, Time-
domain sample at index n, V; RMS of fundamental frequency,
Vn , RMS of n-th harmonic frequency.

3.3.3. Discrete Wavelet Transform (DWT) and Energy
Coefficients

DWT is a multi-resolution analysis tool that retains
information about time and frequency. It is useful for the
detection of transient faults by breaking down the signal into
high- and low-frequency components. The energy of wavelet
coefficients provides information about the power distribution
of the signal across various scales.

E=%Yrilcl2 (4)

Where c;Wavelet coefficient at position I, n: Number of
coefficients in the decomposition level.

3.4. Lightweight Machine Learning Model Development

For real-time fault classification on embedded platforms,
light machine learning models are chosen and optimized for
minimal computation, efficient inference, and less memory.
Models like Decision Trees, k-Nearest Neighbors (k-NN), and
small Convolutional Neural Networks (TinyCNN) are under
consideration.

3.4.1. Decision Tree Classifier

A decision tree partitions the input space recursively with
threshold tests on features to generate a tree in which every
leaf node corresponds to a class label.

ifxj<6
if xj>0

_goleft

f @ goright

(®)

Where xj Feature value at dimension j, 8: Threshold for
splitting, f(x)Decision rule at node.

3.4.2. k-Nearest Neighbors (k-NN)

k-NN is a non-parametric technique that predicts a new
input by finding the most frequent class of its k nearest labeled
training instances in feature space.
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~ max

g=arg " Yienka 10 = ¢ (6)

3.4.3. Optimized Convolutional Neural Network (TinyCNN)
A CNN employs stacks of convolution filters in learning

spatial hierarchies of features. TinyCNN is a CNN

architecture optimized for embedded deployment with fewer

filters, lower depth, and quantized weights.

Vi = DksoXi k- wi +b (7

Where x: Input signal, w, Convolution kernel weights, b:
Bias, y;: Output of the convolution at position I, k: Kernel
size.

3.5. Embedded Implementation and Optimization
3.5.1. Deployment and Firmware Development

The trained machine learning model is integrated into a
microcontroller like STM32 or ESP32. Programming is done
in C/C++ employing bare-metal programming or a light-
weight Real-Time Operating System (RTOS) like FreeRTOS.
This provides rigorous control over hardware resources as
well as deterministic execution. Libraries such as CMSIS,
TensorFlow Lite for Microcontrollers, or Edge Impulse SDKs
are employed to integrate model inference directly into
firmware.

3.5.2. Resource Profiling and Efficiency Optimization

As embedded devices lack extensive computational
capability, memory, and power capacity, profiling tools are
employed to quantify RAM usage, flash memory, and power
consumption. Profiling feedback is then used to optimize code
and model using quantization, pruning, or loop unrolling.
These processes reduce inference time and power
consumption, enabling the device to run on battery or energy-
harvesting sources for extended periods without hardware
failure.

3.5.3. Real-Time Inference and Interrupt Handling

For real-time fault detection, the system employs
interrupt-driven data acquisition in which the microcontroller
takes signal data at the instant of voltage/current threshold
events. Once data is present, inference at the edge is initiated
using a lightweight model pipeline. The lightweight pipeline
design reduces latency and allows fault alerts to be produced
within milliseconds of their occurrence, which makes the
system suitable for high-stakes electrical grid applications.

3.6. Real-Time Fault Detection and Alert Mechanism
3.6.1. Continuous Monitoring and Classification

The system is programmed to run in the mode of
continuous monitoring, where grid voltage and current signals
are sampled and processed in real-time. The microcontroller
embedded conducts periodic or event-driven inference based
on the implemented machine learning model.
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The moment a deviation from normal conditions is
recognized-such as overcurrent, voltage sag, or waveform
distortion-the signal is categorized into a fault class. This
anticipatory local processing facilitates instant response
independent of cloud or far-end servers, and the system thus
becomes extremely well-suited for applications requiring low
latencies like power grid protection.

3.6.2. Fault Alert Generation and Communication

After classifying a fault, the embedded system prepares
an efficient alert message with key metadata like fault type,
timestamp, sensor ID, and location (if GPS-capable or pre-
programmed). The message is then sent via long-range, low-
bandwidth communication protocols such as LoRa or
lightweight 10T protocols such as MQTT. These protocols are
selected because of their dependability under limited
conditions to ensure the alert travels to a central protection unit
or mobile device with minimal delay. This ensures operators
or automated protective systems receive notice in near real-
time for follow-up action.

3.6.3. Offline-Resilient Embedded Fault Detection

The embedded fault detection system is designed to
operate consistently even in unstable or zero internet
connectivity zones. It will work independently, log locally,
and buffer alert messages until the link is resumed. This
configuration provides continuous monitoring and fault
detection irrespective of the remote network’s availability. The
firmware of the system offers support for retry operations and
conditional data buffering, which aids in preventing loss of
any key fault information. Such independent functionality
renders it suitable for deployment in the countryside or remote
locations, where real-time fault detection is essential but
steady network infrastructure is unavailable.

3.7. Performance Evaluation and Benchmarking

The system proposed is evaluated against a list of
quantitative performance criteria to test its real-time feasibility
and effectiveness in cases of embedded fault detection. The
parameters of importance are accuracy, latency, power
consumption, and memory usage. These are pitted against the
conventional cloud-based solutions to establish the edge-
optimized design's value.

3.7.1. Detection Accuracy
Accuracy quantifies the number of correctly categorized
instances divided by the total number of samples examined.

TP+TN

Accuracy = ———
Y = TPTN+FP+EN

®)

Where TP-True Positives (correctly identified faults),
TN-True Negatives (correctly identified normal cases), FP-
False Positives (normal misclassified as fault), FN-False
Negatives (fault misclassified as normal).
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3.7.2. Inference Latency

Latency is the sum of time from signal capture to
classification outcome. Less latency is necessary for real-time
systems.

Latency = tinference + tpreprocessing + tdata_transfer (9)

3.7.3. Power Consumption

Power consumption measures the energy expended
during operation and is crucial for battery-powered or energy-
harvesting devices.

E

P == (10)
Where P: Average power in watts, E: Total energy

consumed (Joules), T: Time interval during which energy was

measured

3.7.4. Memory Usage

Memory usage involves RAM (for runtime execution)
and Flash (for storing model weights and code). Memory
profiling is achieved with compiler feedback or runtime
memory monitors. Usage is optimized by model quantization
and code size reduction methods.

4. Result

This chapter provides an exhaustive analysis of the edge-
optimized embedded system for low-latency fault detection in
power grids. The performance of the system is evaluated based
on prominent parameters like classification accuracy,
inference time, and energy usage. Comparative analysis is
carried out with state-of-the-art models like cloud-based
DNNs, TinyML implementations, and wavelet-based edge
approaches. Experimental results reveal the dominance of the
proposed model in terms of speed, efficiency, and accuracy.
Both simulated data sets and actual testing are part of the
evaluation to test robustness and generalization.

The findings affirm the viability of implementing the
proposed system in resource-constrained, real-time grid
environments. Table 2 presents a comparison between the
accuracy of the suggested embedded fault detection system
and other models. The suggested model attains 94.6%
accuracy, representing an improvement of 2.3% above the
cloud-based DNN model [19]. Other models, such as RNN
[21], TinyML [22], and the wavelet-based approach [20],
indicate lower accuracy, pointing to the superiority of the
proposed system's fault classification in edge environments.

Table 2. Accuracy improvement compared to existing models

Model [Ref] Accuracy (%)
Cloud DNN Model [8] 92.3
RNN Model [21] 90.5
TinyML on ESP32 [22] 91.1
Wavelet-Based Edge Method [20] 88.7
Proposed Embedded Model 94.6

Figure 2 presents the accuracy of various fault detection
models. The embedded model that has been proposed provides
the best accuracy at 94.6%, superior to the conventional cloud-
based and edge-based approaches, such as DNN [8], RNN
[21], TinyML [22], and wavelet-based models [20]. This
showcases the suggested approach's better classification
performance and resilience in real-time grid monitoring
applications. Table 3 shows a comparative analysis of
inference latency reduction attained by different edge-based
fault detection models compared to conventional cloud-based
methods. The Proposed Embedded Model has the highest
reduction in latency at 80.0%, outperforming others. The
Energy-Efficient Edge FL System [15] ranks second at 74.3%,
followed by TinyML-Based Predictive System [13] and
Decision Tree on Edge Device [12] at 72.1% and 65.4%,
respectively. These findings demonstrate the efficiency of
edge computing in facilitating quicker, real-time fault
detection within smart grid systems.

Comparative Accuracy Performance of Proposed Model and Existing Methods

Accuracy (%)

Cloud DNN Model RNN Model

Models

TinyML on ESP32 Wavelet-Based Edge Proposed Embedded

Method Model

Fig. 2 Comparison of delivery times and time saved by transport method
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Table 3. Inference latency reduction compared to cloud model

Latency
Model [Ref] Reduction
(%)

Decision Tree on Edge Device [12] 65.4%
TinyML-Based Predictive System [13] 72.1%
Federated Edge Learning Model [14] 68.5%
Energy-Efficient Edge FL System [15] 74.3%
Proposed Embedded Model 80.0%

Figure 3 shows the reduction in inference latency (%)
obtained by the embedded model proposed in this work
compared to other current edge-based approaches. The
Proposed Model obtains the maximum reduction of 80%,
followed by Energy-Efficient Edge FL System (74.3%),
TinyML-Based Predictive System (72.1%), Federated Edge
Model (68.5%), and Decision Tree on Edge Device (65.4%).
This indicates the better real-time capability and
responsiveness of the proposed approach, which makes it
extremely useful for time-critical fault detection in smart
grids.

Inference Latency Reduction Achieved by Proposed Model Compared to Existing Methods

90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

Latency Reduction (%)

Decision Tree on
Edge Device

TinyML-Based
Predictive System

Table 4 compares power reduction efficiency among
other edge-based models and the proposed embedded system.
The Proposed Embedded Model has the highest level of power
reduction at 85.30%, beating the Ultra-Low Power TinyML
Device (81.20%) and Energy-Aware TinyML on Battery-less
loT (78.40%). Other models, such as the Hierarchical
Inference Network and Energy-Aware Edge Anomaly
Detection, result in moderate savings. This points out the
better energy efficiency of the suggested model, which is
perfectly suited for application in low-power or resource-
limited settings like distant electrical grid monitoring.

Table 4. Power consumption reduction compared to cloud model

Power

Model [Ref] Reduction (%)
Energy-Aware TinyML on Battery- 78.4%
less 10T [7] 0
Ultra-Low Power TinyML Device [8] 81.2%
Hierarchical Inference Network [9] 74.5%

Energy-Aware Edge Anomaly 0

Detection [10] 76.1%
Proposed Embedded Model 85.3%

Federated Edge
Learning Model

Energy-Efficient
Edge FL System

Proposed Embedded
Model

Models
Fig. 3 Inference latency reduction achieved by the proposed model compared to existing methods
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Figure 4 depicts the power efficiency of the proposed
embedded model against four current TinyML-based and edge
anomaly detection systems. The Proposed Embedded Model
realizes the best power savings at 85.3%, better than the Ultra-
Low Power TinyML Device [8] (81.2%) and Energy-Aware
TinyML on Battery-less 10T [7] (78.4%). The Hierarchical
Inference Network [9] and Energy-Aware Anomaly Detection
[10] trail behind, demonstrating the superior energy efficiency
of the proposed model for low-power industrial and grid
usage. Experimental findings validate that the edge-optimized
embedded system presented herein surpasses current fault
detection models in performance indices. It produces the best
accuracy of 94.6%, with considerable latency reduction of
80% and energy consumption decrease of 81.6% relative to
traditional cloud-based methods. These enhancements
manifest the suitability of the system for low-power, real-time
applications in smart grids. The model is also highly robust for
different types of faults and noise levels, confirming its
capability for generalization. The overall solution thus
presents a scalable, efficient, and deployable method for
decentralized fault detection, providing early response
capability and increased resilience in actual deployments.
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Power Efficiency of Proposed Model Compared to Existing Methods

88.00%
86.00%
84.00%
82.00%
80.00%
78.00%
76.00%
74.00%
72.00%
70.00%
68.00%

Power Reduction (%)

Energy-Aware  Ultra-Low Power
TinyML on

Battery-less 10T [7]

5. Discussion

The suggested study introduces an edge-optimized
embedded platform for low-latency fault detection in power
grids, showing significant accuracy, latency, and power
consumption improvements compared to state-of-the-art
baseline models. The main findings are that the suggested
embedded model depicts an accuracy of 94.6%,
outperforming conventional cloud-based DNN models
(92.3%), RNNs (90.5%), and TinyML on ESP32 (91.1%).
With regard to latency, the proposed system records an 80.0%
decrease compared to cloud inference benchmarks and
surpasses energy-efficient federated models and lightweight
edge deployments. Reduction in power consumption is 85.3%,
making the system an efficient option for deployment in
power-restricted grid environments.

Comparison with existing methods shows that the
proposed method is effective. Decision tree deployments on
the edge devices provided 65.4% latency reduction, and
TinyML-based prognostic systems reflected 72.1% reduction.
Nevertheless, these approaches were mostly burdened with
scalability, model flexibility, or computational depth
insufficiencies. The federated edge learning frameworks
enhanced data privacy but were plagued by synchronization
difficulties and convergence latencies. On the other hand, the
suggested model combines optimized convolutional layers
with lightweight deployment procedures that provide a unified
harmony between detection accuracy and real-time processing
efficiency. In terms of power consumption, networks such as
ultra-low-power TinyML devices [8] and hierarchical
inference networks [9] reported decreases of 81.2% and 74.3%
respectively, while the proposed model further optimized
computation and inference routes to achieve 85.3% efficiency.
The system's performance improvements result from the

Hierarchical
TinyML Device [8] Inference Network Edge Anomaly  Embedded Model

Energy-Aware Proposed

[9] Detection [10]

Models
Fig. 4 Power efficiency of proposed model compared to existing methods
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combination of adaptive wavelet preprocessing to compress
transient fault signatures into a small feature space and a light-
weighted optimized model that reduces computations and
memory  requirements  without impacting accuracy.
Furthermore, firmware optimizations like interrupt-driven
data collection, buffered inference processing, and optimized
memory management minimize idleness cycles and
communication overhead. Collectively, these design decisions
allow for quicker inference, reduced energy usage, and
resilient classification in noisy conditions, making the
framework both efficient and deployable on microcontroller-
class hardware.

This work's strength lies in its holistically designed,
unifying real-time responsiveness, compact model structure,
and power-aware computation, which enable it to be deployed
on microcontroller-class hardware. The use of advanced
signal preprocessing (e.g., adaptive wavelet transforms) and
intelligent model calibration ensures fault robustness under
varied fault modes, such as noisy or low-SNR operating
conditions. Moreover, the modular deployment platform
enables integration with edge nodes of smart grids without
relying on persistent cloud connectivity.

Despite these advantages, the work is not without its
limitations. Though extensively validated in simulation and
near-real-world setups, the model proposed in this paper must
be tested more broadly across a range of grid topologies and
hardware configurations. Faulting was primarily limited to
short-circuit and line-to-ground fault types; more complex
disturbances such as cascading failures or cyber-physical
attacks were beyond the work's scope. Furthermore, while
energy and latency readings are to be preferred, long-term
deployment experiments that test hardware aging and
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environmental resilience are pending. Future work needs to
explore adaptive learning capacity for shifting grid patterns
using continuous learning or federated optimization strategies.
Generalization could be improved by adapting the model to
multi-modal sensor inputs (such as vibration and thermal).
Solving low-power embedded models' cybersecurity
integration is also an important open challenge. From a social
and ethical point of view, adopting such systems in
infrastructure  requires fail-safe  measures, regulatory
considerations, and fair access to smart grid technology for
different regions. The proposed model, therefore, sets the
foundation for scalable, smart, and sustainable fault detection
for future power systems.

6. Conclusion

This project addressed the general challenge of delivering
low-latency, high-accuracy fault detection in power grids
using an edge-optimized embedded system. The project aimed
to implement a light-weight, power-aware solution for real-
time inference on resource-constrained hardware to overcome
the constraints of latency, scalability, and power in traditional
cloud-based and central-diagnosis approaches. The system
employed adaptive wavelet-based preprocessing with an
optimized embedded Al model on microcontroller-class
hardware. Experimental tests revealed that the model achieved
a fault detection rate of 94.6%, 80.0% latency reduction, and
an 85.3% power reduction compared to standard cloud-based
inference models. These findings surpass those of existing
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