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Abstract - One of the power consumption issues in MANET networks is a major continuous problem, and it is of great importance 

to develop an energy-efficient routing architecture to prolong the operation of the network. Therefore, it is also claimed that the 

more mobility of the nodes in MANETs results in more network traffic and delays. Reducing such delays is still a major focus of 

study using optimization techniques. This work proposes the energy-aware multipath routing model applied to the clustering 

system using a Genetic Algorithm-Based Lion Optimization (GALO) AOMDV model. To prevent intrusions through clustering, 

Adaptive Ensemble Tree Learning (AETL), clubbed with the best machine learning technique,  Hybrid Dual Optimization of 

Machine Learning Model (HDOMLM), is chosen by this study to choose cluster heads. The GALO algorithm aims to enhance 

network lifespan and generic Quality of Service (QoS) by lowering link failures using appropriate data transmission path 

identification. It would leverage the proposed GALO model for the networks to find shorter networks and thus improve the packet 

delivery ratio, throughput, packet loss, Delay, and energy depletion. Running the simulations, with our proposed ETPA system, 

we were able to attain 71% more energy from previous routing algorithm-based implementations and an increase of 50.12% on 

network lifetime. 

Keywords - CH nodes, Clustering, Intrusion avoidance, MANET, Multi-path routing, Network lifetime, Shortest path selection. 

1. Introduction 
Mobile Ad Hoc Networks (MANETs) are a new form of 

wireless networking; they are self-configuring networks 

independent of fixed infrastructure [1]. Compared to popular 

networks such as conventional base stations and wired 

networks, MANETs are self-organizing networks built of 

nodes that communicate wirelessly. The ad hoc network is 

created where the nodes can dynamically create and sustain 

links between each other. Due to the lack of infrastructure, 

MANETs are especially appropriate for applications where 

establishing or supporting fixed infrastructure is impossible, 

uneconomical, or unavailable. Due to the fact that MANETs 

are often deployed in military operations, disaster conditions, 

and remote areas with no conventional network infrastructure, 

there are many channels of peer-to-peer communication. The 

main difference between MANETs and conventional network 

types is that MANETs have specific features. One very 

important aspect of MANETS is that their topology is 

dynamic [2]. Because nodes are mobile, there is a lack of 

established infrastructure, security, and energy efficiency, 

which are the key issues in MANETs. Creating a 

communication pathway among nodes in MANETs is 

necessary; routing methods are used to ensure that data is 

transmitted to any part of the network [4]. In MANETs, data 

must be exchanged, and other resources must be shared 

between nodes to coordinate actions among nodes. For such 

methods to be efficient, they must adapt to the dynamic nature 

of MANETs to maintain connections between nodes that 

move around and generate connection changes. The routing 

methods are difficult to use due to the fluctuating topology of 

MANETs. Nodes continually relocate and through this 

process, form, sever, or modify connections between these 

nodes. Routing protocols must detect changes, and routing 

tables must be changed in accordance with the new 

information. To satisfy this requirement, reactive or hybrid 

routing protocols need to be implemented to find new routes 

and continue with the old routes in the presence of node 

mobility. Since these routing methods demand a large number 

of resources and a long time to adjust, proactive methods to 

keep the routing information of all the network nodes are 

unsuitable for MANETs. Due to the limited battery capacity 

in mobile nodes becomes a key issue in increasing the energy 

efficiency in MANETs to increase the lifetime [1]. MANETs 

usually consist of mobile nodes operating on constrained 
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battery power; hence, energy efficiency is an important design 

factor. As with most networks, throughput is a critical 

performance metric for MANETs, which is defined as the rate 

of successful message transmission, implying the network’s 

capacity to deal with the data load [7]. Throughput, in simple 

terms, is the amount of data that is transmitted over an 

effective network within some given time frame. Since 

MANETs must accommodate diverse applications and high 

throughput, which is crucial for making effective data transfer 

possible, they must deliver high throughput. MANETs are 

becoming more and more aware of the importance of 

protecting the privacy of their communication and, as a result, 

require privacy-supporting routing techniques that prevent 

eavesdropping and unwanted sharing of sensitive information 

[8]. Since MANETs are being used more and more in sensitive 

applications, such as military communications and personal 

data sharing, privacy has become a major issue.  

To decrease energy consumption, energy-aware routing 

protocols try to select paths that either prolong the operation 

life of nodes or the network. The finite battery resources of the 

mobile nodes [10] translate into a need to extend the network's 

lifespan. However, effective energy management is critical to 

ensure the connectivity and reliability of the network in a 

highly volatile MANET environment [11].  

They create energy-centric trees with the objective of 

reducing energy consumption [12]. An energy-efficient 

routing method, DTOEO, is presented, which uses the 

generation of energy-based trees to minimize the use of 

Energy in MANETs. In this technique, we build a tree-like 

structure that conveys the data transmission on the nodes with 

the highest energy levels and located at small inter-node 

distances. In addition, hybrid methodologies that employ 

AHP, EWM, and AODV can obtain Energy efficient routing 

[13]. The hybrid routing methodologies blend the 

characteristics of proactive and reactive routing approaches to 

achieve energy efficiency. 

In the MANET environment, privacy-conscious routing 

methods are formulated to protect sensitive information and to 

deliver secure data [14]. In MANETs, user trust and safe 

applications are essential; therefore, user data and secrecy 

should be safeguarded [15]. MANET routing incurs energy 

efficiency, throughput optimization, and privacy preservation 

as vital factors [16]. These three aspects are important for 

MANETs to be usable, performable, and secure in the face of 

different applications. These difficulties must be tackled to 

implement networking protocols successfully. However, in 

the case of MANETs, the problem is further complicated by 

the fact that the topology of the networks is fluctuating, and 

nodes in the network are mobile [17]. Furthermore, since 

nodes move, network connections change, and so do traffic 

patterns and resource utilization, it can be quite difficult to 

distinguish between typical variations and malicious actions 

[18]. 

1.1. Problems Identified  

Trust forms a basic part of the successful development 

and sustainability of MANETs. In MANETs, it is guaranteed 

that if users can ensure their data and conversation secrecy, 

users are more affected and depend on MANETs. Assuming 

some routes are stale, one can have many routes and use table-

driven protocols or proactive multipath routing methods to 

keep multiple routes. The trailing protocols keep their routing 

tables updated regularly. Consequently, there are many 

feasible routes that the data will travel through and that can 

facilitate changes to the architecture of the network. Proactive 

systems give quick access because the routing data is 

maintained immediately, but there can be considerable 

expenses in the constant maintenance of routing data. Being a 

distributed topology, nodes of the MANET share the intrusion 

detection capabilities, i.e. a distributed Intrusion Detection 

System (IDS) is to be used in MANETs. 

1.2. Motivation for the Proposed Work 

 Without a doubt, MANET nodes have very limited 

resources, such as processor capacity and battery life. 

Safe routing strategies for optimizing resource utilization 

are what we need to develop.  

 For the MANETs, node failures and connection 

interruptions are caused by mobility and limited 

resources. The structure of the network takes part then. 

Multipath routing has several other alternatives, rather 

than a single path, so the chance for successful data 

transfer increases. 

 The MANET is sensitive to a variety of hazards, such as 

routing attacks, data integrity attacks, and node intrusion. 

Authenticating and encrypting between paths on each 

Path makes secure multipath routing an ideal way to 

guarantee that data is kept confidential and intact on its 

way to the destination.  

 Multipath routing helps to lower congestion and improve 

network efficiency via better use of the capacity that is on 

hand, distributing traffic over several channels.  

 In particular, multipath routing boosts the network’s 

lifetime when MANETs are run on batteries using load 

distribution and efficient routing techniques.  

1.3. Outline and Major Contributions of the Proposed Work 

The Energy, Throughput, and Privacy Aware (ETPA) 

algorithms are designed for secure multi-path routing, 

efficient intrusion avoidance, and low-cost clustering in this 

proposed system. The nodes are predicted as malicious or 

normal in the intrusion avoidance algorithm of Adaptive 

Ensemble Tree Learning (AETL) based on three terms: 

Energy, routing overhead, and Packet Delivery Ratio (PDR). 

After this identification, the network is clustered, and the 

leading agents for each cluster are identified using the 

optimized machine learning method of Hybrid Dual 

Optimization of Machine Learning Model (HDOMLM). The 

main contribution of the proposed model is given as follows: 
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 Multipath routing redeems itself with redundancy by 

providing several paths between the source and 

destination nodes. However, the proposed GALO does 

yet transport data across other pathways despite one 

connection not working, thus increasing the network 

resilience and decreasing the packet loss.  

 Reducing the amount of traffic over each Path enables 

several channels to share data. Distributing the traffic load 

fairness between the nodes aids in the improvement of the 

efficiency of the entire network and prevents congestion. 

 Using many secure routes allows the network to resist 

many security risks, including eavesdropping. Intrusion 

avoidance is implemented using AETL, and different 

simulation scenarios of different attack levels are 

evaluated in the performance analysis. 

 Evaluation of the proposed models with various aspects 

and environment configurations is measured and 

analyzed to show the proposed model's ETPA efficiency. 

1.4. Paper Organization 

The remaining paper sections are structured as follows: 

related and earlier implementations in section 2, methodology 

of the proposed model of ETPA and its mathematical 

derivations in section 3, simulation experiments and 

performance analysis in section 4, and conclusion in section 

5. 

2. Related Works 
The high throughput is necessary for MANETs to support 

appropriate data transfer speed and various applications. 

Throughput is the term used to describe the rate at which data 

can be transmitted from a source to a destination over a link. 

In MANETs, higher throughput is crucial to allow huge file 

transfers, video streaming, online gaming, etc. Network 

overload will be averted, and good throughput in MANETs 

will be provided by congestion control strategies [19]. 

Consequently, if the demand for network resources exceeds 

the network's capacity, congestion will arise, causing delays, 

packet loss, and reduced throughput.  

The method used by AIACOAR is inspired by the way 

ants find paths to discover the best routes that decrease the 

transmission time and energy consumption. Ant colony 

optimization is used in AIACOAR to find the shortest 

transmission time and energy consumption for the optimal 

routes. Data packets are secured by using encryption methods 

such as Elliptic Curve Cryptography (ECC). Also, from illegal 

access [18], in the case of encryption, data is transformed into 

a gibberish form, which unauthorized people cannot 

comprehend. One of the popular encryption algorithms used 

today is called elliptic curve cryptography (ECC), which 

provides high security with low computation power required 

for the encryption, making it suitable for the resource-

constrained Mobile Ad Hoc Network (MANET). The 

authentication systems ensure that data can only be accessed 

by the authorized device [8], thereby ensuring data integrity 

and reliability. Authentication means determining or proving 

who you are so that a resource on a network gives you access. 

It prevents unauthorized nodes from obtaining confidential 

information and disrupting the network's operations. The 

routing protocols based on the trust route are based on the 

reliable node. Then they have some trust metrics based on 

which they quantify the dependability and security of a 

particular node. Typically, such protocols give trust levels to 

nodes depending on their past behavior, reputation, and 

transactions on other nodes [5]. Therefore, routing decisions 

are driven by prioritizing paths containing nodes with high 

trust, thereby increasing the chances of eliminating hostile 

nodes from the routing path. Secure multipath routing 

schemes apply cryptographic techniques to secure data 

transmission to ensure data transmission confidentiality, 

integrity, and authenticity [20]. Encryption methods are used 

during these protocols to safeguard data packets and prevent 

the individual from gaining unauthorized access to sensitive 

information.  

To create such routing protocols while adding security, 

security should be added without hampering the network 

performance, considering some important factors [21]. The 

main aspect is scalability. In other words, a routing protocol 

has to be able to accommodate many nodes and changing 

networks. To diminish this problem, scalable routing methods 

must minimize routing overhead, shorten path discovery time, 

and deal well with routing information [22].  

Message delivery in Mobile Ad hoc Networks 

(MANETs) relies on Energy efficient methods, as it has been 

observed that the nodes in MANETs usually have a limited 

amount of battery power [23]. Hence, we need to engineer 

routing protocols to maximize energy efficiency by 

minimising control message transmissions, using energy-

conserving routes, and applying power-aware routing metrics. 

To reduce the cost of energy expenditure on security 

operations, energy efficient intrusion detection systems are 

required. In Mobile Ad Hoc Networks (MANETs), diverse 

trust metrics and models are used to evaluate nodes' reliability; 

each is unique in its strengths and weaknesses [24]. Metrics 

based on reputation measure a node’s historical behavior, i.e. 

how compliant they are with the network protocols and 

whether they tend to collaborate and be reliable. Generally, 

these metrics are derived from previous data, namely, packet 

forwarding rates, response times, and behavioral consistency.  

The latter work investigates using reputation-based 

metrics that provide a longitudinal measure of the reliability 

of a node but behave sluggishly. From the standpoint of 

energy metrics, a node’s level of energy is a factor in its 

reliability, so nodes with lower energy levels are more likely 

to behave selfishly or maliciously [25]. It is assumed that 

nodes with limited energy resources may choose their 

privilege at the expense of network collaboration. This will 
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degrade the performance or even lead to malicious behavior. 

However, energy-based indicators provide a dynamic 

evaluation of the node’s reliability, but on some occasions, 

they are not accurate. QoS-based metrics evaluate a node by 

its ability to provide service quality, which in this case implies 

its efficiency in transmitting data with an acceptable level of 

packet loss, throughput, and latency [26]. The metrics for such 

performance, such as Latency, Bandwidth, and error rates, are 

generally provided by real-time network performance 

assessments. However, the QoS-based metrics are dynamic 

and evaluate a node’s reliability with respect to external 

variables such as network congestion and interference. Using 

the benefits of each indicator, hybrid models combine 

different measures to provide a complete trust assessment by 

taking advantage of their strengths to give a more precise and 

resistant estimate of node trustworthiness [27]. These can then 

utilize weighted averaging or fuzzy logic to combine data 

from different sources such as reputation scores, energy levels, 

and quality of service measures. However, the idea of 

combination models gives a holistic view of node reliability, 

although it might come with more complexity in 

implementation and operation. The comparison of 

performance for recent works of secure multi-path routing in 

MANET is listed in Table 1. 

Table 1. Recent works of secure multi path routing in MANETs 

Ref Methodology Key Findings Limitations 

[28] 

 

 

 

 

 

Centralized and new smart controller 

that changes the rates, a mix of 

ambient intelligence methods such as 

ant colony optimization and use of 

elliptic curve cryptography, to secure 

the communications, and a multi-hop 

quality of service scheduler. 

The proposed method yields an 

improved PDR over currently 

available AIFSORP and LF-SSO 

methods. 

The high energy consumption in 

dynamic environments is utilized in 

this paper algorithm. 

[29] 

An optimized Ad hoc On-Demand 

Distance Vector (AODV) routing 

protocol, utilizing Improved Chicken 

Swarm Optimization (ICSO), is 

employed. 

MANET routing protocol 

combined with an energy 

conservation strategy using a 

clustering hierarchy to maximize 

network lifespan. Fire Hawk 

Optimization (FHO) is used for 

Cluster Head (CH) selection. 

MANETs' changeable topology can 

negatively impact system 

performance, and limited battery 

power makes energy consumption a 

major challenge, particularly affecting 

network lifetime and throughput. 

[30] 

The paper proposes a "MANET-ESO 

IoT" method to improve security and 

energy efficiency in IoT-based 

wireless sensor networks by 

leveraging MANET routing principles. 

Simulation results show 

improved performance in terms 

of node alive counts, residual 

energy, throughput, delivery 

ratio, and reduced routing 

overhead. 

Challenges arise from the combination 

of MANET and IoT characteristics, 

specifically moderate security and 

high packet loss in IoT networks 

compared to MANETs, and the need 

to balance energy saving with frequent 

data forwarding to the internet 

gateway. 

[31] 

The paper proposes two improved 

routing protocols, PLA-AOMDV and 

ELA-AOMDV, building upon FF-

AOMDV. 

ELA-AOMDV is experimentally 

shown to outperform PLA-

AOMDV in throughput, packet 

drop rate, energy consumption, 

and network lifetime. 

Needs enhancements in addressing 

link breakage and utilization. 

[32] 

The paper proposes a modified AODV 

routing protocol for MANETs that 

uses a combination of the Analytic 

Hierarchy Process (AHP) and Entropy 

Weight Method (EWM) to select 

routes based on energy, congestion, 

and hop count. 

Simulations demonstrate 

improved performance in terms 

of end-to-end delay, energy 

consumption, and network 

lifetime. 

The vanilla AODV protocol, which 

uses hop count as the sole metric, 

suffers from network congestion and 

energy exhaustion, limiting its use in 

resource-constrained applications. 

 

3. Proposed Secure Multi-Path Routing using 

Optimization of Genetic Algorithm and Lion 

Optimization (GALO) 
Before starting the real transmission in the network, 

intrusion detection is performed using the proposed Adaptive 

Ensemble Tree Learning (AETL). In this method, the 

characteristics of each node in the network are gathered and 

decided as normal or malicious. After detecting and 

recovering a malicious intrusion in the Network, the Leading 

Agent (LA) Node prediction is implemented using a Hybrid 

Dual Optimization of Machine Learning Model (HDOMLM). 
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The clustering and the Selection of LA nodes play a crucial 

role in the MANET routing. This is done by integrating PSO-

based clustering and Optimized ML-based detection of LA 

nodes. Because of the perpetual mobility of nodes, the 

topology of the MANET is subject to changes that are neither 

predicted nor anticipated. When relay nodes are not in a direct 

link for transmission, the means of routing are utilized by the 

nodes to facilitate transmission. For the sole purpose of 

propagating the data, relay nodes are accountable. The 

prediction of the shortest Path between the source node and 

destination is decided with the optimization using the Genetic 

Algorithm Lion Optimization (GALO). Secure Multi-Path 

routing is implemented in this proposed work using GALO 

with the decision metrics of Energy, Throughput, and Privacy 

(ETPA). The overall proposed workflow is portrayed in 

Figure 1. 

 
Fig. 1 Proposed ETPA system model block diagram 

3.1. Energy Model of MANET 

The issue of energy efficiency is very important for the 

communications between nodes in Mobile Ad Hoc Networks 

(MANETs) and for power utilization.  

Together with the fact that batteries are the main power 

supply for data transmission, and since nodes are consuming 

energy in the states of sending, receiving, sleeping, or idle, this 

rather significantly impacts how the network performs [33].  

Different energy-saving measures are used to minimise 

energy consumption under different network conditions and 

attributes when implementing routing protocols. 

3.1.1. Transmission Mode 

In the transmission mode, nodes send data packets for 

energy level estimation based on the transmitting nodes, and 

this versatility in ad hoc routing is applied as, 

𝐸𝑇𝑟𝑎𝑛𝑠   =
𝐸𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛

𝐸𝑡
  (1) 

3.1.2. Receiving Mode 

When we are in receiving mode, the energy consumed is 

not significantly more than the acceptable level of packet 

reception at the sender, as given by, 

 𝐸𝑅𝑒𝑐 =
𝐸𝑟𝑒𝑐𝑒𝑖𝑣𝑒

𝐸𝑡
 (2) 
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Power transmission in Equation (2) speaks of the power 

consumed in transmission mode. 𝐸𝑟𝑒𝑐𝑒𝑖𝑣𝑒 and 𝐸𝑡  Receive is 

assumed to be the energy consumed for reception and the total 

energy of the node, respectively. 

3.1.3. Idle Mode 

While not sending data, nodes consume energy in idle 

mode due to the status table constantly being checked and 

refreshed for added nodes.  

In this mode, the energy consumption is essentially the 

combination of getting mode operations. The communication 

model for the idle mode of the network is represented as, 

𝐸𝑖𝑑𝑙𝑒 = 𝐸𝑟𝑒𝑐𝑒𝑖𝑣𝑒  (3) 

3.1.4. Overhearing Mode 

In the overhearing stage, the nodes consume energy even 

for the packets they are not interested in, resulting in a waste 

of power. The power overhearing component used to model 

this energy consumption is defined as,  

 E overhearing =  E receive  (4) 

The  E receive  represents the power consumed during 

normal packet reception. Finally, the total energy consumed 

in the network is calculated considering the energy consumed 

for packets being overheard, idle states, and transmission and 

reception energy. To maximize the network lifetime, we have 

to minimize the overall energy consumption so that the power 

is available to all the nodes in the network. 

3.2. Intrusion Detection using AETL 

In particular, Adaptive Ensemble Tree Learning (AETL) 

is a special machine learning method used in our proposed 

intrusion detection system to classify nodes into two classes: 

malicious and normal. This work discusses several forms of 

attacks in MANET: black hole attack, cooperative black hole, 

grey hole attack, wormhole attack, Sybil attack, and jellyfish 

attack. The proposed method tries to detect attacks in mobile 

ad hoc networks by keeping track of unequal utilization of the 

transmission channel.  

Attack typical behaviors according to [34] are Active 

Time Deviation (forcing a node to exhaust its battery), 

Malicious Flooding (sending a huge amount of control packets 

either within the network or directed to the target nodes), and 

Disregarding the MAC protocol, which is the case when a 

noncompliant node generates RTS/CTS at an inappropriate 

frequency so that it does not play with the backoff mechanism 

and blocks the surrounding nodes from having fair access to 

the transmission channel.  

The three main aspects of many attacks contribute to 

increased energy consumption from Active Time Deviation, 

increased routing overhead due to malicious flooding, and 

decreased packet delivery ratio due to neglect of the MAC 

protocol. At the stage of network acquisition, we could 

evaluate the three main characteristics, namely energy 

consumption, routing, overhead, and packet delivery ratio for 

every node. In AETL, we included bagging and boosting 

techniques on the decision tree classifier. An ensemble 

learning approach is used first to find the fundamental models 

to be merged. A single basic learning algorithm is used, 

usually integrating the most frequently used bagging and 

boosting techniques, resulting in homogeneous weak learners 

being taught in different ways [35]. 

𝑋, 𝑌, �̂� are random variables describing the distribution of 

values for instances x, and their ground truth and predicted 

values f(x) and h(x). ℎ(𝑋)is an estimator (hypothesis) of the 

true(unknown) function𝑓(𝑋), which is generated by some 

model Y as given by, 

𝑌 = 𝑓(𝑋) + 𝜀 𝑦 ∈ 𝑌 (5) 

If the ensemble method is optimized as boosting, the 

AdaBoost classifier is utilized, while bagging refers to using 

the random forest classifier [41]. Assume that the cost of 

classification for a classifier with Z features is, 

𝐶𝑜𝑠𝑡𝐿 =  𝑤𝑒𝑖𝑔ℎ𝑡 ×  𝑍 +  𝑏𝑖𝑎𝑠 (6)  

The algorithm of AETL is described in Algorithm 1 

below. 

3.3. Recovery of Compromised Nodes 

An area of the recovery process will commence should 

the database not meet security standards. As less than 10–15% 

of the nodes are impacted, the program loaded recovery 

method is used. Next, we fix all compromised nodes by 

restoring the software on each compromised node so they 

return quickly. Quickly, we should repair the nodes that were 

compromised.  

This allows us to update the deviations by comparing the 

current block picture with the previous block picture. When it 

detects a failure, the AETL sends a fetch checkpoint message 

that triggers the state’s recovery.  

A Fetch Checkpoint Reply [36] contains the most recent 

database checkpoint. The disk and database in this control will 

restore the base station's most recent image under AETL. The 

procedure allows any false or corrupted data to be removed. 

3.4. Clustering and Leading Agent Selection using 

HDOMLM  

In this cluster head selection algorithm, we optimise 

cluster formation and LAn selection using PSO and O-MLM, 

respectively. The workflow of HDOMLM is shown in Figure 

2. 
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Fig. 2 HDOMLM based cluster head selection 

Algorithm 1: Adaptive Ensemble Tree Learning (AETL) 

Input: Data for training, Features 𝑓1, 𝑓2, 𝑓3Number of layers, 

False Positive Rate 𝜇. Maximum iteration 𝐼𝑚𝑎𝑥number of 

folds 𝑁𝑓𝑜𝑙𝑑  

Output: AETL learned model 

 Perform linear regression using the algorithm of least-

squares for the validation database, then predict the 

results of 𝛽1 and 𝛽2 With reference to a fitting algorithm. 

 The features of the layers 𝑓1, 𝑓2, 𝑓3 are calculate. 
 𝑓𝑜𝑟 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 = 1 𝑡𝑜 𝐼𝑚𝑎𝑥  𝑑𝑜 

 Randomly permute the actual dataset 

 𝑓𝑜𝑟 𝑗 =  1 𝑡𝑜 𝑁𝑓𝑜𝑙𝑑  𝑑𝑜 

 Extract the training subset from an overall 

dataset. 

 Recursively train the left and right subtrees of 

the binary tree to obtain the AETL model. 

 Exploit 𝐴𝐸𝑇𝐿 to conduct analysis on several 

subsets and compute the AUC values and F-

measures 

 𝑒𝑛𝑑 

 𝑒𝑛𝑑  

The aim is to reduce the average distance between 

member nodes of the cluster so that the fitness value of the 

particle is set to 𝐹𝑐 To make the distance of the member nodes 

between the cluster average small. The particle’s fitness value 

is determined by calculation, 

𝐹𝑐 =
∑ 𝑑(𝑖,𝑗)𝑛

𝑗=1

𝑛
 (7) 

One of the basic features of this Optimized Machine 

Learning Model (O-MLM) supports the generation of 

selection metrics as a feature for the machine learning model. 

The elements applied to the learning model are delta 

difference, average distance, related energy, related mobility, 

and average transmission delay. 

These measurements were developed as shown in Table 

2. So, in this paper, we have classified nodes (conventional 

nodes or Leading Agent nodes, i.e., LAns) using Machine 

Learning (ML) in Mobile Ad Hoc Networks (MANETs), thus 

providing a novel approach to clustering in MANETS. It is 

classified as per certain criteria applied as a feature. 

Intrusion Recovered Network 

PSO based Initial Clustering 

Energy model Distance model 

Selection Metric of Features 

 

 Delta Difference 

 Mean Distance 

 Related Energy 

 Related Mobility 

 Delay 

O-MLM Based Leading Agent Node Prediction 
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High classification accuracy can be produced using 

machine learning methods such as Support Vector Machines 

(SVM), decision trees, neural networks, ensemble learning, 

etc., using K Nearest Neighbors (KNN), naïve Bayes, etc. The 

O-MLM model has been used. This approach specifies that an 

ML model is chosen by tweaking hyperparameters such that 

the classification accuracy is maximized without loss [37]. 

Given the different ML models available for being employed 

and depending on the chosen machine learning model and 

matching hyperparameters, the O-MLM technique will choose 

one for training the process.  

The system uses Bayesian optimization to select models 

and the associated hyperparameter values. For each model, the 

cross-validation classification error is computed. Once the 

optimization process is finished, we will show the model we 

have learned on the whole dataset and try to predict new data. 

3.5. GALO-based Multi-Path Routing 

In this work, the routing algorithm is developed based on 

estimating the optimal Path between the sender and 

destination node using trust parameter values. To select the 

best route from available options, the Genetic-Based Lion 

Optimization Algorithm (GALO) is used. The routing process 

consists of three main phases: route establishment, trust 

computation, and optimal route estimation. The standard Ad 

Hoc on Demand Distance Vector (AODV) routing protocol is 

used in the route establishment phase to find multiple paths 

between the source and destination.  

For each route in the network, the trust metrics are 

computed for each node [38, 39]. Last, GALO is applied to 

find an optimal route out of all possible routes. 

3.5.1. Route Establishment Phase 

Once data transmission is established from the sender 

node to the desired node, the source node sends a ‘Route 

Request’ (RREQ) broadcast message to its neighboring nodes 

of the MANET. These neighboring nodes send back RREP to 

the sender that they received RREQ from. The result of this 

process is the potential creation of multiple routes for the 

source and destination nodes to communicate. It uses a route 

establishment process similar to the Ad hoc On-Demand 

Distance Vector routing (AODV). Then the nodes in the 

considered route compute metrics and select the best route 

according to the chosen metrics. 

Table 2. O-MLM features of decision metrics 

O-MLM 

Feature Types 
Expression Remarks 

Delta 

difference ∆𝑑 
∆𝑑=

|𝐼𝜃 − 𝑁𝜃  |

360
        (8) 

𝐼𝜃  is ideal degree of the nodes in MANET set as 45o and 𝑁𝜃 is 

individual nodes’s mobility degree from RWP model. 

Average 

distance 𝐴𝑑 𝐴𝑑 =
∑ 𝐷𝑚

𝑀
𝑚=1

𝑀
      (9) 

M is the aggregate count of neighboring nodes inside the 

respective cluster and 𝐷𝑚  is distance in the middle of neighbor 

node and LAn of the same cluster. 

Related  

energy 𝐸𝑅 

𝐸𝑅 =
𝑄𝑒𝑛𝑒𝑟𝑔𝑦

𝑃𝑒𝑛𝑒𝑟𝑔𝑦

        (10) 

 

𝑄𝑒𝑛𝑒𝑟𝑔𝑦 = ∑ Φ𝐸,𝑗

𝐾

𝑗=1

            (11) 

Φ𝐸,𝑗 = ∑(1 − [𝐸𝑖 − 𝐸𝐶,𝑗])

𝑀

𝑖=1

            (12) 

 

𝑃𝑒𝑛𝑒𝑟𝑔𝑦 = 𝐾 ∗ max
𝑖=1:𝑀

𝐸𝑖 ∗ max
𝑗=1:𝐾

𝐸𝑐,𝑗     (13) 

K represents the number of clusters in the network 

Related 

mobility 𝑀𝑅 

𝑀𝑅 =
𝑄𝑚𝑜𝑏𝑖𝑙𝑖𝑡𝑦

𝑃𝑚𝑜𝑏𝑖𝑙𝑖𝑡𝑦

       (14) 

 

𝑄𝑚𝑜𝑏𝑖𝑙𝑖𝑡𝑦 = ∑ ∑‖𝐷𝐿𝐴𝑗,𝑖‖ + ‖𝐿𝐴𝐵𝑗‖

𝐾

𝑗=1

𝑀

𝑖=1

            (15) 

𝑃𝑚𝑜𝑏𝑖𝑙𝑖𝑡𝑦 = ∑ ∑‖𝑑𝑖,𝑗‖

𝐾

𝑗=1

𝑀

𝑖=1

           (16) 

The variable 𝐷𝐿𝐴𝑗,𝑖  represents the distance between the i-th 

member node and the j-th leading agent and LA𝐵𝑗  is the distance 

in the middle of j-th leading agent node to BS. 𝑑𝑖,𝑗 is the distance 

between to member nodes in each cluster. 

Average 

delay 𝐷𝑒𝑙𝑎𝑦𝑗 𝐷𝑒𝑙𝑎𝑦𝑗 =
max

𝑖=1 𝑡𝑜 𝑀
𝜏𝑖,𝑗

𝑀
       (17) 

𝜏𝑖,𝑗 is the maximum delay of all i-th member nodes in the j-th 

cluster. 
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3.5.2. Trust Metric Computation Phase 

The Selection of backup energy nodes, packet delivery 

rate, and queue length in a network are greatly influenced by 

the trust scheme metrics. The availability of backup Energy in 

network nodes is one of the factors improving network 

lifetime. As the nodes have sufficient energy levels, they can 

efficiently offer services. On the contrary, the lifespan for 

nodes with lower energy is also shorter. If there is a node in 

the route that is very low in energy, then this route will fail 

and cause congestion or packet loss. Thus, it is necessary to 

evaluate trust metrics. 

Another important trust metric, packet delivery rate, is 

based on incoming and outgoing packets at each node. A node 

is deemed reliable if it matches its incoming and outgoing 

messages so that data is effectively delivered. Finally, we 

estimate the message queue length at each node to reflect the 

queuing delay of the algorithm at a node, where longer queues 

suggest longer wait times and higher latency, which in turn 

results in degradation of the routing algorithm performance. 

Excessive messages can also cause congestion. In particular, 

this paper deals with backup Energy, packet delivery rate, and 

node queue length in certain routes. 

This paper uses these metrics to determine the shortest 

Path in the network. Someone choosing message routes based 

on the shortest Path and seemingly relatively ‘safe’ nodes 

would cause congestion and latencies. Hence, this paper 

focuses on selecting the trust metrics to set up reliable routes 

and energy-efficient communication [40, 41].  

Each deployed node in a Mobile Ad-hoc Network 

(MANET) has an initial energy level ranging from 0 to 1. The 

full energy level is represented by 1, and no energy level is 

represented by 0. Partial energy levels, like half or a quarter, 

have values between 0 and 1. The packet delivery rate, the 

ratio between incoming and outgoing messages, is also 

computed for each node. 

In this case, nodes that forward all incoming messages are 

called fully trustworthy. However, if a node forwards just half 

of the incoming messages, this node could be termed selfish 

or malicious. They consider the nodes that forward reliable 

messages; they are treated as trusted, and thus, they contribute 

to finding the shortest and most efficient route within the 

network. The assigned delivery rates to the nodes of the 

network are shown in Table 3. 

The parameter estimated for outgoing packets is denoted 

using φ in Table 3, and τ does the same for incoming packets. 

The values of each node are computed. If a node forwards all 

or none of its messages, it is assigned 1 or 0. The value 

between 0 and 1 denotes the intention at which a node 

forwards data. In that case, nodes with a higher message 

forwarding ability are chosen to improve their reliability. 

Table 3. PDR assignment in trust computation 

PDR Value Node type 

0 ∅ = 0 

0.5 ∅ = 𝜏/2 

0.75 ∅ = 4𝜏/3 

1 ∅ = 𝜏 

The node Queue Length is finally computed by dividing 

the message queue length by the node route, and it is denoted 

as, 

𝑄𝐿 =
𝑀𝐶

𝑇𝑁𝑅
 (18) 

The normalized queue length (QL) for the computed 

values is determined by, 

𝑄𝐿𝑁 =
(𝑄𝐿−𝑜𝑙)×(𝑛ℎ−𝑛𝑙)

𝑜ℎ−𝑜𝑙
 (19) 

where 𝑜ℎ is the highest node Queue length and 𝑜𝑙  This 

work considers the lowest queue length of a node, 

respectively.  𝑛ℎ & 𝑛𝑙 Are the normalized high and low Queue 

ranges with the values of 1-0, correspondingly? 

The overall trust metric is computed as, 

𝑇𝐶 = ∑  𝑁
𝑖=1

𝐸+𝑃𝐷𝑅+𝑄𝐿

3
 (20) 

The GALO algorithm utilizes these computed trust 

metrics of nodes to pick the optimal route out of the available 

routes in the network. In this GALO, three implementation 

phases occur: detection of routes, Selection of optimal routes, 

and congestion control. The detection of routes is described in 

Algorithm 2. 

Algorithm 2: Detection of route and computation of trust 

metric 

Input: Adhoc Nodes Data Gathered 

Output: Predicted Routes 

 

For every source node in the network  

Broadcast the message RREQ to neighborhood nodes in 

the network. 

Receive the RREP in the nodes. 

Detect all available routes in the network between the 

source and destination;  

End for 
 

For every returned route in the network  

Do 

Compute 𝑇𝑐 By eqn. 20 for every route in the node; 

Save 𝑇𝑐; 

End do 

End for 
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3.5.3. Optimal Route Selection  

The GALO algorithm chooses the best accessible 

connection from all routes that exist between a starting point 

and a destination. A biological routing process that operates 

similarly to lions enables it to simulate these group formations 

using Lion Optimization (LO).  

A lion pride includes two types of members: resident 

adults and nomadic adults, and between four and five cubs. 

The development of young lions leads their pride to force their 

departure, turning them into roaming animals. Nomadic young 

lions reside close to their pride territory yet occasionally 

consider striking against the area. To work together, the LO 

algorithm distributes its population into two groups, including 

resident pride members and nomadic members. The algorithm 

computes how many nomadic lions exist while controlling 

specific regions of the pride. 

The algorithm regulates gender proportion but focuses on 

hunting abilities to develop optimal solutions by determining 

the fitness values of nomadic lions. The fitness evaluation 

determines both a pride membership selection among hopeful 

lions and new calculations for fitness-based eligibility within 

the existing pride, where uncompetitive lions lose their 

position. The algorithm completes its process once it discovers 

the best possible solution. The fitness function of LO is 

defined for the route selection problem as, 

𝐹𝑣 = ∑  𝑁
𝑖=1

(𝑇𝑐1 ,𝑇𝑐2,..,𝑇𝑐𝑁
)

𝑁
 (21) 

The Lion Optimization (LO) algorithm performs route 

selection by evaluating the fitness function of Equation (21). 

The solution technique targets both reliable performance and 

energy-efficient communication, along with optimal results. 

The LO-based route selection is mentioned in Algorithm 3. 

Algorithm 3: Selection of Optimal Route using LO 

Input: Predicted routes from algorithm 1 

Output: Optimal Secured Route 

 

For every lion, those are the residents 

Do 

Randomly selects the lions for the hunting process 

Compute the lion fitness function using Equation (21) 

Evaluate the fitness value in ascending order 

Eliminate the least valuable of the lions as 𝐹𝑣 

End do; 

End for; 

 

For every nomadic lion 

Follow a similar process to resident lions; 

Compute Fv, 

If ( 𝐹𝑣 ( nomadic lion) < 𝐹𝑣 (resident lion) 

Include the lion pride in the group. 

Eliminate the minimal 𝐹𝑣of the lions; 

Compare the swap and solution values necessary. 

Store the best solution 

End if 

End for 
 

Congestion Control 

In this work, congestion control is implemented using the 

GA algorithm. The three elements are considered for the 

fitness in congestion control of selected optimal routes using 

Genetic algorithm-based optimization of energy, distance, and 

queue length. The fitness function of the congestion-

controlled route in GA is represented as, 

𝐹𝐺𝐴 =
(𝐹𝑒+𝐹𝑑+𝐹𝐿)

3
 (22) 

𝐹𝑒 =
SRE

𝐷𝑅𝐸
 (23)  

𝐹𝑑 =
𝐷𝑛,𝑛

𝐷𝑠,𝑑
 (24)  

𝐹𝐿 = (𝑅𝑇𝑇 − 𝑇𝑚𝑖𝑛) ∗ Υ (25)  

where, SRE is the residual energy of the source node and 

DRE is the residual energy of the destination node, 𝐷𝑛,𝑛 is the 

intra-node link distance and 𝐷𝑠,𝑑 The link distance between 

source and destination nodes, RTT, is the trip time, and 𝑇𝑚𝑖𝑛  

is the minimum round-trip time, and Υ is the Bandwidth of the 

transmission. 

The congestion evaluation depends on TCP Congestion 

Control Enhancement for Random Loss (CERL). The TCP 

sender employs T as the minimum Round Trip Time value 

recorded, and L represents the current RTT measurement that 

includes updates from received packets. The CERL queue 

length 𝐹𝐿 Serves as the basis to check link congestion by Eq. 

(25). The dynamic queue length threshold, which is 

represented as 𝑄𝑛 is given by, 

𝑄𝑛 = 𝐴 ∗ 𝐿max (26) 

The transmitter records the maximum observed 𝐹𝐿 value 

as 𝐿max  while the constant factor 𝐴 lies within the range of 0 

to 1. Network congestion evaluation under the proposed 

CERL happens through 𝐹𝐿 and 𝑄𝑛 Variables. The condition 

where 𝐹𝐺𝐴 oversteps 𝑄𝑛 Points to network congestion across 

different nodes. The optimal route calculation requires the 

removal of this pathway since additional packet drops would 

occur through it. A route with 𝐹𝐺𝐴 values between 0 and 𝑄𝑛 It 

will be incorporated into evaluating potential best routes for 

fitness function calculations. Any random packet drop on this 

route minimises the impact on fitness evaluation and 

congestion window size because it does not affect network 

throughput. The effectiveness judgment for routes in CERL 
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depends on maintaining accurate constants from 𝐹𝐺𝐴 and 𝑄𝑛 

Together with derived inequalities based on these constants. 

Correctly evaluating BW as a critical factor enables CERL to 

pinpoint its most effective communication pathways.  

4. Results And Discussion 
This section presents the performance evaluation of the 

proposed GALO for multi Path routing with security 

awareness in MANET with intrusion avoidance-based 

clustering using AETL+HDOMLM. The simulation 

environment we used is MATLAB version R2022a. The 

network is configured with a 350mx350m area, and the 

number of nodes ranges from 50 to 400. The mobility of 

MANET nodes is defined with a speed of 20 ms-1.  

Out of the nodes in the network, 10% will be leading 

agents while clustering, and 20% will be intrusion nodes. For 

training of AETL, the number of scenarios with different node 

configurations is considered, and the generated database in the 

dimension of 5000 has three attributes of energy, routing 

overhead, and PDR. For HDOMLM learning database 

creation, the 5000 different nodes' data is aggregated with five 

decision metrics of delta difference, related energy, related 

mobility, average Delay, and average distance. The 

optimization methods of PSO with 100 iterations, 50 

populations, local and global learning coefficients of 1.5, and 

an inertia weight of 0.8.  

4.1. Performance of Network Lifetime, Energy, Throughput 

and Delay 

Figure 3 shows the network topology of the number of 

nodes with the indication of source and destination. For this 

network, how the routing is performed is analyzed in the 

following sections. Figure 4 illustrates the predicted Path 

using the optimization of the GALO with security concerns in 

multi-path routing. This figure highlights the source and 

destination as black circle markers and the predicted Path as 

green connective lines. The intermediate relay nodes are 

shown as red colored triangle markers.  

Figure 5 depicts the performance network lifetime with the 

evaluations of the number of alive nodes in each round of 

execution. Conventionally, as the number of rounds increases, 

the energy exhaustion in each node will be greater and wash 

out the node's lifetime. Hence, the number of alive nodes will 

decrease as the number of rounds increases, as shown in 

Figure 5. Compared with other existing implementations of 

ANFIS-EESC, CCCH, our proposed algorithms provide a 

higher network lifetime, as shown in Figure 5 with malicious 

presence and absence. Without considering the malicious, the 

HDOMLM-based clustering and CH selection provide the 

network lifetime with more than 900 rounds. 

 
Fig. 3 Network formation with source and destination 

 
Fig. 4 The detected optimal path using the proposed GALO 

 
Fig. 5 Network lifetime comparison for nodes of 50 
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Fig. 6 Network residual energy Vs Number of rounds with nodes 50 

For the same methodology of HDOMLM, involved with 

intrusion attacks, it degraded to less than 900 rounds. When 

intrusion avoidance using AETL is integrated with the 

HDOMLM, the performance is improved and it does not attain 

the zero energy nodes at rounds of 1000; it has alive nodes of 

13. In this work, the improvement of AETL+HDOMLM is 

further enhanced using GALO. At the round of 1000, the alive 

nodes will be 17.  

As the number of rounds increases, the energy must be 

reduced due to a number of processes like transmission, 

reception, data gathering, node association, routing, and 

intrusion avoidance. The energy performance of the proposed 

system is shown in Figure 6. The complete energy is dropped 

as these processes are repeated for a number of rounds, and 

with the ANFIS-EESC algorithm, it is achieved with 500 

rounds. In our proposed model of HDOMLM+AETL+GALO, 

the nil energy is not attained, and still, some energy of 

0.0023W is presented as shown in Figure 6. 

 
Fig. 7 Throughput Vs Number of rounds with nodes 50 

Figure 7 shows the system's throughput with 50 nodes in 

the network. As the number of rounds in the processing of 

routing increases, the throughput will increase as the packets 

transmitted increases in each communication slot. From 

Figure 7, it is clearly shown that compared to the earlier 

implementation of ANFIS-EESC, CCCH, our proposed 

models of only HDOMLM, HDOMLM+AETL, and 

HDOMLM+AETL+GALO achieved the best throughput of 

more than 5Kbps. Applying efficient ETPA routing into the 

MANET network improves the throughput to 8Kbps, 38% and 

19% higher than HDOMLM and HDOMLM+AETL, 

respectively. 

 
 Fig 8. Average delay for the number of nodes of 50 

Figure 8 illustrates the average Delay performance for 

each round of the process with network nodes 50. Delay is 

increased as the number of rounds increases, as shown in 

Figure 8. Up to the round of 700, the Delay is gradually 

increasing. After that round, it suddenly increased with high 

Delay for all the methods. This scenario occurs due to the fact 

that with an increased number of rounds, the number of alive 

nodes will be reduced. Hence, the search for CH nodes and 

route prediction will take some more time than the search for 

the higher available nodes. Nearly 9s if the Delay is obtained 

from the ANFIS-EESC algorithm, which is 4 times higher 

than our proposed method, HDOMLM+AETL+GALO.  

4.2. Performance Evaluations for Scalability Measure 

The performance of the network lifetime with an 

increasing number of nodes from 50 to 400 is shown in Figure 

9. In this evaluation, the number of alive nodes increases as 

the network nodes increases. The proposed model of 

HDOMLM+AETL+GALO attains significantly higher alive 

nodes than other methodologies, as shown in Figure 9. The 

scalability of nodes in the network is highly impacted in real-

time scenarios, and it is proven using our proposed models of 

HDOMLM+AETL+GALO. 
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Fig. 9 Network lifetime comparison for nodes 50-400 

 
Fig. 10 Scalability analysis for latency 

 
Fig. 11 Scalability analysis for throughput 

In Figure 12, the latency performance is shown as a 

function of the number of nodes. With effective proposed 

ETPA multi-path routing, the prediction of paths between 

source and destination is reduced to 0.7s in 

HDOMLM+AETL+GALO, which is 13%, 30%, 37%, and 

47% less than HDOMLM+AETL, only HDOMLM, CCCH 

and ANFIS-EESC, respectively.  

Figure 13 depicts the scalability performance through 

evaluations. As the number of nodes increases, the throughput 

decreases due to high intermediate communications and losses 

of packets between each relay communication.  

The proposed ETPA method achieved a high throughput 

of 1100 Mbps at a 50 50-node configuration, which is 5%, 

15%, 16% and 25% higher than HDOMLM+AETL, only 

HDOMLM, CCCH and ANFIS-EESC, respectively. 

 
Fig. 12 Scalability analysis for network energy utilization  

 
Fig. 13 Scalability analysis for jitter 
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Figure 12 shows the performance of the network energy 

utilization as the number of nodes increases from 50 to 400. 

In the Energy efficient system, the network energy utilization 

will be low.  The same we achieved using our proposed model 

of ETPA of 129.51mJ, and it is 6.97mJ, 40.71mJ, 51.36mJ, 

and 69.22mJ less than HDOMLM+AETL, only HDOMLM, 

CCCH, and ANFIS-EESC, respectively. In Figure 13, the 

jitter performance for different numbers of nodes in the 

network is shown. As the number of nodes increases, the Jitter 

will increase. The arrival time deviation increases while the 

number of nodes increases, as shown in Figure 13.  All 

methods in Figure 13 show the minimal Jitter at nodes of 50, 

and it increased to high ranges from 500ms to 50ms for 

ANFIS-EESC and proposed HDOMLM+AETL+GALO, 

respectively. 

4.3. Performance Evaluations for Reliability Measure 

In this section, the reliability of the proposed system is 

compared with various aspects of MANET design. Table 4 

provides the performance evaluations of reliability regarding 

different intrusions, MANET mobility, and node density rates.  

The QoS value is evaluated for these scenarios and 

compared with our proposed models. ETPA provides a higher 

QoS in three different aspects and six parameter settings than 

the other two methods. 

Table 4. QoS performance for different scenarios of the network 

Methods 
HDOMLM+ 

AETLID + GALO 

HDOMLM 

+ AETLID 
HDOMLM 

Attacker Rate 
<15% 0.9091 0.8849 0.8471 

>15% & <50% 0.6937 0.6512 0.5887 

Nodes Mobility 
Low speed (20m/s) 0.9102 0.8917 0.7945 

High speed (200m/s) 0.7361 0.7083 0.6523 

Nodes Density 
Nodes=50 0.9388 0.9141 0.9013 

Nodes=500 0.9059 0.8764 0.8436 

5. Conclusion 
This work proposes a new routing system for MANET 

based on a Genetic Algorithm based on Lion Optimization 

(GALO) to be more efficient with regard to energy 

consumption, enhance the data flow, and address privacy 

issues. Security is guaranteed over the phases of route 

discovery and maintenance over the proposed routing system. 

To do this, we refined the GALO into an optimal result. 

Introducing a new objective function aids in equilibrating the 

load over the network and enhances its performance. Using 

the GALO protocol reduces the routing-security 

interdependent loop, and the protocol is low in complexity and 

efficient. A strong contribution of the work here is the 

integration of intrusion prevention mechanisms within the 

Adaptive Ensemble Tree Learning (AETL) and Hybrid Dual 

Optimization Machine Learning (HDOMLM) models during 

the clustering process. That will help with path prediction, 

reduce energy usage, improve throughput, and provide more 

security. Simulation reveals that the system resists localized 

assaults by malicious nodes who may insert false certificates. 

It also shows efficacy in cooperative virus attack when some 

nodes already have a high level of trust before the network 

construction. Other real-time situations will be combined with 

the future deep learning model to improve system 

interoperability. 
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