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Abstract - Blockchain is a rapidly developing technology that has been widely known for its high data security features. Although
it is mostly utilized to encrypt data in transit, the underlying processes tend to be misinterpreted by the public. In this paper, a
new lightweight encryption scheme called CS25-1, inspired by small but secure algorithms like Salsa and RB20, is proposed.
CS25-1 employs a six-step encryption and decryption process, designed to render information more secure yet still be effective.
The process, also referred to as CS25-1, is thus: Create Two Secret Messages: Begin with the writing of two plaintext messages
that are to be encrypted. Encrypt First Message: Each character of the first message is encrypted with a predecided secret code
and then multiplied by four to add complexity. Matrix Mapping (First Message): The encrypted values are then placed within a
matrix to create structural obfuscation. Encrypt the Second Message: The second message is encrypted using the secret code,
followed by multiplication by four. Matrix Mapping (Second Message): The second group of encrypted values is mapped into a
second matrix. Prime Key Division: A hidden prime number is employed subsequently to divide the values in each of the two
matrices, providing yet another level of cryptographic hardness. The decryption algorithm proceeds to undo the steps in sequence
to obtain the original plaintexts. This multi-layered approach enhances conventional encryption strategies by providing double-
message encoding, matrix transformation, and prime-based division as collective methods of strengthening against brute-force
and analytical attacks.

Keywords - Decryption, Encryption, Performance, RB20, CS25-1.

1. Introduction technology has shown itself to be the most suitable ledger for

In recent years, “Blockchain (BC) technology” has made ~ the movement and storage of data; A range of “industries”,
its way into the majority of different businesses. Thisis mostly ~ including industry and logistics, health, banking, and so on,
due to the fact that it offers a novel and effective method for ~ are now being accepted by a large number of companies all
storing and sending data in a way that is both traceable and ~ Over the globe. In addition, the use of BC technology within
safe. Concurrently, as smart environments continue to develop, ~ the sector alleviates congestion, the danger of data loss, the
an increasing amount of data is produced, which must be ~ Possibility of data theft, and the possibility of cost inflation.
handled and stored in a securely protected manner. Blockchain technology is a technology that operates on layers.

As shown in Figure 1, the infrastructure layer is responsible

In fact, blockchain is making a significant contributionto ~ for encapsulating the time-stamped data blocks and exercising
the protection of users' data and the preservation of the  control over the storage of the nodes. Both the platform layer
anonymity of network participants. Additionally, blockchain ~ and the distributed computing layer are made up of numerous
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consensus methods and security regulations, such as hashing
operations. The platform layer is made up of the Web
Application Programming Interface (API). Additionally, the
application layer is accountable for bringing programmability
to blockchain, and it is made up of commercial apps that are
built on blockchain technology. In spite of the fact that we deal
with a significant volume of data in smart settings. One of the

capabilities of “blockchain technology” is its ability to handle
the complexity of a distributed architecture that contains
various devices and apps. To be more specific, “blockchain
technology” has lately been recognized as an essential
infrastructure for the management of transactions in the
Metaverse. The ultimate objective of smart environments is to
make it easier for residents to access a variety of services.
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Fig. 1 The structure of the blockchain

2. Literature Survey

Several concerns about blockchain technology were
mentioned by the author. In order to study the security risk, it
is used [1, 2] They spoke about the assaults that were
committed by criminals and analyzed the safety of the
criminal activity. The author conducted research on the
composition and structure of the blockchain, which is used for
the purpose of analyzing and comparing the different levels of
security [3]. In order to design the two primary security
measures, such as double-spending and sybil, they conducted
an analysis of the numerous dangers.

This established approach was used in order to put the
security into effect [4]. The author S. Rajaprakash and others,
the writer came up with the “RB20” method, which is safer
[5]. The author postulated the levels of SRA. It is the
responsibility of this layer to ensure that the blockchain
remains secure. They conducted an analysis of the unique
characteristics of the key and controlled the vulnerability
using four different security measures [6]. Along with other
experts, the author, Batcha, B.B.C., looked into RPBB31's
seven-stage security method [7]. In light of the public mode,
they conducted research on the interchange of data and
provided assistance for the voting system [8]. This method
was used to transmit the data to the blockchain. The author
conducted research on the different levels of protocol in the
security industry. For “the purpose of evaluating the
effectiveness” of the performance, several techniques are used
[9]. The blockchain hyperledger and the capabilities of the
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reaction for speed and security were both something that they
invented. For the purpose of implementing security, this
capability is used [10]. The author concentrated mostly on the
characteristics of the Internet of Things and compared them to
the different characteristics of blockchain [11]. The majority
of their attention is directed to the various learning with
security. An improvement in the performance of the security
is achieved by the use of federated learning. The author made
a proposal on the safety of deep learning and conducted an
analysis of the many activities that pertain to the safety of
blockchain data [12]. Other writers, including one named
Basha, C. B., looked into ways to boost performance and
safety [13]. The reencryption of the data that is exchanged in
the blockchain of the Internet of Things is evaluated by them.
The purpose of this reencryption operation is to demonstrate
the effectiveness of the data security [14]. The author, C.
Bagath Basha et al., mostly talked about how to make
encryption safer, and the answer they came up with is RPBB-
24-1. This method was used to “provide a high level of
protection for encryption” at a good speed. Based on the study
of the literature, we will show the “ChanS25” (CS25-1)
method that was proposed

3. Methodology

The suggested technique, CS25-1, is a process of
encryption and decryption comprising six primary steps.
Generate Two Secret Messages — Start by generating two
separate secret messages. Encrypt the First Message — Assign
a “secret code to every letter of the first message and then
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multiply the value obtained by four”. Matrix Mapping (First
Message) — Place the encrypted values of the first message in
a matrix. Encrypt the Second Message — Follow the same
process by applying the secret code to every letter of the
second message and multiplying the result again by four.
Matrix Mapping (Second Message) — Put each encrypted
output of the second message into a second matrix. Use Prime
Key Division — Divide the matrix values using a secret prime
key to encrypt further. Copy and Paste the Key. Finally, the
plaintext is converted to a securely encrypted ciphertext, as
shown in Figure 2.

Algorithm for encryption:

First, we have to pick two “secret messages” as PT.

2. The first secret message is changed to the numbers from
the “Latin alphabet” for PT, and each letter is multiplied
by four to “encrypt” the FET.

3. Use the initial “encrypted” text values in matrix PT for
“swap the values”.

=

4.  The second secret message uses the same method as the

first secret message to encipher the SET.

5. To use the secret prime key to divide the SET matrix.

Algorithm for decryption:
1.  The secret prime key is used to multiply the DDT matrix.

2. Therefore, we have to “receive Cipher Text message

from user” as DDT.

3. First, decrypt the secret message and translate it into the

numbers of the “Latin alphabet” for DDT. Then,
multiply each letter by 4 times to decrypt the FDT.

4. To use the first decrypted text values in matrix DDT for

“swap the values”.

5. Once again, the second secret message is used as the first

decrypted secret message to “encrypt” the SDT.
6. To use the “decrypted values in matrix” FDT for “swap
the values”.

Plain Text
(PT)

'

Choose the Two Secret Message

|

To Multiply 4 Times Each Leter to Encrypt the
CT from First Secret Message

|

Use the Encrypted Data to a Matrix, then Multiply the Value of
Each Letter by Four to get the Ciphertext of the Second
Message

l

Use the Encrypted Data to a Matrix

To Divide the Secret Prime Key in Matrix

\ 4

Cipher text

Fig. 2 CS25-1
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4. Result & Discussion L=76,b=1
T3, =76 %76
TPy TPy, TPz TPy Ty, = 5776/91 = 43b = 2
PT= TPy, TPy, TPz TPy 1) T3, =43%76
TPy TP3; TPz TPay T,, = 3268/91 = 83
TPy, TPy, TP,; TPy, b=3
Ts3 =83 %76
4.1. Working for Encryption T33 = 6308/91 = 29
e To choose the two secret keys as PT b=4
e  Firstsecret key “GOLD” and second secret key “DIAM”. T3, =29%76
e PT=GOLD T34 = 2204/91 = 20
e G-71,0-79,L—76,D—68 T34 =20
PT = 71797668
e Apply Equation (1) [12]. 4.1.4. Fourth Character - D 68
e a=a+1
4.1.1. First Character -G 71 a=3+1=4
d a=1b=1 a=4b=1
Ty, = PT, Ty, = PT,
G—-71,b=1 T=68b=1
Ty, =71x71 Ty = 68 %68
Ty, = 5041/91 = 36b = 2 Ty = 4624/91 = 74b =2
T, =36 71 Ty, =74 %68
T,, = 2556/91 = 8 Ty, =5032/91 = 27
b=3 b=3
T3 = 8% 71 Ty3 =27 %68
Ty3 = 568/91 = 22 Ty3 = 1836/91 = 16
a=4 b=4
Ty =22 %71 T4y =16 %68
Ty, = 1562/91 = 15 Ty, = 1088/91 = 87
Ty =15 Ty =87
4.1.2. Second Character - O= 79 e FET=15532087
e a=a+1, e To form a pair, apply the First Encrypted Text (FET) in a
a=1+1=2 matrix.
a= 2,b =1 b FET:(l,S), (573)7 (210)1 (817)
Ty, = PT,
0=79b=1 TP,y TP, TPz TPy
T,y =79%79 PT= TPy TPy TPy TPy
T,, = 6241/91 = 53b = 2 TP3; TP3; TP33 TPy
T,, =53%79 TPy TPy TPz TPy
T,, = 4187/91 =1
b=3 e  First swap values (1,5)
Ty; =1%79
Ty3 = 79/91 = 79 TPy TPy, TPz TPy
b=4 FET= TPy, TPy, TP,3 TPy
Ty, =79 %79 TPy TPy TPy3 TPy
T,, = 6241/91 = 53 TPy TPy TPy TPy
Ty =53

e Second swap values (5, 3)
4.1.3. Third Character - L 76

e a=a+1, TPy TPy TPz TPy

a=2+4+1=3 FET= TPy, TPy TPy3 TPy
a= 3’ b =1 TP31 TP32 TP33 TP34
T3, = PT, TPy TPy TPy TPy
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Third swap values (2, 0)

TPy TPy TPy
TPy, TPy TPy

Fourth swap values (8, 7)

PT=DIAM

TP,, TP, TPy,
TPy, TPy TPy
TPy, TPy TPy,
TPy, TPy TPy

D—681—-73,A—65M-77

PT = 68736577

4.1.5. First Character - D 68

a=1b=1

T, = PT,
T=68,b=1
T11 = 68 * 68

T,, = 4624/91 = 74b = 2

Ty, = 74 * 68

Ty, = 5032/91 = 27
b=3

Ty = 27 * 68

Ty = 1836/91 = 16
b=4

Ty = 16 * 68

Ty, = 1088/91 = 87
Ty, = 87

4.1.6. Second Character - 1= 73

a=a+1,

a=1+1=2
a=2b=1
Ty = GTy

I1=73,b=1
T,, =73%73

T, = 5329/91 = 51b = 2

T22 =51*73

T,, = 3723/91 = 83

b=3
T23:83*73

T,; = 6059/91 = 53

b=4
T,, =53%73

T, = 3869/91 = 47

T,y = 47
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4.1.7. Third Character - A= 65
e a=a+1,
a=2+1=3
a=3b=1
T3, = PT,
F=65b=1
Ty, = 65 * 65
Ty, = 4225/91 = 39b = 2
T3, = 39 % 65
Ts;, = 2535/91 = 78
b=3
Ty3 = 78 % 65
Ty3 = 5070/91 = 65
b=4
T, = 65 * 65
Ty, = 4225/91 = 39
T3, = 39

4.1.8. Fourth Character - M=77
e a=a+1
a=3+1=4
a=4b=1
Ty = PT,
M=77
Ty1 =77 %77
Ty1 =5929/91 = 14b =2
Ty, =14 %77
T,, = 1078/91 = 77
b=3
Ty =77 %77
T,s =5929/91 = 14
a=4%
Ty =14 %77
Ty, = 1078/91 = 77
Tys =77

e SET=87473977
e SET=(8,7), (4,7), (3.9), (7,7)
e  First swap values (8, 7)

TPy; TP,, TPy TPy,
TP,y TP,y TP,3 TPs3
TP,, TP;, TP;3 TP3,
TPy TPy, TPy3 TPy

e Second swap values (4, 7)

TPy; TP,, TPy TPy,
TP;y TP,y TPy,; TPy
TPy, TP3;; TP3;3 TP3,
TPy, TP,y TPy,3 TPy,



4.2.

Third swap values (3, 9)

TPy

SET=

TP,,
TPy,
TPy,
TP,

TP,
TP,
TP;3
TP,

Fourth swap values (7, 7)

TPy

SET=

Use the secret prime key “59” for division in the matrix.

|—TP13

59
TP31

DET=|.>’

TPy

59
TPyq

59

TP,,
TPy,
TPy,
TP,

TPy,

59
TP1a

59
TP1p

59
TPy

59

TP,
TP,
TP;3
TP,
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TPs,
TPy,
TP,
TPay

TPs,
TPy,
TP,
TPay

TP11

59
TPy3

59
TP33

59
TPy3

59

Working for Decryption

|—TP13
59
TP31

DDT=|.5°

TPy

59
TPyq

59

Use the secret prime key “59” for multiplication in the

DDT matrix.
TP;;

DDT= ;ﬁzi
TPy

DT=MAID

TPy,

59
TP14

59
TP13p

59
TPy

59

TP,,
TPy
TP,
TPy,

TP11

59
TPy3

59
TP33

59
TPy3

59

TP32-|
59
TPy1
59
TP34
59
TPys
59

TP32-|
59
TPy1

59 (2)

TP34

59
TPyqy

59

TPy
TP,
TP;s
TP

TP;,
TPy,
TPh;,
TPy,

M-77,A—651-—73,D—68
DT = 77657368

Apply Equation (2) [12].

4.2.1. First Character - M=77

a=1b=1
T,, = PT,
M=77
Ty, =77%77

Ty = 5929/91 = 14b = 2

Ty, = 14 % 77
T,, = 1078/91 = 77
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b=3

T3 =77 77

T3 =5929/91 = 14
a=4

T, =14 %77

Ty, = 1078/91 = 77
Ty =77

4.2.2. Second Character - A= 65

a=a+1,

a=1+1=2
a=2,b=1
T, = PT,
F=65b=1
T,; = 65 * 65

T,y = 4225/91 = 39b = 2

T, = 39 * 65

T,, = 2535/91 = 78
b=3

Tys = 78 * 65

T,s = 5070/91 = 65
b=4

T,4 = 65 % 65

T,, = 4225/91 = 39
Ty4 =39

4.2.3. Third Character - I=73

a=a+1,

a=2+1=3
a=3b=1
T3, = GTy

I1=73,b=1
T34 =73%73

Ty, = 5329/91 = 51b = 2

T3, =51%73

T3, =3723/91 = 83
b=3

T35 =83 %73

T35 = 6059/91 = 53
b=4%

T34 =53%73

T34 = 3869/91 = 47
T3, = 47

4.2.4. Fourth Character - D 68

a=a+1,

a=3+1=4
a=4b=1

Ty = PT,

T=68b=1

T,41 = 68 x 68

Ty, = 4624/91 = 74b =2
Ty, = 74 % 68

T,, = 5032/91 = 27
b=3
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T, = 27 % 68
T,; = 1836/91 = 16
b=4

Ty = 16 % 68

T,, = 1088/91 = 87

T44 = 87

DT=77394787

To make a pair, apply the First Decrypted Text (FDT) in

the matrix.

DT=(7,7), (3,9), (4,7), (8,7)

First swap values (7, 7)

TP,,
TPy,
TP,
TP,,

TPy
TP,3
TP;3
TPy TPy

Second swap values (3,9)

TP,,
TPy,
TP;,
TP,

TPy
TP,3
TP;3
TPy

TPy
TP,,
TPy

FDT=

Third swap values (4,7)

TP,,
TPy,
TP;,
TP,

TPy
TP,3
TP;3
TP,

Fourth swap values (8,7)

TP,,
TPy,
TP;,
TP,

TPy
TP,
TP;s
TPys

TP,

SDT=DLOG

TP;,
TP,
TP;,
TPy,

TP,
TP,
TP;,
TPy,

TP,
TPs,
TPs,
TPy

TP,
TPy,
TPs,
TPy

D—-68,L-760-79,G—-71
SDT = 68767971

Apply Equation (2) [12].

4.2.5. First Character - D 68

a=1b=1
Ty, = PT,
T=68,b=1
T,1 = 68 * 68
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Ty, = 4624/91 = 74b = 2
Ty, = 74 % 68

T,, = 5032/91 = 27
b=3

Ty3 = 27 * 68

T,; = 1836/91 = 16
b=4

Tya = 16 % 68

T,, = 1088/91 = 87

Ty = 87

4.2.6. Second Character - L 76

a=a+1,

a=1+1=2
a=2,b=1

Tz, = PT,

L=76b=1

T, =76%76

T,1 =5776/91 = 43b =2
T,, =43+ 76

T,, = 3268/91 = 83
b=3

T,3 = 83 %76

T,; = 6308/91 = 29
b=4

T,y = 29 % 76

T,, = 2204/91 = 20
T,y = 20

4.2.7. Third Character - O= 79

a=a+1,

a=2+1=3
a=3,b=1
T3, = PT,
0=79,b=1

T3, =79%79

T31 = 6241/91 = 53b =2
T;, =53%79

T;, =4187/91=>1
b=3

T35 =1%79

T35 =79/91=>79
b=4

T3, =79%79

Ty, = 6241/91 = 53
Tyy = 53

4.2.8. Fourth Character -G 71

a=a+1

a=3+1=4
a=4b=1

Tyy = PT,

G—-71,b=1
Tyq1=71%71

T41 =5041/91 = 36b =2
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Ty, =36x71 e  Fourth swap values (1, 5)
T,, = 2556/91 = 8
b=3 TPy, TP, TPy TPy,
T3 = 8% 71 spr=|TPar TPz TPy TPy
T,; = 568/91 = 22 TPy, TP;, TPy;; TPs,
a=4 TP, TP, TPy TP,
Ty, =22%71
Ty = 1562/91 = 15 Table 1. CS25-1 encryption performance
Ty, =15 File Size (Bytes) Salsa RB20 CS25-1
32 0.99 1.23 2.43
SDT=87205315 67 1.49 1.95 2.96
105 2.1 2.44 3.45
SDT=(8,7), (2,0), (5,3), (1,5) 298 2.98 3.6 4.67
799 3.54 4.9 5.32
First swap values (8,7) 1431 4.4 5.8 6.21
5480 4.79 6.6 6.91
TP,; TP,, TPy TPy,
SDT= TP,y TPy, TP,; TPy, Table 1 shows the performance of the three “encryption”
TPy; TP;, TPy3 TPsy speeds. The novel method CS25-1 is showing better
TPy, TP, TP3 TP, “performance of speed” when compared to other methods.
The novel method “CS25-1 is the speed of the performance, is
Second swap values (2, 0) 2.43,2.96, 3.45, 4.67,5.32, 6.21, and 6.91in various file sizes
and also good performance when compared to other methods
TP, TP, TP3 TPy, “RB20 in Figure 3, Salsa in Figure 4”, and the novel method
_|TP,y TPy, TPy TP, in Figure 5.
SOT=lrp,, TPy TPy TP,
TPy, TP,, TP,;; TP, Table 2 shows the performance of the three “decryption”
speeds. The novel method CS25-1 is showing better
Third swap values (5,3) “performance of speed” when compared to other methods.
The novel method “CS25-1 is the speed of the performance”
TP, TP,, TP, TP, is 2.52, 2.88, 3.59, 4.89, 5.53, 6.23, and 7.41 in various file
TP,, TP,, TPy, TP, sizes and also good performance when compared to other
SDT= TP;, TPy, TPs; TPy, methods “RB20” in Figure 6, “Salsa” in Figure 7, and the
TP, TP,, TP TP, novel method in Figure 8.
m Salsa m CS25-1
—~ 8
g 7
2
o 6
=]
g:,_ 5
2 4
=
s 2 I
& I
|
32 67 105 298 799 1431 5480

Flle Size (Bytes)
Fig. 3 Encryption speed (a)
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mRB20 mCS25-1
32 67 105 298 799 1431 5480
Flle Size (Bytes)
Fig. 4 Encryption speed (b)
m Salsa = RB20 mCS25-1
32 67 105 298 799 1431 5480
Flle Size (Bytes)
Fig. 5 CS25-1 encryption speed
m Salsa mCS25-1
32 67 105 298 799 1431 5480

Flle Size (Bytes)
Fig. 6 Decryption speed (a)
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Table 2. CS25-1 decryption performance

File Size (Bytes) Salsa RB20 CS25-1
32 0.86 1.73 2.52
67 1.29 2.1 2.88
105 1.9 2.89 3.59
298 2.65 3.43 4.89
799 3.23 4.63 5.53
1431 4.7 5.45 6.23
5480 5.1 6.23 7.41
= RB20 m CS25-1
8
2 7
[
S 6
@
- 5
(3]
S 4
(9p]
s 3
S 2
[&]
0
32 67 105 298 799 1431 5480
Flle Size (Bytes)
Fig. 7 Decryption speed (b)
H Salsa ERB20 mCS25-1
—~ 8
3
§ 7
A 6
=}
& 5
o
[7p]
c 4
2
§ 3
g 2
ol I
0
32 67 105 298 799 1431 5480

Flle Size (Bytes)
Fig. 8 CS25-1 decryption speed

5. Conclusion

Blockchain is among the world's fastest-growing
technologies. Though most individuals are not well familiar
with its mechanism, it has a crucial role in protecting
information on different platforms. In contrast to this
improvement, most users still insist on simple encryption
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methods like Salsa and RB20, which provide very limited
security. This work proposes a novel encryption scheme
referred to as CS25-1 aimed at offering increased security
using an orderly six-step approach: Create Two Secret
Messages — Start by creating two individual secret messages.
Encrypt the First Message — For every letter of the first secret
message, use a secret code and multiply its worth by four.
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Store in Matrix — Store the resultant encrypted data in a matrix. key, wrapping up the encryption process. This converts the
Encrypt the Second Message — Do the encryption on the plaintext into ciphertext. Decryption is merely the opposite of
second secret message the same way: add the secret code and these actions, and hence, the original message can be retrieved
divide by four. Store in Second Matrix — Place this second correctly. As compared to prevailing standard practices,
encrypted result in a second matrix. Apply Prime Key CS25-1 is a more potent and secure mechanism for data
Division — Divide values in the matrices with a secret prime encryption.
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