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Abstract

As all we know that we depend on internet,
because everything is going to be shifted on internet.
Because internet is one of the way from where we can
share any information globally. As Mostly
organizations or any enterprise shift their data on
internet to access their data from anywhere. Now, in
this modern era there is a new technology which is
named as cloud computing is used. Cloud computing
doesn’t required any hardware devices and storage
devices but we have an internet connection So it can
be used by an Enterprises or an organization to
access data from anywhere. Cloud computing gained
importance because it reduced the cost of storage and
processing, growth technologies of visualization. In
this paper we describe the security issues of cloud
computing i.e. we analyze the time of encryption and
decryption by sending messages. Before analyzing
this issue, we discuss definition of cloud computing,
then its characteristics. Then we discuss various
models of cloud computing, platforms and some other
things and give some solution for security issues.

Keywords —Service models, computing services,
identity based encryption, mediated RSA

I. INTRODUCTION
In cloud computing the word cloud is used
as a metaphor for the “Internet” .It is a type of
internet based computing where different services
such as storage, servers, application etc. are provided
to the computer which are used in any organizations
and also to the devices.

Cloud computing is on the most valuable
technology and mostly everyone talked about this
technology. As all we know that whole data of every
enterprise is shifted on internet so that it can be
accessed from anywhere but it requires hardware
devices, storage devices and an internet connection.
But now Cloud computing has a great importance in
enterprises, and whole data of enterprise is shifted on
internet as we know so that anyone can access the
data from anywhere without the need of hardware
devices and storage devices but need an internet
connection to access the data. CLOUD means
common location independent online utility on
demand. Cloud computing is defined as” cloud
computing means storing and accessing programs and

data over the internet instead of yours computer’s
hard drive. Cloud technology is increasing day by
day and now it is beneficial for small and large
industries.  Companies  providing  virtualized
environment by which it omits the needs for physical
storage and others like Microsoft, Amazon etc.

Certain algorithms like RSA, DSA, Ceaser
Cipher etc. to improve the security issues of cloud
Computing. And we can say that Cloud Computing
will become most popular in the next few years or it
will be a future in the next years. Possibly, everyone
will find everything on their desktop. Cloud
computing provide computing related IT capabilities
by which user can get any information which they
want at any time. Cloud Computing will become the
future for industries.

The Cloud Computing should have concept
is that we should have an internet connection, storage
devices and does not need any hardware devices. If
we take the example of email say Yahoo, Gmail,
Hotmail these take cares of all the necessary
hardware and software needed for the user to support
their applications. We can access our email from
anywhere from we want in the same way in cloud
computing our data is stored on the cloud and we can
access it whenever we have any need and We can
access in any source like in desktop, mobile phones
or in tablets is one of the major advantage.

A. Motivation

In Traditional system, certain algorithms
are applied to improve the security of the data e.g.
RSA, DES and other symmetric and asymmetric
algorithms. In Identity based encryption algorithm it
also finds out the encryption and decryption time but
there is a basic problem of Key Escrow.

On the other hand there is mediated RSA
which split the RSA private key between user and
SEM. And by combining these two (IBE and mRSA)
we found out encryption and decryption time on
small key size. This mainly led us to focus our
project on variable key size on specific modulus.
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Fig — 1 Area of Cloud Computing

B. Characteristics of Cloud computing

1) Multi-tenancy

Multi-tenancy — it means multiple tenants at
the same instant. This allows sharing the
infrastructure between several customers without
being aware of sharing to each other. . The developer
should not compromise with the privacy of the data
of users. This is done by virtualizing the servers on
machine pool and then it allots the server to the

requested customers.

2) Linearly Scalable
Linearly scalable in which workload can be
divide between different infrastructures. For example
if one server can process 500 transactions at one time
then two server can process 1000 transactions at one
time and so on. System here broke down the
workload and service. The idea of scalability obtained
from the fact that a server is able to process many

transactions at one time.

3) Service-oriented

One of the main feature of cloud computing
is that they are service oriented it means that many
computing services are different computing services
are combined with each other. The main advantage of
this method is we can reuse many services. It offers
many independent services to combine together so
that the users need can be fulfilled at their demand.
One of the other advantage of this method is cost can
be minimized by some companies because many
companies combine with each other services.

4) Virtualized

Virtualization of data makes data separate
from the user’s side. The cloud data is not available
to the user because they are stored on the server side
and user is not available to see it. Whenever user put
any demand of any data on their system then this data
make available to the customers by picking the data
from the cloud servers. Cloud computing provide
computing related IT capabilities by which user can
get any information which they want at any time.
Cloud Computing will become the future for
industries. The Cloud Computing should have
concept is that we should have an internet connection,
storage devices and does not need any hardware
devices. It is one of the major advantages.

C. Aims and Objective

In this modern era, cloud computing is
increasing day by day but its threats are also
increasing. The main aim of this research is to
analyse the performance of Identity based
Cryptography with mRSA for variable key size in
respect to the time taken for encryption and
decryption. In this report, we have use modulus i.e.
512 bits, 1024 bits, 2048 bits on which we use these
variable key size i.e 512 bits, 1024 bits, 2048 bits on
each modulus to find out encryption and decryption
time.

D. Problem Statement

With increase of in use, clouds are prone
more towards security attacks. If we use large bit
size message then this required more security because
there are more chances of security attacks if we
increase key size. So by using lIdentity Based
encryption with mediated RSA we find out the
encryption time and decryption time by which we
will see that how is time changing. By seeing that we
reduce the security attacks.

1. SERVICE MODELS
Basically cloud is divided into two parts:
1. Frontend — It includes user and customer
2. Back end - It includes collection of various
hardware devices like RAM, Hard disk etc.

Apart from back end and front end we also have an
Administrator whose work is to check “Is everything
going smoothly or not”. It follows some set
of rules which are called Protocols and use a special
kind of software called Middle ware.
Cloud computing has three service models which
are:-

1. Public Cloud

2. Private Cloud

3. Hybrid Cloud

Public Cloud :- . Public clouds are accessible to
anybody. In daily life we access certain applications
like Google, Yahoo etc. are example of public cloud.
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Public clouds are not so much secure as compared to
private clouds because here any third party can access
the data because they are available openly. There is
no security concerns in public cloud This model is
also explains the pay per user model in which user is
able to access the data which he have demanded.
Benefits:-

e The Cost investment is low because user
have to pay for what he want to use.

e It is good for large server and large scale
data.

Private Cloud :- Private cloud is company’s own
data centre where the employers of companies can
access the data and store this data. It is easier to
regulate the data in private cloud because it is limited
only with the organization. Security is better in
private cloud as compared to other model. There is a
main difference between private and public cloud is
that the private cloud in which security is well
maintained within the organization because no other
third party can access the data of organization without
permission of the organization.

Benefits:-

e Now IT firms have their control on the
access of data

e Security concerns are reduced as all data can
be managed in only one place.

Hybrid Cloud:- Hybrid cloud are both combination

of public and private cloud as they combine features
of both the clouds. It combines feature of
virtualization environment as provided in private
cloud and they also use of public model which use
traditional computers but they should have hard disk,
internet and other means to access the data. It
provides more security to data because it combines
features of both the clouds. It also give more access
of data to the customer. For virtualizing environment
companies should have physical servers, routers,
sockets and many others. For accessing the data
virtually internet connection and computers must be
required with users.

Benefits :-
e Operational flexibility: run
mission on private cloud
e Scalability: It should be capable to run
with lots of data.

critical

Community cloud:- There are many organizations
who have same interest and requirement of data. This
need of sharing data can be shared between different
organizations. This operation can be within the
company or outside the company also. Companies
with same interest can save lots of money by sharing.

This model is very helpful for small IT companies
and business.
Benefits:-

e  Very economical for small companies
e Different organizations can shared their data
with each other.

1) Computing Services

The security consideration relates to the various cloud
computing service delivery models. The three main
cloud service delivery models are:

a) Infrastructure as a Service (laaS)

b) Platform As a Service (PaaS)

¢) Software As A Service (SaaS)

(a) Software as a Service (SaaS):

SaaS is the model which can be accessed from the
internet by the users. Customers have no need of,
purchasing software licenses, while the expenses are
lowered for the cloud services providers, since only
some application needs to be hosted and maintained.
Thus SaaS eliminates customer fears about
application  servers, application  development,
storage and related common concerns of IT firms.
Some examples are Salesforce.com, Google’s Gmail
& Apps, Yahoo and Google, and VolP from Vonage
and Skype and Microsoft, Zoho, etc.
It can be divided into two categories:

e Line of Business Service

e Customer-oriented Service

Characteristics of SaaS

Some of the characteristics of SaaS include following
properties:-

*Web access to commercial software.

*Software is managed from a central location.

(b) Platform as a Service (PaaS):

Paa$S provides virtualized servers where users can run
applications, or they can also develop new ones,
without having worry about maintaining the
operating  systems,  server  hardware, load
balancing, computing capacity and many others.
LAMP platform (Linux, Apache, MySQL and
PHP), restricted J2EE, are some of the popular
PaaS  examples  which meet the scalability
requirements of the applications.

a) Development facilities: This allow existing
applications to be customized. The add-on
development facilities allow users to
enhance the feature of SaaS applications

b) Stand-alone environments: These
environments do not include licensing,
technical ~ dependencies  for  general
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developments. Application delivery-only
environments These environments
supports hosting level services like

security and on demand scalability. It
reduces greenhouse effect by the utilization
of vacant resources of computer to
increase the efficiency through improving
utilization rate and reduce energy.

Characteristics of PaaS
Some of the basic characteristics include following:-

*Services can be developed, deploy, host, test and
maintain  applications in same development
environment.

*Multi-tenant architecture means many users use the
same applications like which are used in community
development.

* The Scalability feature of cloud computing includes
load balancing and fail over.

(c) Infrastructure as a Service (1aaS):

laaS means infrastructure as a service and it provides
basic storage functions , computing capabilities as
standardized services over the network. A typical
way to implement such a system is platform
virtualization, where the user of the system can
consider that the service corresponds to a piece of
hardware and associated system software Servers,
networking equipment, storage systems and data
centre space etc. are collected together and they are
made available to handle heavy workloads. The laaS
customer can rent computing resources and they have
no need of buying and installing them on their own
data centre. The service also based on the pay per
model basis. What is done if a costumer required
more resources? Here the services include dynamic
scaling so if a customer needs more resources he can
get these resources immediately. Dynamic scaling
applied means that the infrastructure automatically
managed their resources based on the requirement of
the customers.

Characteristics of laaS:-

If we compared the two models of laaS and PaaS, we
can say that the laaS model is rapidly developing.
Some core characteristics describe what actually 1aaS
is. laaS is generally have following characteristics:-

* Resources are easily available to the customers on
demand.

« It has a low pricing utility

* It allow for dynamic scaling.

I1l. PROPOSED WORK AND ALGORITHM
We have proposed the identity based
Encryption with Mediated RSA. The advantage of
using this approach to provide better security in
Software as a Service Model (SaaS). IBE-mRSA will

provide integrity and confidentiality to the
communication system in SaaS Cloud.It is based on
Public Key Encryption algorithm Mediated RSA and
Basic Identity Based Cryptography scheme. This
IBE-mRSA scheme uses bilinear mapping of two
large prime numbers from the two sets of prime
numbers. It has also four functions

e Setup : generates global parameters and a

master key

e Key generator : uses the master key to

generate private key from public key ID
string.

e Encryption : generates cipher using public
key ID.

e  Decryption decodes cipher using the

private key.

IBE WITH MEDIATED RSA : PROPOSED
ALGORITHM

1. Setup(ID,)
Input: Identity of Receiver.
Method:
1. Take random s € Z; , which is

master key of prime order q.
2. Public Key Pjq is defined as
Pid = S'H(ID,—)
Output: Public Key Piy

2. Keygen(Piq)
Input: Public Key P4
Method:
1.  Let k be the security parameter
2. Generate random k/2-bit primes, p’
and q'
such thatp=2p’+ 1 and q =2q' + 1.
are also prime.
3. n<«pq,e Eg Ty, such that

d — ¢ mod B(n)
4.  Foreach user (X)

a. S(—k-|Pid|-1

b. ex<—0$||Pid ” 1

C. dy« I/e,mod Bin)

d d><,u‘_Zn @1_{0}

/lprivate key for

user

€. dx,sem — (d - d><,u) mod

@ln)  /lprivate key for
SEM
Output: Private key for user and Security
Mediator,

security parameter, modulus n.

3. Encryption(k, Piq4, N)
Input: Public Key Pjq4, Security Parameter k and
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Modulus n Step 2 Open 4 terminal and run these

Method:

1. Retrieve P;q from Setup procedure.

2. S<—k-|Pid|-8

3. e 0IPylll

4.  Encrypt message m with (e n) using

standard RSA technique.

Output: Encrypted Message m'.

commands:

4. Decryption(m’)
Input: Encrypted Message
Method: : e,
1. User m' = encrypted message 3 root@luil(esh-compaq-msano—cm—uotebook—ﬂc:,’
2. User sends m' to SEM
3. Inparallel,
SEM:
1. If USER revoked return
(ERROR)
2. PDgpy < m' **™ mod n
3. Send PDg, to USER
USER:
4. PD, —m™ mod n
4. USER: M « (PDgn * PDy ) mod n

3.  USER: If succeed, return (m) Step 3: Run all other commands in other three
terminals for 1024 bits on 512 modulus:-

Figure 3: Run commands on 4 terminals

IV. IMPLEMENTATION
We use ubuntu software to implement this
software, which is an open source software of Linux.
We can run this in other software of Linux.

]

ame

The proposed system is implemented using
OpenSSL  library, Socket Programming and C
language. In which first Sender sends a request by
sending ID of Receiver to generate public key and
private key to Key Generation Centre (KGC). Here,
KGC is receiving request for key generation. That
will generate key from the ID of Receiver. Here
experiment is exercised for the key size of 512 bits,
1024 bits, 2048 bits on specific modulus.Some steps
are as:

TR

. "HL hello,how r u®. “Ht hel

Step :1 Installation of Ubuntu operating system on
desktop: Figure 4: Commands in other three terminals for 1024
bits on 512 Modulus

Step 4:  Run all other commands in other three
terminals for 1024 bits on 1024 modulus:-

R ERLL Jlef

Figure 2: Desktop Page
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Private key sent to SEM Successfully \B1f Private key successfully sent...

Private key sent to Recet!
root@lokesh-Conpag-Presar

rootglokesh-Compaq-Presario-C768-Notebook-PC: /# D

nanvi

Figure 5: Commands in other three terminals for 1024
bits on 1024 Modulus

Step 4: Run all other commands in other three

terminals for 1024 bits on 2048 modulus:-

Figure 6: Commands in other three termils for 1024
bits on 2048 Modulus

V. PERFORMANCE ANALYSIS

IBE with mRSA is implemented with key
sizes 512 bits, 1024 bits, 2048 bits on specific
modulusand measured time to execute key generation,
encrypt and decrypt operation. So, the IBE with
MRSA takes very less time compared to other two

schemes.
MODULUS KEY ENCRYPTION DECRYPTION
SIZE
512 Bits 1.89 13.94
512 Bits 1024 Bits 2.63 54.92
2048 Bits 5.64 253.47
512 Bits 1.9 12.53
1024 Bits 1024 Bits 2.65 55.9
2048 Bits 6.17 233.52
512 Bits 1.91 14.25
2048 Bits 1024 Bits 2.67 55.46
2048 Bits 5.55 266.78

Table 1 Comparison for 512, 1024, 2048 Bits on specific
Modulus i.e 512.1024,2048

VI. CONCLUSIONS

Internet field is increasing day by day and
the scope of cloud computing is also increasing in IT
firms. Cloud computing provides the virtualization
and on demand services to users. The only concern is
to improve the security of the cloud by computing
time for 512 bits, 1024 bits,2048 bits on specific
modulus. Security issues related with the cloud
environment are encryption, authentication of data
and trust of vendor.

Key Generation operation uses Hash
function to generate key, which increase time to
generate key. So it’s needed to find out encryption
and decryption time for higher bits or alternative
technique to find time. So that key generation time
will be reduced and also encryption and decryption
time.
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