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I. INTRODUCTION
In this paper, a methodology on a case study
of Web 2.0 Mashup Spatial Web Services
Applications, case study is carried out using Agilr
Modeled Web 2.0 Services Security for Privacy
Management.

A. Web 2.0 Mashup Security
Mashup is an application that combines data

or services from multiple web sites into one user
experiences. A lot of great functionality in mashups
comes from using tools from multiple sources. The
problem is that when the website creator embeds code
written by a third party on his site, the same —origin
policy no longer offers any protection, and the
embedded code likely has access to information
stored on the creator’s site. Web 2.0 technologies are
being used as a tool for cybercrimes. With web 2.0,
following Attack trends came into scenario:

. Web site vulnerabilities open the door to
compromise.

. Threats spread far and wide among the most
popular websites.

. Popular social networking sites became hot
targets.

. Web advertising is a vehicle for delivering
malware.

. Insecure web 2.0 widgets and gadgets are on
the rise and being exploited.

. Malware hide under the legitimate web 2.0
applications

. Spam replacing text content with URLS.

. The URLs becoming more varied phishing
sites are increasingly dynamic.

. Botnets and spam are interdependent and
this co-perpetuating relationship between botnets and
spam is a notable trend.

. Spammers adopting more targeted and more
aggressive attack tactics like highly targeted spam
using social engineering as a vehicle for targeted
spam, spam attacks on antispam infrastructure etc.

B. Introduction to Spatial Web Services

A lot of research has been developed for
integrating the analysis functionality that is available
in both analytic and geographic processing systems
[Alastair Airchison]. The main goal is to provide
users with a system capable of processing both
geographic and multidimensional data by abstracting
the complexity of separately querying and analyzing
these data in a decision making process. However,
this integration may not be fully achieved yet or may
be built by using proprietary technologies. A service
integration model had been already built, for
supporting and/or geographic requests over the web.
This model had been implemented by a Web Service,
named GMLA WS, which is strongly based on
standardized technologies such as Web Services, Java
and XML. The GMLA WS query results are
displayed in a Web browser as maps and/or tables for
helping users in their decision making.

1) GEO_RBAC for Spatial Web Services

The widespread deployment of location
based services and mobile applications as well as the
increased concern for the management and sharing of
geographical information in strategic applications like
environmental protection and homeland security,
have resulted in a strong demand for spatially aware
access control systems [Jim Gray]. These application
domains impose interesting requirements on access
control systems. In particular, the permissions
assigned to users depend on their position in a
reference space; users often belong to well-defined
categories; objects to which permissions must be
granted are located in that space; and access control
policies must grant permissions based on object
locations and user positions.
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As an example, consider a mobile
application for the personnel and patients of a health
care organization. Individuals are given a location-
aware terminal with which they can request
information services provided by an application
server. The organization consists of individuals who
have different functional roles, e.g. Nurse, doctor and
patient. We note that, depending on the
organizational context, the services available to users
may differ based on the functional roles of users. For
example, the services available to nurses may be
different from those available to doctors, not simply
because of the individual preferences, but mainly
because of organizational and functional reasons.
Further, the availability of the services may depend
on the position of the requester. For example, a nurse
may be allowed to request the record of a patient only
when the patient is located in the department to which
she has been assigned [Michael S Kirkpatrick].

To deal with the requirements listed above,
an access control model with spatial capabilities is
needed. Since in location-aware applications users are
often grouped in distinct categories, such as nurse and
doctor, RBAC represents a reasonable choice for the
underlying access control framework. However,
conventional RBAC does not suffice to support such
applications, and needs to be extended with suitable
location constraints, that is, expressed as coordinates
in the reference space, or logical, that is, expressed in
terms of spatial objects ( such as the city of Milan or
the West Valley Hospital) that have a semantics
relevant to the specific application domains. When
dealing with location-based applications, it is also
important to take into account relevant standards for
the representation of spatial objects; one such
standard is by the OGC.

GEO_RBAC is a recently developed model
that directly supports such location constrains. It is
based on the notion of a spatial role that is a
geographically bounded organizational function. The
boundary of a role is defined as a geographical
feature, such as a road, a city, or a hospital, and
specifies the spatial range in which the user has to be
located in order to use the role. Besides being
assigned a physical position, obtained from a given
mobile terminal such as a GPS based vehicle tracking
device or a cellular phone, users are also assigned a
logical and device independent position, representing
the feature in which the user is located. Logical
positions can be computed from real positions by
using specific mapping functions, and can be
represented at different granularities depending on the
spatial role played by the user. If the user is located
inside the spatial boundary of the role that has specify
the type of spatial boundary of the role and
granularity of the logical position, GEO RBAC has
introduced the concept of spatial role schema. Spatial
roles are thus specified as instances of role schemas.

Like RBAC, GEO-RBAC encompasses a family of
models:

. Core GEO-RBAC includes the basic
concepts of the model, and thus the notions of spatial
role, role schema, real or logical position, and
activated or enabled role.

. Hierarchical GEO-RBAC extends the
conventional hierarchical RBAC by introducing two
distinct hierarchies, one over role schemas and one
over role instances.

. Constrained GEO-RBAC supports the
specification of separation of duty (SoD) constraints
for spatial roles and role schemas. Since exclusive
role constraints are important to support the definition
and maintenance of access control policies in mobile
contexts, SoD constraints are extended to account for
different granularities, dimensions and verification
times (static, dynamic activation, dynamic at
enabling). The resulting set of constrains developed
for GEO-RBAC represents the first comprehensive
class of constraints for spatially aware applications.

2) Problems with Location-Based Mobile
Applications
Integrating location information into an

application may possibly be the most exiting
possibility for mobile applications [Michael Juntao
Yuan]. Location information offers a whole new
realm of applications. The biggest single problem
with location information is not in the technology, but
in the use of it: privacy. Whereas knowing the
location of the mobile user can be very handy in
offering very useful services, it can also violate basic
privacy rights of a user. So, the users are often faced
with a choice whether to “opt-in” or “opt-out”;
participating in the program means signing a form
that basically gives up a great deal of privacy, but not
signing results in a lack of access to the desired
services. Currently, there are no technologies that
allow for “opting-in” or “opting-out” of sharing ones
location on a granular interactive basis. In other
words, there is no easy way for the user to specify
when, where and how his or her location should be
known and when, where and how his or her location
should not be known. The second and third biggest
problems with today’s location systems are price and
power use. Good GPS-based systems are still fairly
expensive and if we want to add GIS information to
that to get value-added services such as finding
restaurants etc. we are looking at subscription fees.
Also, most location devices are considerable drain on
the batteries, though this is an area of focus in the
location industry and should be addressed with in the
near future.

3) Security and Privacy of Mobile Location
Information:
Security and Privacy are of utmost
importance to location-based services. Without
providing proper security and privacy, few users are
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willing to use a system that can reveal their current
location or history of locations to third parties.
Examples of problems that may arise if proper
security is not implemented for location services are
unwanted marketing, invasion of privacy by
governmental or commercial entities, and identity
theft or other criminal activities [Patrick Stuedi].
There are several aspects to security and privacy of
location information, the most important are the
following:

1.  Access Security: There must be a proper
authentication and authorization mechanism in place
for those systems that access the location of a given
device. Any systems that can obtain location
information must in turn provide secure access to any
related data through proper authentication and
authorization.

2. Data Security: Any system used to cross-
reference any information that identifies the user
associated with a device through profiles; billing etc.
must be completely secured. The content that
specifies the location of the device must be
transmitted through a secure mechanism (e.g.
encryption)

3. User Control: The user must have control in
specifying whether the location of his or her device is
shared with any secondary systems within or outside
of the primary wireless network.

Some of the key features of a system that offers
location-based service and the clients to such a
system must be the following:

1. The system must allow the users to
configure policies regarding where and when their
location information may be obtained and/or shared.

2. The system must allow the users to specify
with whom their location information may be shared.

3. The system must automatically remove all
historical data about a wuser’s location unless
otherwise allowed by the user.

4.  The location-based service must not expose
specific information to its client systems on why the
location of a particular user may not be available. For
example, the client system must not be able to request
whether the user has specified to be unavailable to
that particular client or during a particular time
window.

5. The error margin in the exact location of the

user must not be provided unless specified by the user.

6.  The client system must specify a reason for
which the location is obtained. Only trusted systems
should be able to obtain location information.

4) Mobile XML and Web Services

XML (eXtensible Markup Language) has
already become the de facto standard for exchange of
human-readable data. Whether such will be the case
for ~ machine-to-machine ~ communication is
questionable; nevertheless, such applications exist
and their popularity is increasing. A variety of XML-
based technologies for Mobile applications have been

evolved. RDF (Resource Description Framework), a
part of the Semantic Web that is becoming
pervasively more crucial to mobile applications.
CC/PP Composite Capabilities / Preference Profiles
and UAProf (User Agent Profile) are applications of
RDF and XML for mobile applications, and even
XML can be mapped to UML. (Unified Modeling
Language) at the architectural level. The significance
of XML to mobile applications is twofold. First, it
offers well-formed and deterministically modifiable
format for human-readable data, and second, it offers
interoperability. Building mobile applications now
always uses XML as one of the core pieces in their
infrastructure.

5) Cell Phone Security

One of the most widely deployed cellular
networks is the Global System for Mobile
Communications (GSM). The designers of GSM or
2G (second-generation cellular networks) had several
goals in mind. Better quality for voice, higher speeds
for data, and other non-voice application and
international roaming were some of the goals. From a
security viewpoint, it was also designed to protect
against charge fraud and eavesdropping.

The successor to GSM is Universal Mobile
Telecommunications Systems (UMTS) or simple 3G.
It promised advanced services such as Mobile
Internet, multimedia messaging, videoconferencing,
etc. UMTS standards were defined by an international
consortium/standardization organization called 3GPP
(Third generation Partnership Research
implementation). The security provided in GSM is a
quantum leap over that provided in first generation
cellular networks. Still, there are several lacunae in
2G that have been plugged in 3G networks.

C. Implementations and Validations.

1) Case 1. Safe Passwords in mobile phone

Safe passwords in mobile phone: These days,
anyone who is on the web needs too many passwords,
and it’s impossible to remember them all. Generally
if we have too many passwords to remember we will
be writing them all down on a piece of research
implementation and hide it somewhere. We designed
password safe application as another solution. It’s a
small program that encrypts all of your passwords
using one paraphrase. The program is very easy to
use, and isn’t bogged down by unnecessary features.
This application provides security through simplicity.

This is an end-user java application that
stores sensitive information like passwords on mobile
phones with strong encryption. This uses SHA
encryption technique to secure the information. The
application requires Java Micro Edition (J2ME) with
MIDP-1.0, which is available on most current phones.
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Modules involved: Security Module, Password Figure 6.3 consists of the execution screen shot of the
Storage Module, and Password Retrieval Module. proposed implemented application
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Figure 6.1 consists of sequence diagram of the safe
passwords in mobile phone application.
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Figure 6.3 Execution Screen Shot of the Mobile Phone
Application
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2) Case 2 Spatial Mobile Privacy Web Service
Application
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Figure 6.1. Sequence Diagram of the Safe Passwords In well as the increased concern for the management and
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read readpassiord) permissions assigned to users depend on their
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well-defined categories; objects to which permissions
must be granted are located in that space; and access
control policies must grant permissions based on
locations and user positions. In this implementation,
we want to review various strategies for Geo-RBAC
and its future research work for grid computing,
virtualized environments and cloud Spatial
computing.
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In location-based services, users with

location-aware mobile devices are able to make
queries about their surroundings anywhere and at any
Figure 6.2 Class Diagram of the Safe Passwords in time. While this ubiquitous computing paradigm

Mobile Phone brings great convenience for information access, it
also raises concerns over potential intrusion into user
location privacy. To protect location privacy, one
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typical approach is to cloak user locations into spatial
regions based on user-specified privacy requirements,
and to transform location-based queries into region-
based queries. We study the representation of
cloaking regions and show that a circular region
generally leads to a small result size for region based
queries. Moreover, the progressive query processing
mode achieves a shorter response time than the bulk
mode by parallelizing the query evaluation and result
transmission.

The Disruptive Cloud Cloud computing is a
service consumption and delivery model that can help
improving business performance, control costs and
ultimately  transform  business models. Cloud
computing can bring opportunities to many, ranging
from businesses that consume IT infrastructure, to
providers of such infrastructure, general users and
government as well [Hiren Bhatt].

The Figures. 6.4, 6.5, 6.6 below provides the
class diagram, sequence diagram, and execution
screen shot respectively of the spatial mobile privacy
web service application

Figure 6.4 Class Diagram of Spatial Mobile Privacy
Web Service Application
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Privacy Web Service Application

3) Case 3 Spatial Secure Design of CRM Web
Services Application

The purpose of the implementation is to
develop a Report in which we can track the
customer’s location, the details and the driving
directions to the customer’s location. Today there are
several web-based maps available on market.
Companies like Google, Microsoft and Yahoo
provide their own Application Programming Interface
(API) for integration web-based maps in applications.
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The CRM Application is designed to allow
users to track customers and potential customers
based on the usage of web service Interfaces. In this
implementation we use Google search API to retrieve
the details of the customers and MapPoint API is
used to generate the map and driving directions to
that particular location.

Features:

It enables the user to add, update, and delete
contact information for a specified contact. It allows
the user to navigate among the contact records. It
displays the web pages with the given information. It
retrieves a map of the contact’s city and state/region.
It also retrieves the driving directions to the
customer’s location. The geographic location and
distribution of customers is a critical piece of
information that is usually missing from customer
relationship marketing and data mining applications.

People tend to shop where it is convenient,
which usually means close to home or work, hence
travel time is important for retail response to
promotion. Hence we illustrate the use of spatial
modeling and analysis for understanding customer
loyalty, assessing competitive threat, identifying
customers likely to defect, and targeted print media
promotion choices.

WEB APIS Web APIs are a set of
application programming interfaces that can be called
over standard Internet protocols. Web APIs generally
allow remote computers on different platforms to talk
to each other using methods that were previously very
difficult.

Representational State Transfer(REST) uses HTTP-
GET to retrieve data. Similarly HTTP-POST is used
to retrieve data as well as updates.

Simple Object Access Protocol(SOAP) is used for
communication in between the client and the server.
We integrate features from the Google API and the
Microsoft MapPoint API into the CRM Application
to further extend its capabilities.

The application uses the Google API to retrieve the
first five sites that mention the customer.

The Microsoft MapPoint API retrieves directions to
the customer’s location.

Google API

The Google API is currently available using
SOAP with the HTTP protocol. Google has made
several of its popular features available in an API to
developers to use in their own applications.

The Google API supports search requests,
retrieving pages from the Google cache, and spelling
suggestions. Five Creative Ways to Use the Google
API:

1—Build a Google Search Feature

2—Return Random Pages

3—Save the Results of a Google Search to a File

4—Use Google to Check Spelling

5—Use the Google Cache to Retrieved Web Site
That Is No Longer Available

MapPoint API
The MapPoint API is implemented as an

XML Web service that can be called using the SOAP
protocol. MapPoint supports various features such as
finding addresses, finding non-addressable places,
reverse geocoding, address parsing, finding nearby
places, custom locations, routing, map rendering, and
Points of Interest (POI).

Five Creative Ways to Use the MapPoint API:

1—Obtain Driving Directions

2—Retrieve a Map

3—Perform a Geocode Lookup

4—Find Nearby Places

5—O0btain Information on Points of Interests

We believe firmly that the true Enterprise
Portal is what is beyond CRM -A highly functional,
customizable, low-cost, high ROI interface through
which the organization can transact with the world.
Enterprise portals require different thinking however
from the software in a box concept. The starting
point for any enterprise portal implementation is to
redefine the word “Customer” — in essence to
reclaim it from the Customer Relationship
Management acronym of CRM. You see, a customer
of an enterprise portal is anyone who uses it: staff,
management, executives, existing customers, new
customers, stakeholders, suppliers...it can be a long
list. And for each customer there needs to be a secure
role and permissions based access mechanism. These
roles and permissions need to extend into the heart of
the enterprise software systems so that a supplier
accessing the portal gains a completely different
experience from a member of staff.

The Figures 6.7, 6.8, 6.9 below, provides the
class diagram, sequence diagram and execution
screen shot of Spatial Secure Design of CRM Web
Services Application respectively

ISSN: 2393 - 9141

www.internationaljournalssrg.org

Page 32




SSRG International Journal of Mobile Computing & Application ( SSRG — IJMCA ) — Volume 3 Issue 3 Sep to Dec 2016

<<unresolved class>>Form(forms)

frmContacts

[Conn
FoontactDA
oty e

4
-m:'l\t\ap fintOURRecord
FbdDirecti FoinMoveLast
,,Nm:,‘) = HoinMovaFirst
|+Disposs() [binMovePrevieus
[tinfializeCompanent() :gmmd";g;’“
FotrDelete
HoinSearch
{omSave
FbinGatMap
binGetDirections

frmMap

1 |

System

FgrpMavigation
Google FarpSearch

MapPaint e

=7

[+Disposel
[+nitializeCormponent()
I+fmCantacts_Load()
|+BuildGoogleBar()

System Eventrgs )
tem.EventArgs e)

DnGelDiregi ; Click(System.Obj
I+GelCoordinales()
|+GetDrivingDiractions )
|tUpdateDatabaseChanges()
*UpdateDatabaseAdds()
+UpdateDatabaseDelations(y
[+UpdateDataSetValues()
|+PopulateDataset()
|tPopulateControlsOnForm()
[*UpdateDataSeti)
+ClearFarm()

Figure 6.7 Class Diagram of the Secure CRM
Application

1. PAGE LAYOUT

[ smimn |

<<create=>
:Form
i
H Give Delails

T
I
1 Give

\7 <<destroy>>

Figure 6.8 Sequence Diagram of the Secure CRM
Application Case Study

Initialize

]
]
1
]
]
]
]
]
]
1
]
]
]
1
]
]
1
]
]
]
1

Send Details '

—

Lotz )---

S—
aEd]
Record Navgation Manage Cordact Data. Lookup Contact
LotNoms. [
Frst Pravous Nest et | Save | New | Delee | Compary [ _Semch
Corbact Infomation ¥ Results from MapPoint SExR
Contat 0 i TR 82 oing-
Lot o =] ¥ ‘g ky T
E SR E SWELE
Fosame Doree = te it gi i i3¢ §
2 313
MibteName i = famgag E g §loxlox
§! Be g * 3 +
Tii £l 2000 Broadway St, ‘J
! B T iy
Ncew: g £ fapw IN 46202 = -
2 § o
Addsa 1 21 eoms 2g¥ e £
Fos § o st iz §§,9 PP 4 A
° § » =~ 4
PR £ 16n e =
Sweegorc iy e 3| o ﬁu
2010t cop 000 - i =
PousiCode  [aczor
o

Figure 6.9 Execution Screen Shot of the Secure CRM

Application Case Study

I1l. CONCLUSION
In this paper we discussed about security

design for web 2.0 Mashup spatial application
privacy using agile modeling using with various case
studies.
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