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Abstract

In a cloud environment, third party measured
benefit distribution cloud databases is the motivation
for search of trust. Lack of trust performs to be a
possible main reason for fear when outsourcing
databases. Research prose appraisals designate that
the architecture of cloud databases has a possible to
moderate user suspicion. In this paper, the evaluating
trust in cloud database services based on user
particular comparative or through factors. Our study
suggests a recognized trust mechanism in cloud
databases where the user can choice his most trusted
Cloud Service Provider.
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I.  INTRODUCTION

One of the simple problems that a cloud
customer appearances is preserving control over data,
mostly if he has to leave or alteration the hosted cloud
service provider. In such conditions, most of the time,
the control lies with the cloud service provider and
therefore the data are subject to loss of trust. In this
respect, questions have been higher about the
fortification of data in terms of tracking customer
information, cross border assignment of individual data,
data theft (individual and confidential data) and data
misappropriation particularly for advertising resolves
etc. In this context, the outsourced data can be detected
in three parts namely User Control, Transparency and
Trust. User control concurrences authority to the user to
choose the storage location, CSP and the ability to
move simply from one CSP to another. However, with
Transparency, the user recognizes where data are really
deposited, computed and which confidentiality
legislations are appropriate for the recognized cross
border transfer of data. Moderately, the trust in a cloud
database can be measured as a combination of issues
such as cloud security (security from data misuse,
hacker attacks and data damage), data retrieval due to a
failure on the part of the CSP, intimate computation and
the conviction of the CSP. Furthermore, numerous
countries are of the view that the only system they trust
is the one operated within their own specialist.

However, a combined data system with more
people retrieving it and more varied kinds of data
pending finished more requests can actually make it
harder to suitably limit access and notice misuse.

The certainty of the cloud service provider is
also an important factor in deference of structure trust
in cloud data storages. The cloud database model
certifies certainty of data by protection backups with
the user, disregarding the inevitability of the CSP.
Multi-cloud architectures deliver improved answers for
improbability of the CSP as they sanctuary identical
copies with other CSPs. The multi-sharing method is
effectively linked with multi-cloud databases.
Considering Johnston’s dispute, “A cloud service
provider holds data in a definitively designed
disintegration crosswise servers; it will help to protect
information from misuse numerous answers have been
presented by the researchers for cloud data integrity.
However, the research material to amount the trust
produced on integrity answers was not obtainable. In
this study, existing cloud database architectures are
measured along with assessing cloud database trust
conferring to the requirements of numerous users.
Finally, a cloud trust assessing mechanism is presented
to choice the best cloud service provider based on the
user-requested trust factors.

Il. CLOUD DATABASE ARCHITECTURE

In maximum situations, multi-tenant cloud
database architecture can be moreover shared database
shared schema architecture or shared database separate
schema architecture. For example insalesforce.com,
multiple occupants use this communal database shared
schema architecture and customers (tenants) are much
disturbed about their data as they are in shared schemas.
The structure of numerous cloud databases is based on
a shared database architecture which can restrained
some of the suspicion points. As Molnar and Schechter
point out, the communal database architecture puts
cloud users at risk from other cloud users. Conferring to
the covered model introduced by Grossman, maximum
of the existing cloud architectures run as a collection of
services.
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In these services there are four layers,
specifically Storage Cloud (provides storage services),
Data Cloud (provides data management services on
records, columns or objects), Compute Cloud (provides
computational services) and Submission Layer. The
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layers used by Grossman over cloud computing give a
optimistic link to the researchers to contemplate about
trust in cloud databases.

Encrypted data
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Fig 1 Cloud Database Architecture

I11. TRUST AND EVIDENCE FOR TRUST IN
CLOUD DATABASES

A. Trust and Cloud Trust

Trust is a sensitive form of opinions and it is
not clear whether reliability, good will and authenticity
can be isolated since they are connected. Many
researchers have described trust as an act of faith,
confidence and reliance on something that is
predictable to perform or distribute as assured. It is
noticeable that these descriptions cannot be applied
directly to cloud trust. In today’s cloud society, all
services are retrieved distantly over the internet.
Therefore, descriptions connected to traditional face-to-
face or human-to-human connections cannot be straight
functional to cloud trust. Most researches in cloud
computing have deliberated trust as a social
phenomenon based on social science definitions.
Trust is a mental state comprising:

1) Expectation
The trustor expects a detailed performance
from the trustee (such as providing valid information or
successfully performing cooperative actions)

2) Certainty

The trustor considers that the predictable
performance happens based on the indication of the
trustee’s capability, reliability, and goodwill;

3) Enthusiasm

To take risk -the trustor is prepared to take risk
for that confidence”. The reputation of a company has a
great effect on trust.

For occurrence, In Huang and Nicol indication
that the faith and standing of a company are associated.
Conferring to their technique, the trust level of the
trustee is restrained by approximating the standing of
the company. These assessing mechanisms are not yet
accomplished mathematically and the assessment of
trust across entities is not addressed in their paper.
Cloud computing capabilities and the purposes of the
CSP to create the requirement of trust in cloud
computing are described by Khan and Malluhi, and it is
apparent that the purposes of the specific CSP have to
be associated against other CSPs.
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Preceding studies have proposed that cloud
trust is a social portent. However, cloud database
competences can be noticeable and can be restrained by
values.

As clarified in previous studies on trust,
relative and absolute measures can be recognized in the
same way in cloud database trust.

The trust can be recognized by cultivating
transparency, control and security declarations, which
suggest that it is not simply a social phenomenon. Such
descriptions through our cloud database trust assessing
mechanism into two ways relative and direct and so
define the cloud database trust as follows: Cloud
database trust is experimental and extrinsic indication
based positive expectation, a trustor supposes from the
trustee.

The positive experiential indication based
expectancy attained from the trustee is called direct
trust and the optimistic extrinsic evidence grounded
expectancy attained from the trustee is named relative
trust.

B. Cloud Data Integrity Clarifications

Recently, researchers have shown an improved
interest in definition answers for cloud data reliability.
On the other hand, and possibly more significantly,
there performs to be evidence of trust factors. In the
literature review, dissimilar solutions for cloud security,
data retrieval due to a failure of the CSP and intimate
calculation have been recognized.

1) Data Recovery

Damaged data can be improved certainly if the
same portion is stored in extra position. In cloud
databases, the process called multi-sharing gives
adequate responses to this problem. Bowers established
a process called High Availability and Integrity Layer
to accomplish file idleness across cloud storage sources.
It perceives and rearranges the defective server with the
accurate share with the help of the cross-server
redundancy built in the encoded file. This technique
gives a better response for data retrieval of static files in
a disappointment of the share of a third party.

2) Cloud Data Storage Security

Cloud data security ranges across a large part
of user necessities. Cloud users are essentially willing
to outsource obliteration and de-identification data as
they are imperceptible to a third party and then it can be
effortlessly secured from hacker attacks, data alteration
and data misuse. Established a cloud security storage
system called Cloud Proof which helps customers
perceive defilements of reliability, write-serializability
and freshness. Additional, it attests the incidence of

these destructions to a third party. Cloud Resistant can
be built on top of conservative cloud storage services.
The Data Coloring and Software Watermarking
Technique presented by Hwang and Li in 2010 is a
more secure answer for relational databases and virtual
storages. It assurances that data damage, stealing,
changing and removing cannot be done. A confidential
storage has been introduced by Jaatun.

3) Confidential Computation
In a condition where a thorough database
(database instance) is outsourced, secured calculation is
also a significant aspect from the user’s perspective.
Database  instance includes  Relational
Database Management Systems software, table
structure, stored procedures and other functionalities.
Santos, Gummadi & Rodrigues ensure confidentiality
and integrity of calculations that are outsourced to 1aaS
services. According to their proposed trusted cloud
computing phase, the cloud provider’s advantaged
administrator cannot review or tamper with its gratified
and so it allows a customer to dependably and distantly
control whether the service backend is running a trusted
cloud computing phase execution.

IV. PROPOSED SYSTEM

A. System of Trust Evaluating Mechanism

First, a general system is presented which
preserves archives on recognized cloud service
providers and data integrity answers they deliver with
their DaaS. Particularly, it retains a database of
indication of trust in each and every cloud service that a
source provides with his Database as a Service. This
system can be possessed by a generally attributed
association.

Steps for User,

e  First, the user must choose what type of trust
he supposes from the DaaS and CSP.

e Conferring to his predictable trust, he has to
recognize and select the trust issues from the
system.

e Two types of trust issues (direct & relative),
have to be selected distinctly by the user.

In the meantime, the system will measure the trust
level for each and every DaaS and CSP based on the
user-selected trust factors. Lastly the system discloses
the most appropriate CSPs conferring to the user
entreated trust factors. Then the user is able to measure
the most appropriate CSPs for his wanted necessities.
However, the user is not transparent to all the
particulars the cloud service delivers and what the
system preserves.

ISSN: 2393 - 9141

www.internationaljournalssrg.org

Page 13




SSRG International Journal of Mobile Computing & Application (SSRG-1JMCA) — Volume 4 Issue 3 Sep to Dec 2017

This conserves the privacy of the CSP while
providing the user with an important DaaS.

Cloud service provider &

database as a service

ar ar

Decision making Trust evaluation

Iltem quality User trust

Fig 2 Trust Evaluation Mechanism

B. Trust Factors
In our study trust factors are considered in two
main ways. Firstly, as a Direct Trust Factor (D) which
is appreciated from indication a user can be recognized
directly. Second type of trust factor is called Relative
Trust Factor (R) which is respected from past user
involvements, CSP ratings and directories. Direct Trust
(DT) and Relative Trust (RT) are restrained using the
values of Direct Trust Factors and Relative Trust

Factors respectively.

1) Direct Trust Factor (D)

Conferring to our description of cloud trust,
optimistic practical indication based expectation can be
predictable at dissimilar levels of the database. For
occurrence, it can be at storage level, calculation level
or management level of the database. Therefore, the
through trust factor is optimistic empirical evidence
based prospect on a specific level (or part of) of the
database, predictable by a trustor. The trust value of a
trust factor is decided by its variables.

2) Relative Trust Factor (R)

Relative trust factor is an optimistic extrinsic
evidence based expectation of the trustor on his trustee.
It can be a belief, performance, agreement or a law
probable from the trustee. The factors which help to
type them positive are called sub factors of comparative
trust factors.

V. CONCLUSION
A number of exploration papers have allocated
with trust in data. So far, though, there has been little

conversation about assessing trust in cloud databases.
With multi cloud database architecture, building trust is
a significant factor of trust as numerous users share
mutual databases or schema or both in the cloud
environment. The trust mechanism is presented taking
into deliberation a number of difficulties which reason a
negative influence on the user’s trust in the database,
including data loss, data theft, and data misuse etc. We
argue in this paper for the need of a trust-building
mechanism in cloud databases and we introduce a
mechanism to measure trust in the cloud database as
well as in the CSP. The speculative suggestion of this
research is that a standard equation for assessing trust
will add to a growing body of literature on cloud trust.
The approaches used for assessing trust may be applied
to other cloud services elsewhere in the cloud world. It
is optional that the assortment of these trust factors is
considered in future studies with a survey made on
CSPs and cloud users. We suggest that before this trust
mechanism is executed, a study comparable to this case
study should be accepted out on real world cloud users
and CSPs.

REFERENCES

[1] W.P.E. Priyadarshani, G.N. Wikramanayake, and L.M. Batten,
"Enhancement of user level controls in cloud databases", 30th
National Information Technology Conference (NITC),
Computer Society of Sri Lanka, Colombo, Sri Lanka, 2012, pp.
46-53.

[2] A.A. Friedman, and D.M. West, "Privacy and security in cloud
computing”, Center for Technology Innovation at Brookings,
2010.

[3] S.S.E. Thorpe, "Modeling a trust cloud context”, 3" workshop
on Ph.D. students in information and knowledge management,
ACM New York, USA, 2010, pp. 95-98.

[4] M.S. Blumenthal, "Is Security Lost in the Clouds?",
Communications and Strategies,2011, 81(1), pp. 69— 86.

[5] V.A. Talasila and Peruri, A Secure Privacy Preserving Storage
Architecture of Cloud Database, International Journal of
Computer Science Engineering and Technology (IJCSET),
2011, 1(9), pp. 587-595.

[6] M.A. Alzain, and E. Pardede, "Using Multi Shares for Ensuring
Privacy in Database-as-a-Service", 44™ Hawaii International
Conference on System Sciences (HICSS),2011, pp. 1-9.

[7] A. Bessani, M. Correia, B. Quaresma, F. Andr’e, and P. Sousa,
"DEPSKY: Dependable and Secure Storage in a Cloud-of-
Clouds", 6th Conference on Computer Systems, 2011, 31-46.

[8] S. Johnston, Cloud Computing and Privacy, Retrieved from
www.circleid.com/posts/89163, 2008.

[9] K.D.Bowers, A. Juels, and A. Oprea, "HAIL: a high availability
and integrity layer for cloud storage”, 16™ ACM Conference on
Computer and Communications Security, ACM New York,
USA, 2009, pp. 187-198.

[10] N. Santos, K.P. Gummadi, and R. Rodrigues, "Towards trusted
cloud computing”, Conference on Hot topics in cloud
computing”, Article 3, USENIX Association Berkeley, CA,
USA, 2009.

[11] J. Namjoshi, and A. Gupte, “Service oriented architecture for
cloud based travel reservation software as a service”, In Cloud
Computing,CLOUD'09. IEEE International Conference on
IEEE, 2009, pp. 147-150.

[12] D. Molnar, and S. Schechter, "Self-Hosting vs. Cloud Hosting:
Accounting for the security impact of Hosting in the Cloud",

ISSN: 2393 - 9141

www.internationaljournalssrg.org

Page 14




SSRG International Journal of Mobile Computing & Application (SSRG-1JMCA) — Volume 4 Issue 3 Sep to Dec 2017

Proceedings of the Ninth Workshop on the Economics of
Information Security (WEIS), 2010.

[13] R.L. Grossman, Y. Gu, M. Sabala, and W. Zhang, “Compute
and storage clouds using wide area high performance
networks”, Future Generation Computer Systems, 2009, 25(2),
pp. 179-183.

[14] Costa, C. Ana, and K. Bijlsma-Frankema, "Trust and Control
Interrelations New Perspectives on the Trust—Control Nexus",
Group & Organization Management, 2007, 32(4), pp. 392-406.

[15] Lund, M. Soldal, B. Solhaug, and K. Stglen , "Evolution in
Relation to Risk and Trust Management.", IEEE Computer,
2010, 43(5), pp. 49-55.

ISSN: 2393 - 9141 www.internationaljournalssrg.org Page 15




