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Abstract:Cloudistheclusterof
geographicallyconnectednetwork
bearing information. Cloud
Computing make feasible for
multipleusersto,sharecommon
computing resources, and to
accessandstoretheirpersonal
andbusinessinformation.Incloud
computing we stored data on
serversideaswellonclientside.
ApplicationlikeDropboxprovides
serviceinsuchawaythatdataon
serverandonclientmachineare
synchronous. So implementing
securitybecomeverynecessary
on client side. Traditional
algorithm failed once key is
compromised. User behavior

profiling and decoy technology
provideanalternatewaytosecure
data on serverwhich is more
efficientand secure.There are
manyalgorithmsonuserbehavior
profilinganddecoytechnologybut
nooneaddresstheproblem of
efficientlydeliveringthedecoyfile
insuchawaytheintrudernotable
to recognize the difference
betweenthegenuineanddecoy
file,oncetheanonymousbehavior
of the user identified. We
proposedasystem inwhichwe
goingtousethetwotechnology
together i.e. user behavior
profiling and decoy technology
and also checkthe connection
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portalso.Wealsoproposedthe
mechanismbywhichwegenerate
thedecoyfileinsuchawayit
matches the content of the
genuinefileuptotheaccuracyof
98percent.

II.INTRODUCTION

Cloudcomputingconsistsof
asharedpoolofresourcesshared
among users per subscription
basis.Thewaycomputer-stored
informationandpersonaldatacan
cause new data security
challenges. In today’s world
scenarioeveryorganizationusing
cloudcomputingtoprotecttheir
dataandtousetheserviceslike
Iaas, Paas, Saas. Encryption
mechanism,thatweusetodayin
ordertoprotectthedataoverthe
cloudarenotfairenoughtostop
the unauthorized access to
genuine user data. Thus,we
proposedasystem inwhichwe
goingtousethetwotechniques
together i.e. user behavior
profiling and decoytechnology.
Into this system wheneveran
intrudertriestoaccessthedataof
thegenuineuser,weautomatically
generate a decoyfile with the
same name and scrambling
contentfileinsuchawayitlooks
genuineasthetargetedfileand
providesthesametotheintruder.
We automatically generate a
decoyfilewiththesamenameand

scramblingcontentfileinsucha
way it looks genuine as the
targeted file and provides the
sametotheintruder.

Cloud Services are
subscription based services.
Cloud computing consists of
sharedpoolofresourcesshared
among users per subscription
basis.Thewaycomputerstored
information and personneldata
can cause new data security
challenges. Encryption
mechanism,thatweusetoday’sin
ordertoprotectthedataoverthe
cloudisnotfairenoughtostop
the un-authorized access of
genuineuserdata.Asweknow
thatpreviouslywehavetraditional
databasesystemdeployedinlocal
networkaccesslocallyonly.As
thesizeoftheInternetincreases
daybydayandbecauseofthe
new computing technology like
distributedcomputingtechnology,
by which anybody can access
databasefrom anywherearound
theworld,arisestheproblem of
security],synchronizationetc.By
registering into the cloud user
ready to excess the resources
anywherearoundtheworld,atany
pointoftime theyneeded for
personnel/organizationalwork.

But above comfortless
involve the risk of data
compromise and security. To
overcometheissueofsecurity
andprivacyweintroducethenew
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technique called as Fog
Computing.Onceuserregistered
with our services, users
automatically start getting our
services without the need of
changeofanyshortofhardware
eitheratclientendoratserverend.
MaliciousInsider

Insider attacks can be
performed by malicious
employees atthe providers or
user'ssite.Maliciousinsidercan
stealtheconfidentialdataofcloud
users.Thisthreatcanbreakthe
trustofcloudusersonprovider.A
maliciousinsidercaneasilyobtain
passwords, cryptographic keys
and files.These attacks may
involve various types offraud,
damageortheftofinformation
andmisuseofITresources.The
threatofmaliciousattackshas
increased due to lack of
transparencyin cloud providers
processes and procedures. It
meansthataprovidermaynot
revealhowemployeesaregranted
accessandhow thisaccessis
monitoredorhowreportsaswell
as policy compliances are
analyzed.Additionally,usershave
little visibility aboutthe hiring
practices oftheirproviderthat
could open the door for an
adversary,hackersorothercloud
intruders to steal confidential
informationortotakecontrolover
thecloud.Thelevelofaccess
grantedcouldenableattackersto

collectconfidentialdataortogain
completecontroloverthecloud
serviceswithlittleornoriskof
detection. Malicious insider
attackscandamagethefinancial
valueaswellasbrandreputation
ofanorganization.
SybilGuard:

SYBILattacksrefertoindividual
malicioususerscreatingmultiple
fake identities (called Sybil
identitiesorSybilnodes)inopen-
accessdistributedsystems(such
aspeer-to-peersystems).These
open-access systems aim to
provideservicetoanyuserwho
wantstousetheservice(instead
of, for example, only to a
predeterminedgroupof10users).
Sybilattackshavealreadybeen
observedintherealworld]inthe
Maze peer-to-peer system.
Researchers have also
demonstrated that it is
surprisinglyeasytolaunchSybil
attacksinthewidelyusedmule
system.Whenamalicioususer’s
Sybilnodes comprise a large
fraction of the nodes in the
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system,thatoneuserisableto
“outvote”thehonestusersina
wide variety of collaborative
tasks.Examples of such
collaborative tasks range from
Byzantineconsensusandvoting
schemes for e-mailspam to
implicitcollaborationinredundant
routing and data replication in
distributed hash tables (DHTs).
The exact form of such
collaboration and the exact
fraction of Sybilnodes these
collaborative tasks can tolerate
maydifferfrom case to case.
However,agenericrequirement
forthwartingsuchattacksisthat
the number of Sybil nodes
(compared to the number of
honestusers)needstobeproperly
bounded.Sybilattacks can be
thwarted by a trusted central
authorityiftheauthoritycantie
identitiestoactualhumanbeings,
but implementing such a
capability can be difficult or
impossible,especiallygiven the
privacy concern of the users.
Another approach is for the
centralauthority to impose a
monetarychargeoneachidentity,
whichis,however,undesirablein
manyapplications.Withoutthese
trusted central authorities,
defendingagainstSybilattacksis
muchharder.Amongthesmall
number of approaches, the
simplestoneperhapsistobind
identitiestoIP addressesorIP

prefixes.Anotherapproachisto
require every identity to solve
puzzlesthatrequirehumaneffort,
such as CAPTCHAs. Both
approaches can provide only
limitedprotection—theadversary
canreadilystealIPaddresseswith
different prefixes in today’s
InternetwhileCAPTCHAscanbe
repostedonanadversary’sWeb
sitetobesolvedbyusersseeking
access to that site. In fact,
Douceur’sinitialpaperon Sybil
attacksalreadyprovedanegative
resultshowingthatSybilattacks
cannot be prevented unless
specialassumptionsaremade.

III.LITERATURESURVEY

1.PreventionofMaliciousInsider
in the Cloud Using Decoy
Documents

Cloudcomputingistheuse
ofcomputingresources(hardware
andsoftware)thataredeliveredas
aserviceoveranetwork.Cloud
computing entrusts remote
services with a user's data,
softwareandcomputation.Cloud
computing promises to
significantlychangethewaywe
usecomputersandaccessand
storeourpersonalandbusiness
information. With these new
computing and communications
paradigmsarisenewdatasecurity
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challenges.The data protection
mechanismssuchasencryption
havefailedinpreventingdatatheft
attacks,especially those illegal
actionsbyamaliciousinsider2to
thecloud.Muchresearchincloud
computingsecurityhasfocused
onwaysofpreventingmalicious
insiderandillegitimateaccessto
data.A differentapproach to
secure the cloud using decoy
informationtechnology,whichwe
have, come to call Fog
computing3.Decoys4areusedto
launch disinformation attacks
against malicious insiders,
preventing them from
distinguishing the realsensitive
customer data from fake
worthlessdata.Alertmessageis
issuedtoauthenticateduser.

2.Cloud Security:Attacks and
CurrentDefenses

Thispaperpresentsahigh-
level classification of current
research in cloud computing
security.Unlike pastwork,this
classificationisorganizedaround
attack strategies and
corresponding defenses.
Specifically,we outline several
threatmodelsforcloudcomputing
systems,discussspecificattack
mechanisms, and classify
proposeddefensesbyhow they
addressthesemodelsandcounter

these mechanisms. This
examinationhighlightsthat,while
there has been considerable
researchtodate,therearestill
majorthreatstocloudcomputing
systems, such as potential
infrastructure compromise,that
needtobebetteraddressed.

3.OverviewofAttacksonCloud
Computing

CloudComputingisanew
environmentincomputeroriented
services.Thissystem havesome
similaritiesofdistributedsystem,
accordingtothissimilaritiescloud
computingalsousesthefeatures
of networking. Therefore the
securityisthebiggestproblemof
thissystem,becausetheservices
ofcloudcomputingisbasedon
the sharing.In this paperwe
discussedthedifferenttypesof
attack in cloud computing
servicesandcloudwarsalso

4. Security Issues in Cloud
ComputingandCountermeasures

Cloudcomputingrepresents
arelativelynewcomputingmodel
in the evolution ofon-demand
information technology services
and products,thatis builton
decades of research in
virtualization, distributed
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computing,utilitycomputing,and
more recently networking,web
andsoftwareservices.Itimpliesa
service oriented architecture,
reduced information technology
overheadfortheend-user,great
flexibility,andreducedtotalcost
of ownership. Contrarily to
traditional onsite application
architecture where applications
areresidinginclientmachinesor
inaserveraccessibleviaclient
cloud computing offers shared
computer application resources
andaccessibleviatheInternet.

Since cloud computing
sharedistributedresourcesviathe
networkintheopenenvironment,
itpresentsanaddedlevelofrisk
because essentialservices are
oftenoutsourcedtoathirdparty,
whichmakesithardertomaintain
datasecurityandprivacy,support
dataandserviceavailability,and
demonstratecompliance.Various
categories of such security
concernsaretrust,architecture,
identity management, software
isolation, data protection,
confidentialityandavailability.All
thesesecurityvulnerabilitieslead
tovariousthreatsonthecloud
suchasauthentication,misuseof
cloud infrastructure,
eavesdropping,networkintrusion,
denialofserviceattack,session
hijacking.FurtherCloudForensic
isanemergingchallengerelated

tocloudsecurity.Itexaminesthe
key security issues of Cloud
computingbeingfacedtodayand
thechallengesandopportunities
that it brings for business
community.Thisresearchpaper
illustratesabriefdescriptionof
what exactly cloud computing
security-related issues are,and
discusses data security and
privacy protection issues
associatedwithcloudcomputing
acrossallstagesofdatalifecycle.
Italsoshowscurrentsolutionsfor
data security and privacy
protection issues in cloud and
describesfutureresearchwork.

5. On The Impossibility Of
CryptographyAloneForPrivacy
PreservingCloudComputing

Cloudcomputingdenotesan
architectural shift toward thin
clients and conveniently
centralizedprovisionofcomputing
resources.Clients’lackofdirect
resource controlin the cloud
prompts concern about the
potential for data privacy
violations,particularly abuse or
leakageofsensitiveinformation
byserviceproviders.Cryptography
isanoft-toutedremedy.Amongits
mostpowerfulprimitivesisfully
homomorphic encryption (FHE),
dubbedbysomethefield’s“Holy
Grail,”andrecentlyrealizedasa
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fully functionalconstruct with
seemingpromiseforcloudprivacy.
Wearguethatcryptographyalone
can’t enforce the privacy
demanded by common cloud
computing services,even with
suchpowerfultoolsasFHE.We
formally define a hierarchy of
naturalclassesofprivatecloud
applications,and show thatno
cryptographic protocol can
implementthoseclasseswhere
dataissharedamongclients.We
positthatusersofcloudservices
willalsoneedtorelyonother
forms of privacy enforcement,
such as tamperproofhardware,
distributed computing, and
complextrustecosystems.

6.Modelingusersearchbehavior
formasqueradedetection

Masqueradeattacksarea
commonsecurityproblem thatis
aconsequenceofidentitytheft.
Thispaperextendspriorworkby
modelingusersearchbehaviorto
detect deviations indicating a
masquerade attack. We
hypothesizethateachindividual
userknowstheirownfilesystem
wellenoughtosearchinalimited,
targeted and unique fashion in
ordertofindinformationgermane
to their current task.
Masqueraders,ontheotherhand,
willlikelynotknowthefilesystem

and layout of another user’s
desktop,andwouldlikelysearch
moreextensivelyandbroadlyina
mannerthatisdifferentthanthe
victim userbeingimpersonated.
We identify actions linked to
search and information access
activities,andusethem tobuild
usermodels.The experimental
resultsshowthatmodelingsearch
behavior reliably detects all
masqueraders with a very low
falsepositiverateof1.1%,far
betterthanpriorpublishedresults.
Thelimitedsetoffeaturesused
forsearchbehaviormodelingalso
resultsinlargeperformancegains
over the same modeling
techniquesthatuselargersetsof
features.

7.Decoydocumentdeployment
foreffectivemasqueradeattack
detection

Masqueradeattacksposea
gravesecurityproblem thatisa
consequence of identity theft.
Detecting masqueradersisvery
hard.Priorworkhasfocusedon
profilinglegitimateuserbehavior
anddetectingdeviationsfromthat
normal behavior that could
potentially signal an ongoing
masquerade attack. Such
approachessufferfromhighfalse
positive rates. Other work
investigatedtheuseoftrap-based
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mechanisms as a means for
detecting insider attacks in
general. In this paper, we
investigatetheuseofsuchtrap-
based mechanisms for the
detectionofmasqueradeattacks.
We evaluate the desirable
properties of decoys deployed
within a user’s file space for
detection.Weinvestigatethetrade
-offs between these properties
through two userstudies,and
propose recommendations for
effective masquerade detection
usingdecoydocumentsbasedon
findingsfromouruserstudies.

8.Technique for Isolation of
MaliciousNodesfrom theCloud
Computing

Thecloudcomputingisthe
architecture in which virtual
machine, cloudlets, and data
centers are involved in
communication.In the network,
maliciousnodesareresponsible
totriggervarioustypesofactive
andpassiveattackswhichreduce
networkperformanceintermsof
variousparameters.Inthiswork,
techniquewillbeproposedforthe
detection and isolation of
maliciousnodesfromthenetwork.
the malicious nodes are
responsibletotriggervirtualside
channelattackinthenetwork.

9. A New Trusted and
Collaborative Agent Based
Approach for Ensuring Cloud
Security

In orderto determine the
user’strustisagrowingconcern
forensuringprivacyand security
inacloudcomputingenvironment.
Incloud,user’sdataisstoredin
one ormore remote server(s)
which poses more security
challengesforthesystem.Oneof
themostimportantconcernsisto
protect user’s sensitive
informationfrom otherusersand
hackers thatmay cause data
leakageincloudstorage.Having
thissecuritychallengeinmind,
this paper focuses on the
developmentofa more secure
cloudenvironment,todetermine
thetrustoftheservicerequesting
authoritiesbyusinganovelVM
(Virtual Machine) monitoring
system.Theframeworkcanbe
used to provide security in
network,infrastructure,aswellas
datastorageinaheterogeneous
cloud platform. If the trust
updating policy is based on
network activities, then the
frameworkcan providenetwork
security. Similarly, it provides
storage security by monitoring
unauthorizedaccessactivitiesby
theCloud ServiceUsers(CSU).
Infrastructure security can be
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providedbymonitoringtheuseof
privilegedinstructionswithinthe
isolatedVMs.Theuniquenessof
theproposedsecuritysolutionlies
inthefactthatitensuressecurity
andprivacybothattheservice
providerlevelaswellasatthe
userlevelinacloudenvironment.

10.AnalysisofInsidersAttack
MitigationStrategies

Insiderthreathasbecomea
serious information security
issueswithinorganizations.Inthis
paper,weanalyzetheproblem of
insiderthreatswithemphaseson
the Cloud computing platform.
Security is one of the major
anxietieswhenplanningtoadopt
the Cloud. This paper will
contributetowardstheconception
ofmitigationstrategiesthatcan
bereliedontosolvethemalicious
insider threats. While Cloud
computingrelievesorganizations
from the burden ofthe data
managementandstoragecosts,
security in general and the
malicious insider threats in
particularisthemainconcernin
cloud environments. We will
analysestheexisting mitigation
strategies to reduce malicious
insiders threats in Cloud
computing.

IV.SYSTEMANALYSIS

EXISTINGSYSTEM:

Therearemanyalgorithms
on userbehaviorprofiling and
decoy technology butno one
addresses the problem of
efficientlydeliveringthedecoyfile
insuchawaytheintrudernotable
to recognize the difference
betweenthegenuineanddecoy
file,oncetheanonymousbehavior
oftheuseridentified.Theexisting
system was not worked on
anonymous behavior.The data
storedoncloudneedsecurityfor
storeddata.Thewaycomputer-
storedinformationandpersonal
datacancausenewdatasecurity
challenges. Encryption
mechanism,thatweusetoday’sin
ordertoprotectthedataoverthe
cloudisnotfairenoughtostop
the unauthorized access to
genuineuserdata.AsWeknow
thatpreviouslywehavetraditional
databasesystemdeployedinlocal
networkaccesslocallyonly.As
thesizeoftheInternetincreases
daybydayandbecauseofthe
new computing technology like
distributedcomputingtechnology,
bywhichanybodycanaccessthe
databasefrom anywherearound
theworld,arisestheproblem of
security.Existingencryption-based
dataprotectionmechanism fails
mostofthetimeinsecuringdata
from the intruders.Encryption
mechanism doesn’t verify the
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identityoftheintruders,insteadof
that,theyfocusonlyonthekey
providedbytheusersatthetime
of accessing the available
resourceswhichmayormaynot
providebytheauthenticateduser.

PROPOSEDSYSTEM:
A new methodologywhich

identifiesmaliciousintruderson
monitoringtheabnormalaccess
patternsthroughUserBehavioral
ProfileMappingwiththehelpof
dataminingalgorithmsandmap
reduce.Upon the detection of
intrusion,we invoke the decoy
datatotheattackerandtheowner
has been informed of the
unauthorized access.Whenever
anintrudertriestoaccessthedata
ofowner,oursystem willdetect
anabnormalpatternofthedata
accessandconsequentlycreates
a decoy file with the same
filenamebyscramblingdownthe
realcontentofthe file to an
intruderwithbogusinformation.

We monitored the data
accessoverthecloudandtryto
detect the abnormal access
patternoverthecloud.Intothis
systemwheneveranintrudertryto
accessthedataofthegenuine
user,weautomaticallygeneratea
decoyfilewiththesamenameand
scramblingcontentfileinsucha
wayitlookgenuineasthetargeted
fileandprovidethesametothe
intruder.

V.SYSTEMDESIGN

VI.CONCLUSION
Withtheincreaseofdata,

theftattacksthesecurityofusers
private data overthe cloud is
becoming a serious issue for
cloudserviceproviders.Forwhich,
Fog Computing is a technique
which helps in predicting and
monitoring the behaviorofthe
user an illegal and providing
securitytotheuser'sdata.The
system wasoriginallydeveloped
usingencryptionalgorithmbutwe
havealsoimplementeditwiththe
userbehaviorprofilingalgorithm
alongwithdynamicallygenerated
decoyfilesystem concept.The
proposed system scramble the
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dataofthefilethatishackerwill
not recognize a difference
between the originalfile and
scrambledfile.
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