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ABSTRACT:Secretkey generation by

extractingthesharedrandomnessina

wirelessfadingchannelisapromising

waytoensurewirelesscommunication

security.Previousstudiesonlyconsider

keygenerationinstaticnetworks,but

real-world key establishments are

usuallydynamic.Inthispaper,forthe

firsttime,weinvestigatethepairwise

key generation in dynamic wireless

networks with a center node and

random arrivalusers (e.g.,roadside

units (RSUs) with vehicles). We

establishthekeygenerationmodelfor

thesekindsofnetworks.Weproposea

methodbasedondiscreteMarkovchain

tocalculatetheaveragetimeauserwill

spend on waiting and completing the

key generation, called average key

generation delay(AKGD).Ourmethod

cantacklebothserialandparallelkey

generation scheduling under various

conditions. We propose a novel

scheduling method, which exploits

wireless broadcast characteristic to

reduceAKGD andprobingenergy.We

conductextensivesimulationstoshow

the effectiveness of ourmodeland

method.

I.INTRODUCTION

Establishing a pairwise secret key
betweentwocommunicationpartiesis
crucial to securing wireless
communication. Physical-layer key
generation mechanisms that exploit

reciprocal and spatial diversity
propertiesofwirelessfadingchannels
have been proposed.Based on the
reciprocity, the bidirectional channel
statesshouldbeidenticalbetweentwo
transceiversatagiveninstantoftime.In
amultipathormobileenvironment,the
channelstatesrandomlyfluctuatedue
to fading. Therefore,two legitimate
parties can take advantage of this
naturalcorrelated random process to
generateasharedkey.Furthermore,the
channel state observed at an
eavesdropperisuncorrelated with the
legitimatechanneliftheeavesdropperis
morethanhalfawavelengthawayfrom
legitimateparties.Existingresearchon
physical-layer key generation mainly
focusesonkeygenerationrate(KGR)in
staticwirelessnetworks.Mostofthe
worksdiscussedtheKGRbetweentwo
parties.Themaximum KGR assuming
noinformationlossonkeygeneration
procedure is bounded by the mutual
information between two nodes.
TheoreticalstudiesaboutKGRaredone.
The studies of KGR considering
practicalcommunication condition are
addressed.

In this paper,forthe firsttime,we
considerthekeygenerationproblem in
dynamic wireless networks.In such
case, using KGR to report the
performanceofthekeygenerationisno
longerappropriatebecause
1)theKGRofindividualuserpairisa
changingquantityindynamicwireless
networks,affectedbytheenteringand
leavingofthekeygenerationofother
userpairs,and
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2)theKGRcannotreflecttheamountof
timethatuserwaitbeforedoingthekey
generationandhencecannotreportthe
statusofservicecongestionindynamic
wirelessnetworks.Thus,wefocusona
different metric: the users’ key
generationdelay.Thekeygenerationis
a prestep before secure wireless
communications.Thedelaysthatusers
suffer are their major concerned
parameter.
Thedelayanalysisofphysical-layerkey
generation in dynamic networks is
differentfrom traditionaldelayanalysis
in wireless communication.First,in
traditionaldelayanalysis,servicerate,
whichisdenoted bythedatatransfer
rate,isconsideredaconstant.Thisis
validbecauseusingatime-divisionor
frequency-division scheme on n user
pairsreducesindividualuserpairs’data
transferrateto1/n,butthetotaldata
transfer rate remains unchanged.
However,thisbasicassumptionisno
longervalidinkeygeneration,wherethe
servicerate,whichisdenotedbyKGR,
dependsonthenumberofusersand
channelprobingscheduling(detailedin
SectionII-C).Second,toensurethatthe
keys generated on both sides are
identical,areconciliationprocessmust
beconsidered.

Fig.1.Keygenerationsinadynamicwirelessnetwork.

Inthispaper,weconsidertheproblem
ofpairwisekeygenerationindynamic
wirelessnetworkswithacenternode.
Weusethescenarioofaroadsideunit
(RSU)withrandom arrivingandleaving
vehiclesshowninFig.1toexemplifyour
model and method. The arrival of
vehiclesisastochasticprocess.Weaim
atcalculatingtheaveragetimeavehicle
willspend on waiting and completing
thekeygeneration,calledaveragekey
generation delay(AKGD).Wepropose
the keygeneration model.Ourmodel
cantacklebothserialandparallelkey
generationscheduling.Wenoticethat,in
the key generation model,each key
establishmentperiod has predictable
time. We make use of such
characteristic to develop a method
basedonadiscreteMarkovchainfor
calculatingusers’AKGD.Comparedwith
ourearlierworkpresented,wefurther
propose a novelscheduling method,
which exploits wireless broadcast
characteristic to reduce AKGD and
probingenergy.Weconductsimulations
to show the effectiveness of our
methods..

Ourmaincontributionsarethefollowing:
•We formulate the physical-layerkey
generationproblem indynamicwireless
networksandanalyzethedelay.
•Weproposethekeygenerationmodel
and develop a method to calculate
AKGD.
• We propose a novel scheduling
method, which exploits wireless
broadcast characteristic to reduce
AKGDandprobingenergy.
•Weconductextensivesimulation to
verifyandevaluateourmodel.
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II.RELATEDWORK
Anefficientidentity-basedbatch
verificationschemeforvehicularsensor
networks.
Author:Zhang.C,Lu.R.LinandShen.X.
Year:2015
Identity-based cryptography/Batch
signature verification scheme. This
paperprovidesabasisforresearchin
clusteringschemesforWirelessSensor
Networks.Onesuchproblem ishow to
create an organizational structure
amongstthesenodes.
Anonymouscredentialsforprivacy-
preservinge-learning.
Author:Aïurme,E.,Hage,H.,&Onana,F.
S.M.
Year:2012
An E-learning system, Anonymous
Credentials for E-learning Systems
(ACES),ACESallowslearnerstoprovide
anonymouscredentialsthroughoutthe
learningprocess,AnonymousTranscript
or an Anonymous Degree. A novel
approach for energy-aware
managementofsensornetworksthat
maximizesthelifetimeofthesensors
whileachievingacceptableperformance
forsenseddatadelivery.Missingsensor
data might be a problem unless
toleratedviatheselectionofredundant
sensors.
SmartCarsandSmartRoads.
Author:Malik,J.,Weber,J.,Luong,Q.T.,
&Koller,D.
Year:2009
Polynomial time approximation
algorithm and optimalalgorithm.Our
simulation results show thatmultiple
routing spanning trees significantly
improvenetworkreliability.Theproblem
ofconstructing efficientrouting trees
andtheproblem ofwake-upfrequency
assignmentinanetworkwithmultiple
routingtrees.

SPARK:anewVANET-basedsmart
parkingschemeforlargeparkinglots.
Author:Lu,R.,Lin,X.,Zhu,H.,&Shen,X.
Year:2009
Anew smartparkingschemeforlarge
parking lots through vehicular
communication.Highlight the design
between energy and communication
overheadsavingsinsomeoftherouting
paradigm.The common objective of
trying to extend the lifetime ofthe
sensornetwork,whilenotcompromising
datadelivery.
Securityissuesandchallengesof
vehicularadhocnetworks(VANET).
Author:Samara,G.,Al-Salihy,W.A.,&
Sures,R.
Year:2010
TheneedforarobustVANETnetworks
isstronglydependentontheirsecurity
and privacyfeatures.Theconnectivity
amongnodescanbehighlyephemera.
Vehiclestravellingthrowcoveragearea.
A delay in millisecond makes the
messagemeaningless;theproblem is
muchbigger,wheretheapplicationlayer
isunreliable,sincethepotentialwayto
recoverwithunreliabletransmissionis
tostorepartialmessagesinhopestobe
completed in next transmission
unreliable transmission is to store
partial messages in hopes to be
completedinnexttransmission.
AMOEBA: Robust location privacy
schemeforVANET.
Author:Sampigethaya,K.,Li,M.,Huang,
L.,&Poovendran,R.
Year:2007
Presented the problem ofmitigating
unauthorizedtrackingofvehiclesbased
ontheirbroadcastcommunications,to
enhance the userlocation privacy in
VANET.A safety message broadcast
period, and vehicular network
connectivity. Grouping vehicles to
mitigate the location tracking ofany
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targetvehicle.Thegroupconceptalso
providesrobustanonymousaccessto
preventtheprofilingofLBSapplications.
SPECS-Secureandprivacyenhancing
communicationsschemesforVANETs.
Author:Chim,T.W.,Yiu,S.M.,Hui,L.C.,
&Li,V.O.
Year:2011
Presented a software-based solution
which makes use ofonly two share
secrets to satisfy the privacy
requirement. RAISE protocol was
proposed for vehicle- to-vehicle
communications. The protocol is
software-based.Itallowsa vehicleto
verifythesignatureofanotherwiththe
aid ofa nearbyRSU.Itdoesn’thave
authorized bloom filter. The initial
verification isverylow and thebatch
verificationishigh.
Securecommunicationschemeof
VANETwithprivacypreserving.
Author:Hwang,R.J.,Hsiao,Y.K.,&Liu,
Y.F.
Year:2011
A secure communication and privacy
preservingschemeofVehicularad-hoc
network(VANET).Improvesroadsafety
and traffic conditions via the vehicle
exchange the traffic information with
othervehiclesandsomeinfrastructures.
Problem in exchange messages are
secure,trustworthy and protectuser
privacy. The transmission message
mustbewellprotectedto ensurethe
integrity,confidentiality,anonymityand
unlinkability.
PPGCV-Privacypreservinggroup
communicationsprotocolforvehicular
adhocnetworks.
Author:Wasef,A.,&Shen,X.
Year:2008
Itpreservestheprivacyoftheusersand
providesconditionalfullstatelessness
property. GKMPAN has a partial
statelessness property,which means

thatanodethatmissedcertainnumber
of group rekeying processes can
computethenewgroupkey.
Securityissuesandchallengesof
vehicularadhocnetworks(VANET).
Author:Samara,G.,Al-Salihy,W.A.,&
Sures,R.
Year:2010
TheneedforarobustVANETnetworks
isstronglydependentontheirsecurity
and privacyfeatures.Theconnectivity
amongnodescanbehighlyephemeral,
Vehiclestravellingthrowcoveragearea.
A delay in millisecond makes the
messagemeaningless;theproblem is
muchbigger,wheretheapplicationlayer
isunreliable,sincethepotentialwayto
recoverwithunreliabletransmissionis
tostorepartialmessagesinhopestobe
completedinnexttransmission.

III.PROPOSEDSYSTEM:

Specific trustcomputation and trust
derivationschemesareproposedbased
onanalysisresults.Finally,ourdesign
uses the combination oftrustmetric
andQoSmetricsasroutingmetricsto
presentanoptimizedroutingalgorithm.
The routing metrics are obtained by
combingtherequirementsonthetrust
worthinessofthenodesinthenetwork
and KeyGenerationScheduling Inthe
keygeneration,quantizationandprivacy
amplification can be done locally at
respectivesides.Whilechannelprobing
and information reconciliation need
communicationbetweenthevehicleand
RSU.Whentherearemultiplevehiclesin
the system,scheduling is required to
avoidinterference.Ontheconditionof
equalpriority,therearetwoscheduling
policiescanbeusedatqueuingnodesin
queuing theory serial serving, and
processorsharing(Servicecapacityis
sharedequallyamongCustomers).
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Theycorrespondtotwokeygeneration
scheduling:
(1) SerialProbing:RSU probes the
channel with vehicles one by one
accordingtovehicles’arrivingorder.
(2)ParallelProbing:multiple vehicles
share the channelusing time-division
method,RSU probesthechannelwith
multiplevehiclesinaround-robinway.
A methodtocalculateAKGD forboth
Serialand parallelprobing,We will
introduceaspecificschedulingmethod
by exploiting wireless broadcast
characteristicinchannelprobing.

Analysis:Intraditionalqueuing theory,
servicerateisconsideredasaconstant.
However,thisassumptionisnolonger
valid in key generation, where the
servicerate,denotedbyKGR,depends
onthenumberofvehiclesandchannel
probing scheduling. Therefore, it is
unabletousetraditionalqueuingmodel
tocomputetheAGKD.
Serial probing, consecutive channel
probingmeasurementshavesmalltime
separation and thushighlycorrelated.
Thecorrelatedpartprovideslittleextra
information and should be largely
discarded in the finalkey in privacy
amplification.On the otherhand,for
parallelprobing as exemplified time
separation between consecutive
channelprobingmeasurementsislarger
due to the insertion ofthe channel
probingbetweenRSUandthe2ndand
the3rdvehicles.Thecorrelationofthe
measurements is lower and fewer
correlatedbitsarediscarded.Thenon-
equaldroprateofcorrelatedbitsleads
tonon-equalKGR,andintuitively,parallel
probing has higherKGR and smaller
AKGD.Wewillshow thecorrectnessof
thehypothesisin simulation byusing
proposedmethodtocalculatedAKG.

FLOW MODEL:

Fig.2.FlowChart
Accordingtotheflowchartdescription
whentheprocessstartsitwillgotothe
nextprocesswhichisenterdestination
afteritreachesthenitwillgotothenext
condition (i.e)ifthe distance (source.
dest)==0 this condition is “yes”then
directly it willgo to the last step
(i.e)vehiclewillreachthenextifitis“no”
thatinformationwillsend to theRSU
thenthatRSUsendthatinformationto
allotherRSUandVehiclestoitsrange
thenitwillreachthenextstepIsthe
dustissame?ifitis“no”itwillreachthe
secondstepasenterdestinationifitis
“yes”thevehiclewillreachthenextthe
last step is “stop” .The flowchart
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impliesthatthedestinationisreached
without any accident occurrence by
meansofknowing the speed,turning
direction,locationandrealtimetraffic
conditions.Thiscanbedonewiththe
meansoftheRoadsideunitsandtheOn
Board Units. Thus by knowing the
destinationand theroad conditionso
thatthevehiclesensesthevehiclethat
isnearandcreatesawarenessforthe
driverandthusbytheinformationgiven
,accidentsareminimizedandlivesare

saved.

IV.ALGORITHM:

Inthissection,wehavesuggestedan
algorithm to substantiate authenticity,
confidentiality, access & availability
during the transmission of vehicle
relatedinformation.Wehaveexplained
ourproposedalgorithm step-by-stepin
betterwayforbettercomprehensible.
Table I shows description about
notations which are used during the
suggestedAlgorithm.

A.System Overview
In this section,we have described
general scenario of current vehicle
communicationsystem whichdictates
basicideabehindforthesame.Hence,it
willbe straightforward to understand
actualframework.Inthispaper,wehave
assumedavehicularad-hocnetworkin
whichneighborscancommunicateinto
thesamedirectiononlyandwiththose
vehicleswhichareavailablewithinthe
networkrange.Geographicalpositioning
and timing related conditions are
fulfilledwithglobalpositioningservices
receivers.Togetthetimeinstantseither
atreceivingsideorsendingside,thereis
noanydisturbance.Allthevehicleshave
theirunique identitynumberwhich is
also known as vehicle identity.This

vehicleidentitycanbeapermanentfora
particularvehicleduringitslife-cyclebut
itcanalsobedestroyedifitisfoundas
amaliciousvehicleintothenetwork.

Fig.3.graphicaloverviewofourproposedalgorithm.

Vehicleshavetheirownpublickey(KX)
andprivatekey(K_X)whichareusefulto
encryptorto decryptthe information
eitheratsendersideorreceiverside.A
private key(K_X)is stored into the
tamper-proofdevicewhichisinstalledin
thevehicle.Intheruleofencryptionand
decryption,we have considered the
Integrated Encryption Scheme (IES)
whichisacompoundencryptionpattern
which offers semantic security in
contrasttoanattacker.Thesecurityof
the scheme is based on the
DiffieHellman problem. Discrete
Logarithm Integrated Encryption
Scheme(DLIES)isonevarietyofIES
which is applied especially in the
cryptographic technique. Adversary
maybeeitherinternalorexternalbut
internalvehicleasaadversaryhasmore
opportunities to masquerade into the
system ratherthanexternalvehicle.
B.SecureMessageExchangeAlgorithm
We have described secure message
exchangealgorithm indetailsinwhich
we have used concept of HELLO
ACKNOWLEDGEMENT-DISCLOSURE.It
meansthatuserwillsendfirstHELLO
message and anotheruserwillsend
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responsetothatuserimmediatelyafter
receiving message. Then finally,
importantinformationwillbesentover
publicchannelinencryptedformat.
•Inthefirststep,vehiclechoosestime
randomlytotransmitHELLO message
toothervehicles.
• Vehicle is able to send HELLO
messageatselectedrandom timeifand
only ifspecific vehicle is belongs to
samenetworkrangeaswellasspeed
difference between both (sender &
receiver)vehiclesmustbelessthanor
equaltothresholdspeed(ΔS≤SY−SZ).
It is settled manually before the
execution ofprotocol.There are two
types ofHELLO messages based on
sender’soriginality.Ifsenderisoriginal
HELLO message sender then some
importantdetailslikesender’spublickey
and message transmission time are
stored into the HELLO message
otherwise HELLO message includes
message transmission time,message
receivedtimealongwithpublickeyof
currentsender&previoussender.
•Afterreceiving HELLO message at
receiverside,receiverwillsendbackone
messagetosenderwithsomedetails
like received public key as wellas
current time immediately for
conformation.Itmeans thatspecific
messageisreceivedatparticulartime
alongwithsomeimportantcredentials.
•Inlaststep,originalsenderwillsend
another message as a DISCLOSURE
messagewithsuchkindsofimportant
credentials (Identity & signature of
vehicle, current position and
transmissiontime,etc.)incomplexform.

Algorithm 1SecureMessageExchange
Input:Encrypted message with public
keyandtime-stamp
Output:Currentpositionofvehicle
Step-1:Vehicle chooses any random

timetYtotransmitHELLOmessage.
Step-2:AttimetY,vehicleXtransmits
HELLO messageto allvehiclesthose
areavailableintothenetworkrangeand
withintherangeofspeedΔS≤SY−SZ
asfollows:
1)ifsenderis originalsource node
then...
HELLO=_HELLO,KY,tY_.
2)ifsenderisnotoriginalsourcenode
then...HELLO=_HELLO,KY,KX,tX,tXY.
Step-3: Vehicle Z receives HELLO
message from Y attY Z and sends
ACKNOLEDGEMENT message to Y
immediately.ACKNOLEDGEMENT=
_ACKNOLEDGEMENT,KY,KZ,tYZ_.
Step-4: At time t_ Y , Y sends
DISCLOSUREmessagetoother
vehicles.
Step-5:DISCLOSURE = _DISCLOSURE,
IDY,EKZ_PY_,t_Y,SigY_

Inproposedprotocol,messageissent
three times over communication
channelto acquire actualposition of
other neighbour vehicle which are
presenttocommunicatewitheachother.
FirstmessageisHELLO whichissent
from onevehicletoallothervehicles.So
messagecomplexitywillben(n−1)/2for
HELLO messagewherenisnumberof
vehicles. Second message is
ACKNOWLEDGMENT which will be
transferred only between receiver
vehicleandsendervehicle.Thus,wecan
saythatitis1:1vehiclecommunication.
LastandthirdDISCLOSUREmessageis
sentfrom senderto receiveronly.It
meansthattwovehiclesparticipatein
DISCLOSUREmessagecommunication.
Atlast,totalmessage complexity is
O(n2)which is quite similarto other
secure positioning protocols message
complexityinvehicularnetworks.
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V.SIMULATION
The general process of creating a
simulationcanbedividedintoseveral
steps:
1.Topology definition:to ease the
creation ofbasicfacilitiesand define
their interrelationships, ns-3 has a
system ofcontainersandhelpersthat
facilitatesthisprocess.
2. Model development: models are
addedtosimulation(forexample,UDP,
IPv4,point-to-pointdevices and links,
applications);mostofthetimethisis
doneusinghelpers.
3.Nodeandlinkconfiguration:models
settheirdefaultvalues(forexample,the
sizeofpacketssentbyanapplicationor
MTU ofapoint-to-pointlink);mostof
thetimethisisdoneusingtheattribute
system.
4. Execution: simulation facilities
generateevents,datarequestedbythe
userislogged.
5. Performance analysis: after the
simulation is finished and data is
availableasatime-stampedeventtrace.
This data can then be statistically
analyzed with tools like R to draw
conclusions.
6. Graphical Visualization: raw or
processeddatacollectedinasimulation
canbegraphedusingtoolslikeGnuplot,
matplotliborXGRAPH.

Fig.4.Architecture

VI.PERFROMANCEANDANALYSIS
Wehavestipulatedconjecturalstructure
by using Linux platform with normal
hardwaresystem configurationaswell
asNetworkSimulator(NS)-2 version
was considered for implementation
analysis. Each assessment was
conducted10times,andlaterwehave
noteddownthemedianofeveryused
parameter.Thepacketdeliverysuccess
ratio is around 98.00 %. We have
obtained results afterimplementing a
perceptive proposal by using the
proposed algorithm concept.An end-
toend delay with regard to sending
throughputis0.16Secandaprocessing
timeregardingforwardingthroughputis
0.001Sec.
Transmitted messages are available
with time-stamp & secret key in
encryptedform.Itwillbeavailableto
onlythosevehicleswhicharebelongsto
networkrangeaswellasat-leastspeed
differencemustbelessthanorequalto
thresholdspeed(ΔS).Hence,ifanyone
interceptsthemessagethenalsoitwill
be hard to compute fake message
simply.Inourproposedalgorithm,there
are two mainly steps in which
computationprocessisrequired.First
one is HELLO message and otheris
DISCLOSUREmessage.
When sender vehicle sends HELLO
messageatthattimeitcontainscrucial
information like public key ofsender
alongwithtime-stampoftransmission
message. After receiving
acknowledgmentfrom receiver,itsends
DISCLOSURE message with important
informationlikeidentity,signatureand
currentposition ofsendervehicle in
complexform.Acknowledgment
willbesenttosenderbyreceiverafter
receiving HELLO message. If
acknowledgment is not acquired at
sendersidewithinsufficienttimeperiod
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then sender willdeduce that there
should message loss or attack in
communicationchannel.Hence,sender
willsend HELLO message with fresh
generated public key and time-stamp
onceagain.Inadditiontoit,ifmessage
isstolenbyanyadversaryvehiclethen
alsoitwillnotbeauxiliarylaterbecause
publickey,privatekeyandtime-stampis
generated freshly for further
communication. In such case,
DISCLOSUREmessageisinterruptedby
adversarythenalsoitwillbedifficultto
getoriginalinformationfrom encrypted
data. After that, adversary cannot
retrieveinformationwithoutpublickey
and privatekeyatsamecomputation
time.
In this way, we can say that
authentication is required to getreal
informationinourproposedprotocol.In
additiontothat,ourproposedalgorithm
satisfies confidentiality of messages
withcomplexityofit.Acknowledgment
is sentto senderbyreceiverthen it
meansthatHELLOmessageisreceived
withinthresholdtime.Thus,access&
availabilityarealsofulfilledthroughthis
proposedalgorithm.Finally,anyvehicle
cansenditscurrentpositiontoother
vehicles for different purposes with
sanctification of authentication,
confidentialityandaccess&availability.
Hence,ourproposedalgorithm isuseful
to transmitcurrentlocation to other
vehiclessecurely.Atlast,wehavedone
comparison among differentmessage
exchanging protocols with respectto
security functionality such that
authentication, confidentiality and
access&availability.

VII.CONCLUSION

In this paper, we have explained
obstaclesregardingpositionofvehicle
for V2V communication environment
when vehicles send/receive important
information firstly. Then, we have
discussed differentsecure positioning
protocols.Finally,we have suggested
typicalsecurepositioningalgorithm for
vehicles so thatitcan be helpfulto
send/receiveactualcurrentpositionto
otherneighborvehicles(thosearewithin
network range).Proposed algorithm
fulfillssecurityrequirementssuchthat
authenticity,confidentialityandaccess
aswellasavailability.
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