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Abstract— Thisprojectaimsatcreationofa
votingsystembyprovidingacosteffectivesolution
ensuringnon-traceabilityandintegrityofthevotes
castwhileprovidinggreatconveniencetovoters.
Thissystemisdevelopedrobustlytoensurethatall
eligiblevotershavingaUniversalIdentification
Number(UID)oftheircountryisallowedtocast
theirrespectivevote.Thevoters,whocastmultiple
votesduringtheprocessofvotingisensuredtobe
prevented.Alsoitprovideguaranteeformaintenance
ofauthenticity.Theprocessofonlinevotingcould
bedeployedwiththreephases-thevoterregistration,
onlinevotecapturingandtheinstantonlinecounting
andresultdeclaration.AutomatedTallyingremoves
humanfallibilityfrom thetabulationprocessand
makeselectionresultsavailablewithinsecondsof
thecloseoftheelection.

Theadditionalfeatureofthemodelisthat
privacyofcastedvoteispreservedusingAdvanced
EncryptionStandard(AES)encryptionalgorithm.
Whenvotersenterthedetailsitwouldbestoredin
theencryptionformat,sothattheyaresecured.Asit
isimplementedinbothhardwareandsoftware,itis
morerobustsecurityprotocol.Ituseshigherlength
keysizesuchas128,192and256bitsofencryption.
Hencethisalgorithm makesmorerobustagainst
hacking.For128bit,about2̂128attemptsneededto
break.Thismakesitverydifficulttohackit,asa
resultitisverysafeprotocol.Inthismodelaperson
canalsovotefrom outsideofhis/herallocated
electorateorfromhis/herchosenlocation.

Keywords—AESalgorithm,Biometricsensor,
cloudcomputing

I.INTRODUCTION

Earlier,Votingisaprivilegeoflivingina
democracy.Totakethisstepfurtherconceptof
onlinevotingsystem isdesigned.India’srecent
initiativetogiveUniqueIdentificationNumber(UIQ)
foreverycitizenwillhelptoimplementthisonline
votingsystemusingcloudcomputing.Intraditional
votingsystemthevotermustcometopollingbooth

fordoing theirdemocracy duty.So wehave
proposedasystemforvoting.Usingthissystem,we
canvoteforthecandidatewhereverweare.Main
objectiveofproposedsystemare,tominimizethe
timeconsumptionforvoters.Itsupportsonlythe
authenticatepersontoelectthecandidate.Usercan
voteatanyplaceattimeduringtheelectiontime.

Theevolutionofcloudcomputingoverthe
pastfew yearsispotentiallyoneofthemajor
advancesin the history ofcomputing.Cloud
computing is a centralized cloud storage
environmentwhichcanhaveabilitytostorelarge
amountofdata.Withorganizationstodayshifting
largeamountsofdatafromphysicalstoragetothe
cloud,thedemandforcloudserviceshasonly
increased.Oneoftheforemostadvantagesof
movingtocloudisthereductionincostofstorage
whileorganizationscanfocusontheirday-to-day
operations.Amazonhasestablisheditselfasa
marketleaderintermsofproviderofcloudservices
withitsvariousofferings.AmazonWebServices
(AWS) is a comprehensive, evolving cloud
computing platform provided by Amazon.It
providesamixofinfrastructureasaservice(IaaS),
platformasaservice(PaaS)andpackagedsoftware
asaservice(SaaS)offerings.InAWSprovides
RelationalDatabaseServices(RDS). RDSweb
servicesthatmakesiteasytosetup,operateand
scalethedatabaseincloud.Low leveldatabase
adminworkishandledautomaticallybyAWS.This
supportPostgreSQL,MYSQL,MSSQLandOracle
database.AmazonRDSautomaticallypatchesthe
databasesoftware.Enablespointintimerecovery.

A.Objective

Themainobjectiveistoallow onlythe
legiblevoterstovoteandavoidduplicatevotingby
providingauthenticity.Oncethevotingsessionis
completedittakeslesstimetocalculateresults,
thereforetimeconsumptionisreduced.Toprevent
thedatafrom hacking,high datasecurity is
maintained.

B.Overview
Theliteratureidentifiedpresentedabrief

overviewoftheexistingliteratureonthistopic.The
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algorithmusedfortheencryptionofthedetails.This
includevalidationoftheinputdatafrom the
application.Thisalsoprovidetheresultsofthevote
analysis.Theperformanceofthesystem isalso
analysedbasedonevaluationmetrics.Methodology
describestheimplementationoftheapplication.

II.METHODOLOGY

Currentsystem whichispresentnow is
Electronicvotingsystemwherethecountingofvotes
isdifficult.Thissystemrequireshighmanpowerand
resources.Toovercomethisproblem theonline
votingsystemisdesigned.Thissystemreducesthe
manpower,wherethevotercanvotethroughan
applicationandthevoterneednotcometopolling
station.Thusthesystem makescountingprocess
efficient.Theresultcanbeproducedinshortperiod
oftime.Thedatawouldbesecureandpreventsfrom
manipulatingthevotes.

A.ExistingSystem

TheexistingE-votingschemetakes
placeatthepollingstationwithvotesbeingcastedin
controlledenvironment.Theschemereallyoperates
inthreestages-preelection,votecaptureandpost
election.TheexistingsystemisshowninFigure1.

Stage1isthepreelectionstage.Mostofthe
procedures presented in this stage are only
implementedbytheelectionauthorities,andtheyare
transparenttoordinaryvoters.Pre-electionsetup
requirestheelectionauthoritiestocreatesetsof
digitalcertificateswith the aid ofa trusted
certificationauthority(CA).Eachcertifi-catehasa
public/privatekeypairofapublickeycryptosystem.
Pollingstationsareprovidedeachwithapublickey

(encryptionkey)from thesetofpollingstations
digitalcertificates.Thepollingstationprivatekey
(decryptionkey)iskeptsecretbydividingitinto
sharesusingathresholdsecretsharetechnique.Pre-
electionstagerequiresvoters’participationinthe
enrollmentofvoters’bio-metricfingerprints.Thisis
requiredfortheauthenticationandsub-sequent
authorizationofthevotersinsidethepollingstations
inthevotecapturestage..Pre-electionsetupalso
requiresthecreation ofpaperballotswith a
randomizedcandidatelist.Electionauthoritieswill
createasetofauthoritiesdigitalcertificateswiththe
aidofatrustedcertificationauthority.

Stage2isthevotecapture“castvote”stage.
ThisstagebeginswiththestartoftheElectionDay.
Avoterarrivestothepollingstationandidentifies
himselftothelocalelectoralcommissionwithanID
cardandhisfingerprint.ThenationalIDcardis
usedtofetchthetemplaterecordofaspecificvoter,
while the biometric fingerprintisused for
authenticatingthevoter.Theauthenticationisdone
bycomparingthevoter’sownbiometrictemplate
(previously enrolled and stored in atemplate
database)withtheoneheusedtoidentifyhimself
(one-to-one comparison). After a successful
authentication,theelectoralcommissioneitherhands
thevoterexactly oneclosed envelopeorhe
randomly chooses one himself.The envelope
containsaballotformsealedinsidetheenvelope.In
thepollingstation’sbooth,thevoterprivately
extractshisballotform from theenvelope,and
makeshisselectionbyplacingamarkintheright
hand column againstthe candidate ofchoice
(pluralityvoting),or,inthecaseofaSingle
TransferableVote(STV)system,hemarkshis
rankingagainstthecandidates.Oncetheselection
hasbeenmade,thevoterseparatestheLHSandRHS
partsalongtheperforationandkeepstheLHS
temporarily.Thevoterthenleavesthebooth,head
towardsanofficialoperatingavotingmachine,and
caststheRHSballotpartrepresentinghisprotected
voteinthepresenceoftheofficial.Inorderto
processthevote,theRHSisplacedoveranoptical
scannerconnectedtothevotingmachine.The
scannerrecordsthebarcodeoftheRHSandanindex
valueindicatingthecellintowhichthevoter’s
choicewasmarked.Therecordeddataisconsidered
asthedigitalrepresentationofthevote.

Stage3isthepost-electionstage.Thisstage
startsaftertheendoftheelectionperiod.Post
electionprocessesincludestallyingofvotesand
announcingtheresults.

B.ProposedSystem

TheOnlinevotingsystemisshowninFigure2
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willemployfingerprintAuthenticationforcasting
theirvotesforthecandidateandtheapplicationis
deployedincloudsothatitisaccessedfrom
anywhere.

2. FlowDiagramofProposedSystem

3.FlowDiagramofFingerprintsensor

C.SystemRequirements

Theimplementationrequiresthefollowing
softwareandhardware:

 NetbeansIDE–version8.1

 Oracledatabase

 AWS

 Fingerprintsensor

NetBeansIDE–NetBeansisanopen-source
integrated developmentenvironment(IDE)for
developing with Java,PHP,C++,and other
programminglanguages.NetBeansisalsoreferred
toasaplatformofmodularcomponentsusedfor
developingJavadesktopapplications.NetBeansis
codedinJavaandrunsonmostoperatingsystems
withaJavaVirtualMachine(JVM),including
Solaris,Mac OS,and Linux. NetBeans uses
components,alsoknownasmodules,toenable
software development. NetBeans dynamically
installsmodulesandallowsuserstodownload
updatedfeaturesanddigitallyauthenticatedupgrades.
NetBeansIDEmodulesincludeNetBeansProfiler,a
GraphicalUserInterface(GUI)designtool,and
NetBeansJavaScriptEditor.NetBeansframework
reusabilitysimplifiesJavaSwingdesktopapplication
development,whichprovidesplatform extension
capabilitiestothird-partydevelopers.

OracleDatabaseSoftware-OracleDB rivals
Microsoft’sSQLServerintheenterprisedatabase
market.Thereareotherdatabaseofferings,butmost
ofthesecommandatinymarketsharecomparedto
OracleDB and SQL Server.Fortunately,the
structuresofOracleDBandSQLServerarequite
similar,whichisabenefitwhenlearningdatabase
administration.OracleDB runsonmostmajor
platforms,includingWindows,UNIX,Linuxand
MacOS.Differentsoftwareversionsareavailable,
basedonrequirementsandbudget.Akeyfeatureof
Oracleisthatitsarchitectureissplitbetweenthe
logicalandthephysical.Thisstructuremeansthat
forlarge-scaledistributedcomputing,alsoknownas
gridcomputing,thedatalocationisirrelevantand
transparenttotheuser,allowingforamoremodular
physicalstructurethatcanbeaddedtoandaltered
withoutaffectingtheactivityofthedatabase,itsdata
orusers.

AWS -Amazon Web Services(AWS)isa
secure cloud servicesplatform,offering compute
power,databasestorage,contentdeliveryandother
functionalitytohelpbusinessesscaleandgrow.
AmazonWebServices(AWS)isacomprehensive,
evolving cloud computing platform provided by
Amazon.Itprovidesamixofinfrastructureasa
service(IaaS),platform asaservice(PaaS)and
packagedsoftwareasaservice(SaaS)offerings.
AmazonElasticComputeCloud (EC2)provides
virtualservers--calledinstances--forcompute
capacity.TheEC2serviceoffersdozensofinstance
typeswithvaryingcapacitiesandsizes,tailoredto
specificworkloadtypesand applications,suchas
memory-intensiveandaccelerated-computingjobs.
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AWS also providesan Auto Scaling toolto
dynamicallyscalecapacitytomaintaininstance
healthandperformance.

III. FEATURESANDPROCESSESINVOLVEDIN

PROPOSEDSYSTEM

Theproposedsystem hasthefollowing
modules:

 Validationofvoterinformation

 ValidationofCandidateinformation

 AESalgorithm

 Resultcalculationphase

A.Validationofvoterinformation

Duringregistrationofvoterdetailsinadmin
module,thevoterdetailssuch asfingerprint,
Aadhaarnumber,voterID,name,address,phone
number,dateofbirth,pincodearecollectedand
storedincloud.Thevoterdetailsarevalidatingby
theirlengthanditshouldbeinspecificformat.The
voterageisabove18ornot.Iftheprovideddetails
areinvaliditwouldbeprovidingerror.Eachvoter
shouldregisterwiththeirUniqueIdentification
Number(UID)andthedetailsprovidedbythevoters
areverifiedandstoredinthedatabase.Duringvoter
loginmodule,thevoterloginwiththehelpof
fingerprint.Ifthefingerprintispresentindatabase
thenthevoterisabletocasttheirvotes.On
successfullogin,the votersdetailswould be
displayedandthevoterwouldbeabletochoosetheir
respectivecandidate.Aftercastingthevotethevote
shouldbestoredinsecuredwaybyapplyingAES
algorithm.

B.ValidationofCandidateInformation

EverycandidateparticipatinginElection
shouldregisterwithUID numberandrequired
detailssuchasAadhaarnumber,phonenumber,
Address,pincode,dateofbirth,nameneededfor
registration.Thesystem wouldbevalidatingthe
detailswhethertheyareinspecifiedformatand
length.Whenvoteriscastingvotebyrecognizing
thecandidaterepresentationsymbol.

C.AESAlgorithm

AESisaniterativeratherthanFeistelcipher.
Itisbasedon‘substitution–permutationnetwork’.It
comprisesofaseriesoflinkedoperations,someof
whichinvolvereplacinginputsbyspecificoutputs
(substitutions)andothersinvolveshufflingbits
around(permutations).

Interestingly, AES performs all its
computationsonbytesratherthanbits.Hence,AES

treatsthe128bitsofaplaintextblockas16bytes.
These16bytesarearrangedinfourcolumnsand
fourrowsforprocessingasamatrix.

UnlikeDES,thenumberofroundsinAESis
variableanddependsonthelengthofthekey.AES
uses10roundsfor128-bitkeys,12roundsfor192-
bitkeysand14roundsfor256-bitkeys.Eachof
theseroundsusesadifferent128-bitroundkey,
whichiscalculatedfromtheoriginalAESkey.A
blockcipherprocessesthedatablocksoffixedsize.
Usually,thesizeofamessageislargerthanthe
blocksize.Hence,thelongmessageisdividedintoa
seriesofsequentialmessageblocks,andthecipher
operatesontheseblocksoneatatime.Thusthe
Electroniccodeblock(ECB)modeisusedinthis
algorithm.TheEBCmodeisdeterministicwherethe
blocksofdataaresequentiallyprocessedbythekey.

ENCRYPTIONPROCESS:

Thestepstobefollowedinencryptionprocess:

STEP1:Derivethesetofroundkeysfromthecipher
key.

STEP2:Initializethestatearraywiththeblockdata
(plaintext).

STEP3:Addtheinitialroundkeytothestarting
statearray.

STEP4:Performbytesubstitution,shiftrows,mix
columns,addroundkeyforninerounds.

BYTESUBSTITUTION:

The16 inputbytesaresubstituted by
lookingupafixedtable(S-box).Theresultisina
matrixoffourrowsandfourcolumns.

SHIFTROWS:

Eachofthefourrowsofthematrixisshifted
totheleft.Anyentriesthat‘falloff’arere-inserted
ontherightsideofrow.Shiftiscarriedoutas
follows:

 Firstrowisnotshifted.
 Secondrow isshiftedone(byte)

positiontotheleft.
 Thirdrowisshiftedtwopositionsto

theleft.
 Fourthrowisshiftedthreepositions

totheleft.
Theresultisanewmatrixconsistingofthe

same16bytesbutshiftedwithrespecttoeachother.

MIXCOLUMNS:
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Each column of four bytes is now
transformedusingaspecialmathematicalfunction.
Thisfunctiontakesasinputthefourbytesofone
columnandoutputsfourcompletelynew bytes,
whichreplacetheoriginalcolumn.Theresultis
anothernewmatrixconsistingof16newbytes.It
shouldbenotedthatthisstepisnotperformedinthe
lastround.

ADDROUNDKEY:

The16 bytesofthematrix arenow
consideredas128bitsandareXORedtothe128bits
oftheroundkey.Ifthisisthelastroundthenthe
outputistheciphertext.Otherwise,theresulting128
bitsareinterpretedas16bytesandwebeginanother
similarround.

STEP 5:Perform the finalround of state
manipulationandcopythefinalstatearrayoutasthe
encrypteddata(ciphertext).

DECRYPTIONPROCESS:

TheprocessofdecryptionofanAES
ciphertextissimilartotheencryptionprocessinthe
reverseorder.Eachroundconsistsofthefour
processesconductedinthereverseorder:

INVERSEADDROUNDKEY–PerformsXOR
operationbetweentheciphertextandintermediate
expanded key corresponding to thatparticular
iteration.

INVERSESHIFTROW–Thissteprotateseachith
rowbyielementsrightwiseinthematrix.

INVERSESUBBYTES–Thisstepreplaceseach
entryinthematrixfromthecorrespondingentryin
theinverseS-Box.

INVERSE MIX COLUMN - The Inverse
MixColumnsoperationperformedbythecipher,
alongwiththeshift-rowsstep,istheprimarysource
ofallthe10roundsofdiffusion.

4.AESAlgorithm

D.ResultCalculationPhase

Bytheadmincanknowentiredetailsabove
voterregistration and differentparty candidate
details.Bythiselectioncommissionortheadmin
canknowthevoterscountbyconstitutionwise.As
thevoteiscastedforcandidatethevotecountvalue
isincrementedandfinalresultisobtained.All
receivedvotesofpollsaresavedinthesystem,the
numbersofvotersandtheinformationofpollsare
also available (in Poll, Poll_Members,
Poll_Response,Poll_Answertables).Allchecking,
validationofreceivedvotesisdonecompletelyby
storedprocedureAPI(invokedfrom middleware
layer)andacceptablevotesaresaved.Forexample,
checking non-duplicatereceiving votesfrom a
member,receivingbetweenstartandendtimeofan
openpoll,validityofreceivedinformationandall
verificationisdone.Accordingtothetypeofeach
polltheresultofvotingcanbecalculated.Inthis
section,algorithm forcalculatingfinalresultsis
described.

Thealgorithm takesthetotalnumberof
votesreceivedforeachcandidateasinputforthe
algorithm.

DISTRIBUTEDSTATIONALGORITHM:

STEP1:Ifthenumberofvotesreceivedisgreater
thanhalfthenumberofvoters.
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STEP2:Eachvotingcandidateistaken.

STEP3:Checksthatthevotingcandidateishaving
votesmorethan50percentageofthetotalvotes
received.

STEP4:Ifthecandidateishavingvotesmorethan
50percentage,thenthecandidateisconsideredto
havehighestnumberofvotecount.

STEP5:Thenthecandidateisdeclaredaswinner.

Attheendtimeofpoll(atdeadline)orwhen
allmembershavebeenvoted,Thecandidatewho
hasthemaximumselectingpercentageamongthe
selectedcandidatesaredeclaredtohavehighest
count.

IV. RESULTS

A.EVALUATIONMETRIC

Performanceisevaluatedfortheproposed
algorithmbasedontheseveralmetricswhichare
bestsuitedforthecryptographicalgorithms.The
performanceisevaluatedseparatelyfortextdata
encryption.Themetricsthatareselectedforthe
evaluationareencryptiontime,decryptiontime,
throughputofencryption,throughputofdecryption,
CPUprocesstime,andCPUclockcycles,power
consumptionandmemoryutilization.

Encryptiontime:Theencryptiontimeisthetotal
timetakentoproduceacipher-textfromplain-text.
Thecalculatedencryptiontimeisthenusedto
calculatethethroughputoftheencryptedalgorithm.
Itgivestherateofencryption.

Decryptiontime:Decryptiontimeisthetotaltime
takentoproducetheplain-textfromCipher-text.The
calculateddecryptiontimeisthenusedtocalculate
thethroughputofthedecryptedalgorithm.Itgives
therateofdecryption.

B.Experimentsandresults

To evaluate the influence of the
configurationparametersoftheAESalgorithmon
theencryptionanddecryptiontime,asequenceof
experimentswasdevelopedvaryingtheexperimental
factors.Foreachexecutionplatform,variousfactors
aretakenintoconsideration:

 Thekeysizesvariessuchas128bits,
192bits,256bits.

 Therearetwochainingmodes:ECB
(Electroniccodeblock)andCBC
(Cipherchainingblock)

 Thepaddingofbitstothetext.
Fordifferentfilesizes1,25,50,75,100Mbytes.

B.Summaryofresult

Thus the system uses an encryption
algorithm calledAdvancedEncryptionStandard
whichencryptsallvotercredentialsthatinclude
voterid,AadhaarNo,name,address,phonenumber,
pincode,stateandCandidatedetailsalso.This
algorithm increasesthesecuritylevelofvoters
details.Thustheresultanalysisisdoneforthe
algorithmbasedontheencryptionanddecryption
timewhichvariesfordifferentinformationsize.
Thusthetimeefficiencyiscalculated.Thusthe
fingerprintauthenticationgiveshighsecurity.

V.CONCLUSION

Generallyvotinghastobeperformedby
userbygoingtothevotingcentre.Manyuserslike
armypersonorNRIcannotcometothevotingplace.
Theproposedonlinevotingsystemwhereuserscan
voteovertheonline.TheOnlineElectionSystem
provideshighlevelofSecurity,Authentication,
ReliabilityandCorruptionfreemechanism.Thereis
adatabasewhichismaintainedbytheElection
CommissionofIndiainwhichallthenamesofvoter
withcompleteinformationisstored.TheOnline
Votingsystemwillmanagethevoter'sinformation
bywhichvotercanloginandusehisvotingrights.
ThesystemwillincorporateallfeaturesofVoting
system.Thustheresultwouldbegivenwithina
hoursafteracompletionofvoting.Itdecreasethe
CostandTimeofvotingprocess.Itisveryeasyto
use,lesstimeconsumingandeasytodebug.
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